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4. VISS(Vehicle Information Service Specification)
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EXAMPLE 1

// Open the WebSocket
var vehicle = new WebSocket("wss://wwwivi", "wwvssl.0");

// Establish authorization
vehicle.onopen = function () {

vehicle.send("{"action™: "authorize", "tokens™: {"authorization":

"requestId”: "103"}');
s

// Message response handler for all possible actions
vehicle.onmessage = function(event){
var msg = JSON.parse(event.data);

switch(msg.action){

case "authorize™:
authHandler(msg);
break;

case "getMetadata™:
getMetadataHandler(msg);
break;

case "get":
getRegHandler(msg);
break;

case "set™:
setReqHandler(msg);
break;
case "subscribe™:
subscriptionSetupHandler(msg);
break;
case "subscription™:
subscriptionHandler(msg);
break;
case "unsubscribe™:
unsubscribeHandler(msg, false);
break;
case "unsubscribeAll™:
unsubscribeHandler(msg, true);
break;
}
b5

// Auth request handler
function authHandler(msg) {
if(msg.hasOwnProperty("TTL")){
console.log("authorization successful™);
requestMetadata();
} else {

console.log("authorization unsuccessful");

// Close the WebSocket to end the WebSocket session
function closeSocket(){
vehicle.clase();

—
o
1)
>
o}
om

>
N
=

W3C XIE2F X AFFHE M AEH 0|2 EES|HEAM

"user_token_value™},



WebSocket o] AAEH Zeo|AEE= A4 HErolE|(metadata)s AMskL
ZolAES] dAf Q15 ol digt ASE 83T 4= Ut

EXAMPLE 2

// Request the entire data model, in this example the data model is defined using GENIVI's VSS
function requestMetadata(){
vehicle.send('{"action": "getMetadata", "requestId": "1@4"}');

}

// Request the entire data model and if successful, request a signal
function getMetadataHandler(msg){
if(msg.hasOwnProperty('metadata’)){
console.log("Metadata Received");
console.log("Metadata: " + JSON.stringify(msg.metadata));
getSignal(msg.metadata, "Signal.Drivetrain.Transmission.Speed");
} else {
console.log("getMetadata Error");

// Request a signal
function getSignal(metadata, path){
// A check could be made here to ensure the signal is available within the metadata

vehicle.send('{"action": "get", "path": ' + path + ', "requestId": "185"}');

}

ZEoIAEE T3 SFIIEY] QIF0] S §1-85k= 4% subscribe actionZ ©]-8-5}od
NEE F/1HoR We 4 otk
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EXAMPLE 3

>€T d subscription, assuming the sdame quthorization

var rpmSubscriptionId, rpmRequestId = "1@6"

Set up the subscription

function subscribeToRPMNotifications(){

vehicle.send('{"action": "subscribe", "path":
"Signal.Drivetrain.InternalCombustionEngine.RPM", "requestId": ' + rpmRequestId + '}');
}

Handle the subscription response

function subscriptionSetupHandler(msg){
if(msg.hasOwnProperty("requestId") && msg.requestId == rpmRequestId){
console.log("Subscription set with a subscription ID of " + msg.subscriptionId);
rpmSubscriptionId = msg.subscriptionld;

I

ranalLe the subscription notiyication

function subscriptionHandler(msg){

if(msg.hasOwnProperty("subscriptionId”) && msg.subscriptionId == rpmSubscriptionId){
console.log("The current engine rpm is " + msg.value);

I

B AQFoA Aok i SES 58412 =3Isit). H]5Z(non-passenger) -8-8{(fl:

3], ¥ 2 I3 AREHAUE)OIA = AlFE AMESke 22 SAIEA] AN 2 AFe]
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o171 4 a3t A4 HA1E AFoke Home Mechanic' 8-8& 738 4 ok
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HH|AIOIA, oA e, ARE 25 2 AHRE QIZERJIHEE HIZST
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(2) Hgtd(Conformance)
H] ¥EZ(non-normative) 2 XA|H A4 Bl oz} B AlFo] e 2hg23], 401011‘“’“
dA ¥ EX H]EF(non-normative)O|t}. & AR&oA o]ES A9t TIE HE Y&
ol
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(3) 0{(Terminology)
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£ FEAA AREEE ‘WebSocket o]2k= 80l W3C WebSocket API 2 WebSocket

T2 EZ0| Fojd A¥ At

(4) 12 HE(Table of Figures)

Figure 1 Diagram showing an example Vehicle Signal Tree

Figure 2 Diagram showing relationships between the vehicle system, VIS Server and

its clients.
Figure 3 State diagram for the VIS Server

Figure 4 Diagram showing conceptual WebSocket Security Token flow

(5) OF7 |ElX{(Architecture)
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AR F/E= AA7F A-otA dghE FofikZ 9o Zhssich o] HA(action)Tt 7]
Fagt VIS A¥ HH(actions) & 7] & B AA8] A= o] itk

X2 Lf Z210|ME(In-Vehicle Clients)

ek ) ZeloldEol 5 A90] Zejoldlert wr wRhECh Sk Xk Ae] ECUSIA
A aaolod Az QLEEIIAE(V) AL A TR, ThE SR A48Ate]
tfolA@: B, FHE Ei BEslod AR SeoldEw ol Xjeo] Wik =
A9 o2 B9 dgg
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W3C Vehicle Information APl: Component Diagram
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O 3-8 Z=TH(Applications) - A A5 9 HloJejol] HIE 4 L AFe] LA B

S 4T 8L 97 AR Aol U AN AP S8

O oflo]HE(Agents) - YHFH O & oo Ei= AR} QIE|H|o] A7} girt. TSt VIS AHollA
Agois HMES 523 4 YA 1 BHL st o] 91 BE(off-board(d: HlolElE
o2 Z5317] fit V2X(Vehicle to Everything) E[Wl A#)ol A&sk= Aolct.

S8 T2} oo|HEE 1 th3a} o] AEshE 4= gl (i) F7I9R Y HERT oA
A= HTML, CSS ¥ JavaScript®} 22  #E& ARt @8 & ot (i) 1s
ZpA1S] YloJglE 2N A0A AP TAE 5= Qlck. o] F9E dlE S0] C, C++ EE
Objective-CZ FHHLY. (i) F3F C# E+= Java®l 22 Qo] 11dd Te] HepY ZaAA
AgE=s 799 > Uk

A ofEEA I 9 & ofo]HE= VIS Aulo] oJal] AlFThe A AR AHIA QIEFHo|AS
A SZESHAY JavaScript ‘wrapper ZfolHE|ElE Fdsto] Ao wrAoR A A1S

2 golg AAE Tedldt 4 ]k

MS 2 HO[EQ] RTHE XM&(Sending Signals and Data off-board)

=24, 2F Yl ol EgAlA € ofo]HE o= TRt IEU 75E SEo|AE 9 AH7}
21 A5 9 glofejo] AMASH= H TAo] & = Sk T1=u A ARSSHA] Y= W=
HiElE] g2 Zdislslr] S8l tiite] #17] AlAglo] APkt of7|ols A e HHY
AES Sk AlAglo] 23 4= it} AlFe] Aelo] AXH & HE A4S AFsh=
A ARLE 3otsto] ThofRt AJAHI0] AR T A2 ARtH o R =2 Wik HEHD Ee
MNO(Mobile Network Operator)o] JZA=I FHO02 [P F471 TFHct

o Ao JAFH 7|5 STl AEL} A= B4 Aol I 54 [P F45 IR X3tk
wteba] YR o g A ANk 02 URLE AREote] V2X AlH ol AZsk= %

IZRIE(endpoint)oll AZsHoF gt} AlgT AEUl AH= YREA 0 & o155 shal Apg
otostE AdS 53 VIN(Vehicle Identification Number)¥} -2 114 A1¥HxE Ads}o]
V2X AHol] ‘55 gtk 11 AIFRE V2X AH= @A 4 VINO| Sl= Aol ddH IP
FAE 7Y, o] HEEZ tE QAHY 7|Ht SEo|dE 9 AWt F/S 4= AL o] Xk

HARIE 2 4 Sl
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Receiving
New Message }'
. /
validate
message
Validating
New Message
[= Authorize
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Message - Authorization _4 Access Control |._
\) Received Token(s) process 7| State \ prepare
\ . J request YRS /- "\ response
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L / process P prepare ~\ p . )
‘  getMetadata check ‘ Performing | request (Processing Data | response [ Preparing | send Sending
A Message }7 Access Control Message T Response | Response
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=Dat heck 7 ’ /
m[es:;gae] check / Response is either for
message request or in
process AN prepare
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; N request N\, " N response
Data Request \,[ Processing Get |
Message } Metadata ¢ N.B. Diagram does not
_ Received | | Request sho to this
‘Preparing Response’ state
Either: if an error has occurred.
getRequest,
setRequest,
subscribeRequest or
unsubscribeRequest
H o] A oH
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A tholoj 188 Mrgg-o 2utk ARREH VIS AH7 9 = ofE Agtgla 7P
=t VIS AH9] iRl IR 24 W & Al 288 ‘MUL IAR] AollM=
2 ARFollA ZJQ)E APIO| wet A7t of2] 83 HiEA
A7 Z42+e] 84S Aot SEE Aol 7Pyt

(6) HOF 2 JHQI MH 1124 AFeK(Security and Privacy Considerations)

OF~|
VIS A¥ F8& st = 11 oo ARF Ao tieh F-2 AgF o s Ajkd 4= 9lo]

AE AREAF Y/E= HHpo| AREE 9 @3] tisiAtt SHS HEE & 4= it} o=

A, AN HE BT EE= AAH THARNE HIES thsl
wj2bA glo]ejo] tigt GET, SET, SUBSCRIBE %= UNSUBSCRIBE 8% %EM AEZ}
870] sl E= 11 o|9] AH0] 51 Eet FARRE 2 AUS AH
ot 739 Eet ¥]o] ok 4w digh AT AoiE s Ft H AT HlolH
Zojo|HAIY] FR8A4L the Al AEo] Sl

S
)
=
o
£
{0
S
v

@ HOt FA|(Security Principals)

e A9 9L e Byl dick

Efe) e

AFEAL QHS HEoh= AR, AlAH E= 2R 2%XL, S5 AHIA, ADLE AE| uE &2

‘o= I:I

(User) A|AED)

QF0| LS XIZ = 717]. OIS S0 XRZQ| WIF SHATI| S1-ZE AFSKt| CE(Consumer
Electronics) MX| = 40O T2 A1H0| € £ QUCH SUSH X12F| ECU(Electronic
Control Unit) EE= QIELI0| HZAE AJAEIC]: AESE(WoT) HX|)

C|HIO|A
(Device)
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@ H2 M| 2 £92l(Access Control and Authorization)

SefololEr} 415 Hlolelo] Hg Qs og Sof B4 A8t H/EE X/ riujolso]
ool St oo Hot FAS thalste] RS S,

A] thet e Aol Sfsto] e] 9 Ao} Bk, AR B 415 E A1 Jg]
tfet e AOIE S18a1A] e 4 QL TR Al5o] T the Y Alo] HhiS AlgalES

Aol oJsf QlFElofoF k= 7 Bt Ao tis SetolAEE HF EE(: OAuth 2.0
EZ(RFC6749 #A2)E 5D authorize HM(action)S EZRE HAAE AjHjof] Hedof
is=y

AH 8 B4 Ao gigh 83o] ARSAHA: ARF ALt SEo|IES SAHGK:
tjHlo] A(C]]: 215 TEol| gt Bot BEES Rgloles Q7% 4= et ofE A%F

et 278 ARGAPIANE Ejlo] Role|ALt tiujolAgk £ Algo] HAA T 4 Ql= AT
73 4= Gl

Sl AES} AHE Ziz Bo B ARE d glo] Qlrt. of7lole EEEIREERE H99
gt 85, T8jal BEF gRlskar, orfQl F9ixt Ei= ofolHE o3t EF A (replays)
E= AF(spoofing) HAI7F ZFE|oF g} SEA|TE ofof] H¥E| A= =Tt

@ WebSocket < 21=(WebSocket Channel Authorization)

ZEo]AEE WebSocket 9] A Alol(access-control) AEIE H7F5}7] 8l authorize
HH(action)E EIRE HIAXE ARGRITE HAA] L4= 8749 HIAIA] 20 ZAS] o] of
AUt

Figure 42| tho|o| 182 SEOINET} A £&5 8ok AU E HolEt o] oA
AU QoA A= AAIA AlojE WA o s A= Q4H Hole7| ZokE HAXE
HigkRitt, 19 thy SEfolAEL AWl X1 ERA AHE IHoE At E 245,
ojuf M= 8HZ Aelstr] Aol STIe|AEANA H Aol A4 58 8711ttt BA &A=
Figure 4°] tho]ojZ1go] A o] qlct.



Establish WSS
b e -»

{ "action®: "get", "path™: "vehicle.speed" }

i Some signals are
{ "vehidle.speed”; 26 } i alowed without
; authorizafion

-
-+

“aotion’; “sef","path™: "vehiclefrank, “value™ "open®| .
¢ Lidoadd "%~ client asks for signal

. ' PR { "statusCode": 403" } : that requires
Client retrieves valid : | authorizafion

token from © ¢ . N — ,
authorization source : { "authorization: “token®, "type": “Bearer” }

i Server verffies tokesn

N ¢ with aushorization
{ "autherization": { "sfafus": "suecess™}} D' souree. Sorveris
e, Mgt e, i —— respansible for
. ) H ¥ v . " .
{astion’; “wef”,"path™; "vehiulefrank”, “value"; “open"] P
> enforeing policy for

. { "wehiele. frunk™: "open" } this token in future
- requests

Same payioad efeneats (e.g. requesiidl have bean amitfed
for Bty Dafer sfutures are Hustialfve anf Lpval opten
has been stmpified.,

Figure 4. 7H&XQl WebSocket 7|8t HOt EZ SE0i| gt CH0|01 13

r

authorize HH(action)o] ZFH HAAE =2 & AH= A& &

BRIslo] B2 tigt A5 sk AHo] MgE ZE EFo] fash A Ay S5 Wil
WebSocket QIAEIAO|A 2415 LE T4 Q 2]of AR HAA =
Zy GET, SET, SUBSCRIBE ¥ UNSUBSCRIBE 4 (action)< AH7} 20| tjHEsk= HQk
FAoll A3t F Aol BghS ZH=tt

gkek SeEto|dET e EE FHE)E AM8oto] $% authorize WAIAIE AfHo] HYCHH,
T ol F Sk ool RASH] gAY AH= oF S RHkelal WebSocket At
Aol e HAEA et 28y A B go] fast A9 Avie 43 S vidleta
A EZat TE H Alo] HIE o Al o]$9] BE 870 83tk

Zao]AE EE= AH7F WebSocket 2L 2L Al WebSocket IAE A7 Hejw ojufi=
8%FE A Ao dggle] F™Th

B AREE e QL AREAL B Tlol A H Ao] Al RE Ve R 5 oF SHS gkt
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®

453t AtZ(Use of Encryption)

ABekE Het Rl X Hskal ‘AT Wol(defence in depth) & #5371 915l St AES}
AH] 7He] B= Al 418 B HlolE B4l EIsHA destE|ofof jitt. ol= AR 84
tlofe] = 3 Ho|2E9] Hel EFES TASHAY MASk= 22 T oA vHe7] fidolth
olF FEY & U= o 7HA W STCINEL} AH7E B717] IZEHPKD) F WA
ARESH= Zlolt o714 ERICIIEE= AHQ] X 509 JISAE ERlsto] AH9] IDE &5k
Zeo|AES} Aw= HOF TLS(Transport Layer Security) HE A4S EASHT
WebSocket Z2EZFZ A|H7} WebSocket A2 &5t S0|AEY} HTTPSE &9
8H4E FABIES 345 WebSocketo] TLSE &ofl A9t &, QPHSt ‘wss' 9Z0|
AYg .

EZ3 ZM(Token Renewal)

ZF Bt B2 7 7R 5% AEH 82 7HACk dtt A Alo] 'l Aleo] diet 84
AT o) A7} Edo] fERE|QlY] dlzo] 870] SRIEA] ARl sk A= of =gt
5 Zslo] 25F SES Wl o] 4% STIUEE Het 71¥Security Authority)©]
Az BEZS 24T 4 L, ol sido] whEdn

T Me7E 2785 = =2

gt o] 45 STeIUEE ol 84S W s E o HY, HE e S 2%
RS T Fof Aujo] 2780 it

[©)

fu
i
olo
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filo
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rlo
_O‘l“

(7) Websocket Z=7|2HKInitialisation of the WebSocket)

SEO|E S-8o] ¥ HEtQlollA A== HTML 3-8 ZETT1Ho|AY BejAolA] AdE=
4 #lo]R]Ql - WebSocket JUAEIAE= 71EA O E QIAHAS AU HE 34 WebSocket
AHIAFIYE(JavaScript) 2olB82lE ARgsto] AAdE o Atk

WebSocket2 H|OJE|E(F]: C++) 5-& E= Java Fx C#I 2 Ty e o
ARgsto] ZHdE S8oAx AFgE 4= it ylolg|E U #E]y Slo|dEE HHES &
F45k= WebSocket 2lo|E2{2lE ARES1o] AfHollA WebSocket A2l thgh @& 233t
7HgRitt.
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o 27 AF YEY TN £ VIS AH AAEAS] Y| w7]A] viyH|AE (manifest)2]
YRR FJolAY 3-8 25 AR A] HRAERE Hxolo] A2 4= Qrt 2 Al

‘wwwivi SAE o]Zo] dF AREHT}

Aol A AdPE= SEo|AE= TAE o|FZ ARESIA] VIS AlH| QIAEIAO] AT 4= Qlck
A& 50] TAE o|E2 ‘wwwivi 0| 7]E ELE 4438 ARSI} SAE 0lE ‘wwwivi

24 IAE [P 4 127.0.0.10] 222 wjg @ 5 9tk o2 E9 '/ etc / hosts’ 7]
FES F7I5to] ARESHE H.

SHfl TREF 0|52 HulAZE Sl ‘wvss'0]ojof Rttt dlE S wvss1.0% o]
ARESE 4 Qi) Y] TR EE WAL A3k 5149 VSS(Vehicle Server Specification)
WA AZE R JEolAES} 7L 4 9 S HAA] HiZlE SHEA A5l

43 4 e

0

e
_l

var vehicle = new WebSocket("wss://wwwivi", "wvss1.0");

EL HTTPSE 539 AlHjo] AZsta MW7} WebSocketS Q&35S Q43I
ﬂ EQL AH] 7F9] HE WebSocket B4 ‘wss' & &9l o|Fo|Aof gt} A5 3l= 7|
U2 A2 AYER] goHE A= ‘'ws A 832 AFSfoF It
2 A T WebSocketo] 2FIO|UE 8-& ZETIHI} AH 1 }9] BAlS 2/dslele
ARGEITH L 7Pt 2] AETL AHo] Skt oid2] WebSockets B 275h= A0
o= FAE= A2 ot sHA|T AHl= 3% WebSocket & % AR 4= gloH
AEE= o5 AEsH AT Aol Ut
= ol WebSocket A2o] A=A 7+ 42 5HH 0=
% =91 ———.7§ WebSocket 92 ARE-oto] AJ/JH F-=(subscriptions)>
B2} AlAHof ol ZElo]AEE 3 WebSocket AZ2-S AR5t

>,
o

my  of
)
0,

rlo

)
i)
E
L FE
O
£
o
)
\1
é

r
O
1)
@
)
, 1L |
)

o
ofl
re

o,
[o

( Ol‘m
ol
Y
)

o
@
o

d
tlo
N
B
o
[e]
e
S
)

L o|ife] Sxlo]AAER} B A QIAEIA 71o] & o|A}e] WebSocket 2ol AHH
7% AEl(race conditions) & &A]d(concurrency) EA7F WA 93] Qltt. o]

o= F 7 olid2] WebSocket A2 oA E4 A4S BAlol HHle|ESkH= ol
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S 3% A AT S04 208 TS0 AR 4 glon, B S48 Ui
2 tE 97|(dirty reads)7} EAS = Aok

(8) HIAIX| 2=(Message Structure)

SefololEL WIEA] WebSocket send WAES AHgstol 93 HIAAS Aulo] Hersfo}
Bk, OIAIA] e kgt Zolof gk

WebSocket.send(request)

T

g3l AuiRRE ST ZAlgit

A % SPE F4solof Gk, SefolelEL thet

83 HAA]= o] AHo] FoH 8%
Zro] WebSocket onmessage HAE:

Vi
Zh
L=
a—=

WebSocket.onmessage = function(obj){

// process data

AH7E Bigkshe HAIAE ol 3ol Fojd 3H AA F shtoiof 3
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Request Objects

Response Objects

authorizeRequest authorizeSuccessResponse
authorizeErrorResponse
metadataRequest metadataSuccessResponse
metadataErrorResponse
getRequest getSuccessResponse
getErrorResponse
setRequestm setSuccessResponse
setErrorResponse
subscribeRequest subscribeSuccessResponse
subscribeErrorResponse
subscriptionNotification
subscriptionNotificationError
unsubscribeRequest unsubscribeSuccessResponse

unsubscribeErrorResponse

unsubscribeAll Request

unsubscribeAllSuccessResponse

unsubscribeAllErrorResponse

8
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dl 0] HO|(Term Definitions)

oEawE | ER | oy
action Action | S20IAENM %ot MEHOIM HE &= action EFIOIC
path String Vehicle Signal Specification(VSS)H| H2l=l Zit 2 2lsh= X2 S|
LSt pathOICH
requestld String | S2O0IUEI} et U7 ID 40IE ME{7t % O 2 Higtoil S20|AET}

2F Y 8 HAKIE ¢iZok= O] ABsICE 22 ¥ E= UUID(Universally
Unique IdentifieN® 2= QIC

subscriptionld | String | 2t ?=(subscription)2 1RoHA AH517| 2l MHOIA Bietek= Z0]C.
w2 M O UUID(UnlversaIIy Umque |dentifien 4= ALt

tokens object | SlLt Ol HOF EZ(0]: OAUth2) OIE/4f We Htol= T2 (Structure)O L.

timestamp integer | A7t SHS Bratst UTCERIEMIAARZD ARKZE] &2 HEAIZ)o|Ct

value any ME{OM gkt TIOJE] 20|t Ol= 712 EfRI0|ALt JSON &4le] SH=
OIE/at Yoz & Sgf Bt & Ut

TTL integer | 215 EZC £BS X U= Sretltt

filters object | MH0 7= @715 S0/7| flet BHE HAHLUSS MiSei.

metadata object | HMMOE AL Jisst A EC|E HHolk= HEHO|E{O|CY.

error Error Q2 FL 0|® L HAKIZE Breteitt.

4 JSON A7|0 H9|

o] A)4d°] “g2l= JSON Schema VISS QIE|H|o]2 oA == HlolH ERle Rttt
{
"definitions": {
"action": {
"enum"” [ ‘authorize', "getMetadata', ‘get', ‘set', "subscribe’,
"subscription’, "unsubscribe’, "unsubscribeAll'],
"description” "The type of action requested by the client and/or
26 W42 B4 7)¥ W3C AEFUK AUHE WD AE{HO|2 EEHAIN




delivered by the server',
5,
"requestId": {

"description”: "Returned by the server in the response and used by
the client to link the request and response messages.",

"type": "string'

I3
"path": {

"description”: "The path to the desired vehicle signal(s), as defined
by the metadata schema.",

"type": "string"

),
"value": {

"description”: "The data value returned by the server. This could either
be a basic type, or a complex type comprised of nested name/value pairs in
JSON format.",

"type": "string"

},
"timestamp": {

"description”: "The Coordinated Universal Time (UTC) time that the
server returned the response (expressed as number of milliseconds).”,

"type": "integer”

5,
"filters": {

"description”: "May be specified in order to throttle the demands of
subscriptions on the server.",

"type": ['object’, "null'l,

"properties”: {

"interval": {

"description”: "The server is requested to provide notifications
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with a period equal to this field's value.",
"type": "integer”
I3
"range": {
"description”: "The server is requested to provide notifications
only whilst a value is within a given range.",
"type": "object’,
"properties”: {
"below": {
"description”: "The server is requested to provide
notifications when the value is less than or equal to this field's value.",
"type": "integer"
}
"above": {
"description”: "The server is requested to provide
notifications when the value is greater than or equal to this field's value.",

"type": "integer"

I3
"minChange": {
"description”: "The subscription will provide notifications
when a value has changed by the amount specified in this field.",

"type": "integer"

I3
"subscriptionld"{
"description”: "Integer handle value which is used to uniquely identify

the subscription.”,

28 A S4l 7|8 W3C X EF X AR H2 QEH 0|2 BE LA



"type": "string"
I3
"metadata’:{
"description”: "Metadata describing the potentially available signal
tree.",
"type": "object"
}
"error”: {
"description": "Server response for error cases',
"type": "object’,
"properties”: {
"number": {
"description”: "HTTP Status Code Number",
"type": "integer"
I3
"reason”: {
"description”: "Pre-defined string value that can be used to
distinguish between errors that have the same code’,

"type": "string"

I3
"message”: {
"description”: "Message text describing the cause in more
detail’,
"type": "string"
}
}
}
}
}
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Action

Action enumerationS Zeto]AEZ A9 A ERQIS AHosl= ¢ ARREUY RE
Zeo|AE HAJA= action ©OlE/3F 8ol U= J ON +x& XEgdjoF s}, action
T2 HE(property)?] &< enumeration®] A|FH gk & sifojof st

Authorize

ZTOIAEZL Het Ao tigh Hel EES Aol Hdsto] HT AlolE A

getMetadata

Ir

ZejollErt A0 2 4 9

HE

A% 9 gloly £42 d9ste vETEoHE 84

p

get
STO|AET} BHof| shu Ei= St o9 P THAE o Al =

set

STOIJET} o] shu E= Sl o] e AT &+ Al &

subscribe
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HE Alo] sl Y= A5 » o= 7FsoH 37 #f8ll EtelIEL= authorize
action MAAIE AlHe] MEiH 02 AL ¢ gl HAR|9] 729 3 A3 | oF SH2

offoll ol=fof A

Authorize Request

NEZFEattribute)E EFotal A7|ukz FoHTh:

rlo

authorizeRequest+ th23 2

Object Name ‘ Attribute ‘ Type ‘ Required
authorizeRequest action Action Yes
tokens object Yes
requestld string Yes
{

"$schema": "http://json-schema.org/draft-04/schema#",
"title": "Authorize Request’,
"description”: "Enables the client to pass security token(s) to the server that
can be used to authorize access to signals and data’,
"type": "object’,
"required”: ['action’, "tokens", "requestld'],
"properties”: {
"action”: {
"enum”: [ "authorize" |,
"description”: "The identifier for the authorize request
I3
"tokens": {
"description”: "Extensible key-value pair token mechanism used for
access control’,
"type": "object’,

"properties”: {
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"authorization”: {
"description”: "The user token, for the user that the client
is making requests on behalf of",
"type": "string"
I3
"www-vehicle-device": {
"description”: "The device token for the originating device
that is making the request to the server’,

"type": "String"

}7
"requestld": {
"$ref": "#/definitions/requestld"

authorizeSuccessResponser= T2 -2 ofEZHE(attribute)s Egolal A7|0t2

Hojgrk:

Object Name ‘ Attribute ‘ Type ‘ Required
authorizeSuccessResponse action Action Yes
TTL integer Yes
requestld string Yes

"$schema": "http://json-schema.org/draft-04/schema#",

"title": "Authorize Success Response’,
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"description”: "The response sent from the server upon a successful
authorization request’,
"type": "object’,
"required”: ["action’, "TTL', "requestId'],
"properties”: {
"action": {
"enum": [ "authorize" ],
"description”: "The identifier for the authorize request’,
I3
"TTL": {
"description”: "The time to live of the authorization token',
"type": "integer"
}
"requestld”: {
"$ref": "#/definitions/requestId"

authorizeErrorResponse= tha}t Z-2 o EZJHE (attribute) = EStokal A7|utE Hojgck

Object Name Attribute Type Required
authorizeErrorResponse action Action Yes
error Error Yes
requestld string Yes

"$schema": "http://json-schema.org/draft-04/schema#",

"title": "Authorize Error Response’,

22 S 7 W3C X EF-AL XFHE 2 AEHo| A BESHEM 33

FFHe SE (Uoneoyioads
80IAI8S UONBWIOLU| B]OIYBA)SSIA 17




"description”: "The response sent from the server upon an unsuccessful

authorization request’,
"type": "object’,
"required”: ['action’, "error’, "requestld],
"properties”: {
"action": {

"enum": [ "authorize" |,

"description”: "The identifier for the authorize request’,

I3
"error’: {
"$ref': "#/definitions/error"
I3
"requestld”: {
"$ref": "#/definitions/requestld"

AHE the Hel B2 BY 9 ol52 AdsfoRith:
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‘Etoken)’ JSON ZZHJSON fragment) & =0 AREAF ESTE MEst7] Qo &Y
o|F/%k ANt ZSk= ‘authorization’ FRE E & ot E= AT BTN HLo]
Al ‘www-vehicle-device' ©l&/4k AT 2Pt 4 Qlth ®&= ‘authorization” B
‘www-vehicle-device’ EZ 250 tigt o|F/3k 482 3 4= Qlth. o] tha ol
Arg=o] it

EXAMPLE 4
if(userTokenOnly){
// Pass user token only
vehicle.send('{ "action": "authorize",
"tokens™": { "authorization": "<user_token_value>" },
"requestId": "<some_unique_value>" }');

} else if (deviceTokenOnly) {
// Pass vehicle/device token only

vehicle.send('{ "action": "authorize",
"tokens": { "www-vehicle-device": "<device_token_value>" },
"requestId": "<some_unique_value>" }');

} else if (userAndDeviceToken) {
// Pass tokens for user and device
vehicle.send('{ "action": "authorize",
"tokens™": { "authorization": "<user_token_value>",
"www-vehicle-device": "<device token_value>" },

"requestId": "<some_unique_value>" }');

2 ARFe B2 20 B2 9] SR ES QJmaoR Polsh geck AM 78 FaA
Al Heel B2 RS Helsp] o) Asohs ES YA S Heg 4 gk
M BES BFF 722 FGshL 3718 98l 712 AZE0] ASoR Agd ok
At

STO|UES} AH= U EF FAE AT A= oAt v SEo|AET} AHlA
oJsstA] Foh= '53/—%% P sto] BEZS AN AHe EES ARSIt

A FA(dictionary attacks)e © o1HA TE7] 9ol o7 ¥ QIS 84 A & Q50|
AX=E T4 Q1% QAo thgt 370 A= 401(5A=R] 2) too_many requests
952 Wtk Aet a4o] 9h RSt AREE 77k TR0 ofs) 24T

22 S 7 W3C X EF-AL XFHE 2 AR Hol A BESHEM 35

¥ lle S (uoneoyioads
80IAI8S UOIBWIOM| BOIYBA)SSIA 1




@ M|E}E|O|EKMetadata)

STo|AEE HAH R ARTESRE AlE A7]aKe]: VSS EF)E A¥she HETolHE
275171 130l getMetadata A (action)& AREE &= Ut HIEFH|oJE] 27 HAAE AH]
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Metadata Request

metadataRequest= T 2 JEZ|FE(attribute)E Z3total

L7uk2 AefEn):

Object Name Attribute Required
metadataRequest action Action Yes
path string Yes
requestld string Yes
{

"$schema": "http://json-schema.org/draft-04/schema#",
"title": "Metadata Request’,
"description”: "Request metadata describing the potentially available signals”,
"type": "object’,
"required”: ["action’, "path’, "requestld'],
"properties”: {
"action": {
"enum”: [ "getMetadata" 1,
"description”: "The identifier for the getMetadata request

5,
"path": {
"$ref": "#/definitions/path"”
5,
"requestId”: {
"$ref": "#/definitions/requestld"
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metadataSuccessResponsex= T2 72 ojEZ|HE(attribute)E Z3otal A7[uf=

ojgick

Object Name ‘ Attribute ‘ Type ‘ Required
metadataSuccessResponse action Action Yes
requestld string Yes
metadata object Yes
timestamp integer Yes
{
"$schema”: "http://json-schema.org/draft-04/schema#",
"title": "Metadata Success Response’,
"description”: "The response sent from the server upon a successful getMetadata
request’,
"type": "object’,
"required”: ['action’, "requestld’, "metadata’, "timestamp'l,
"properties”: {
"action": {
"'enum’: [ "getMetadata" ],
"description”: "The identifier for the getMetadata request
5,
"requestld”: {
"$ref": "#/definitions/requestld"
}
"metadata”: {
"$ref': "#/definitions/metadata’
5,
"timestamp": {
"$ref": "#/definitions/timestamp"
}
}
}
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metadataFrrorResponse= thad} -2 o EZJHE(attribute)S ESFol1l A7|ulz Aowck

Object Name Attribute Type Required
metadataErrorResponse action Action Yes
requestld string Yes
error Error Yes
timestamp integer Yes

"$schema": "http://json-schema.org/draft-04/schema#’,
"title": "Metadata Error Response’,
"description”: "The response sent from the server upon an unsuccessful
getMetadata request’,
"type": "object’,
"required”: ["action", "requestld’, "error’, "timestamp'l,
"properties”: {
"action”: {
"'enum’: [ "getMetadata" ],
"description”: "The identifier for the getMetadata request
}
"requestld”: {
"$ref': "#/definitions/requestld"
I3
"error”: {
"$ref": "#/definitions/error"
}
"timestamp": {

"$ref": "#/definitions/timestamp"
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| GiiX|(Examples)

ARE3IEL o] AAoA = 7HEAAS 5l 2l E(leaf node)S AARHFANE AA| VSS Bl Ex}
7|} 2719t getMetadata QIE|H|O|AE AREsto] QS 4= Tt

client -) {
"action": "getMetadata’,
"path": "Signal.Drivetrain.InternalCombustionEngine. RPM",
"requestld": "3874"
}
receive <~ {
"action": "getMetadata’,
"requestld": "3874",
"metadata”: { "Signal": {
"description”: "All signals that can dynamically be updated by the vehicle",
"type": "branch’,
"children": {
"Drivetrain”: {
"description”: "Drivetrain data for internal combustion engines,
transmissions, electric motors, etc.”,
"type": "branch’,
"children": {
"InternalCombustionEngine": {
"description”: "Engine-specific data, stopping at the bell housing.",
"type": "branch’,
"children": {
"RPM": {
"description”: "Engine speed measured as rotations per

minute.",




"min": 0,

"max": 20000,
"type": "Ulnt16',
"id" 54,
"unit": "rpm"
}
}

2
"timestamp": 1496087968995

e ol SE(flow example) GAI= VSSY Attribute.Body H2hz] UjQ] VSS G0 thgt
23 Ho&Er} o] AAof|A= VSS7T Attribute.Body £7] Woll & 719 ] w==(leaf

nodes)& Egsithy 7145t

client -) {

"action": "getMetadata’,
"path": "Attribute.Body",
"requestld”: "3875"

}

receive (- {
"action": "getMetadata’,
"requestld": "3875",
"metadata’: { "Attribute”: {
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"description": "Attribute signals that do not change during the power cycle
of a vehicle.",
"type": "branch’,
"children": {
"Body": {
"description”: "All body components’,
"type": "branch’,
"children": {
"BodyType": {
"description”: "Body type code as defined by ISO 3779",
"type": "string"
},
"RefuelPosition": {
"description”: "Location of the fuel cap or charge port’,
"type": "string’,
"enum": ['front_left", "front_right", "'middle_left", "middle right",
"rear_left", "rear_right']

}

}
2
"timestamp": 1489985044000
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o] 7xE thewt o] Holgiry

Get Request
getRequests= TF2 -2 o E|HE(attribute)S Elolal A7|utE A olHch:

ASE A —H"?u_ H3gto] gl7] wliol) A getFrrorResponseS HEgIs[of $itt. o]2{gt HIAA]

Object Name Attribute Required
getRequest action Action Yes
path string Yes
requestld string Yes

"$schema": "http://json-schema.org/draft-04/schema#",
"title": "Get Request’,
"description”: "Get the value of one or more vehicle signals and data attributes”,
"type": "object’,
"required”: ['action’, "path’, "requestld'],
"properties”: {
"action": {
"enum”: [ "get" ],
"description”: "The identifier for the get request’,
}
"path": {
"$ref': "#/definitions/path"
}
"requestld”: {
"$ref': "#/definitions/requestld"

B 54 7|4 WIC AHEFUA AR HD ABHo|A BELN 43

FFHe SE (Uoneoyioads
80IAI8S UONBWIOLU| B]OIYBA)SSIA 17




getSuccessResponser= Th21t 22 o ERJH-E(attribute) S EFslal A7|utz2 Aok

Object Name ‘ Attribute ‘ Type ‘ Required
getSuccessResponse action Action Yes
requestld string Yes
value object Yes
timestamp integer Yes

"$schema": "http://json-schema.org/draft-04/schema#",
"title": "Get Success Response”,
"description": "The response sent from the server upon a successful get request’,
"type": "object’,
"required”: ['action’, "requestld", "value", "timestamp'l,
"properties”: {
"action": {
"enum’: [ "get" ],
"description”: "The identifier for the get request’,
}
"requestld”: {
"$ref': "#/definitions/requestId"
}
"value": {
"$ref": "#/definitions/value"
}
"timestamp": {

"$ref': "#/definitions/timestamp"
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i

getErrorResponse= th&t 22 S EZFE(attribute)

27)nt gojerk

Object Name Attribute Required
getErrorResponse action Action Yes
requestld string Yes
error Error Yes
timestamp integer Yes
{

"$schema": "http://json-schema.org/draft-04/schema#",
"title": "Get Error Response’,
"description”: "The response sent from the server upon an
request’,
"type": "object’,
"required”: ["action’, "requestld’, "error’, "timestamp'l,
"properties”: {
"action": {
"enum”: [ "get" ],
"description”: "The identifier for the get request’,
I3
"requestld”: {
"$ref': "#/definitions/requestId"
}
"error”: {
"$ref": "#/definitions/error"
I3
"timestamp": {

"$ref": "#/definitions/timestamp"

unsuccessful get
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] Of|X|(Examples)
JZ(paths)& Zdol= HE o= A¥S Y3t Aoleks Mo f-sfof gt fa3gt 4=
T Y A2 dfdsh= 4% 9 HloJE £/d2 Vehicle Signal Specification©l % 2]%]o]
ALt
olgfje] ofl= 97l RPM #h& 7] ol E=tolAEZF Wl getRequest HIAIA|2} A7} REEHSH
getSuccessResponse®]| gt JSON +2& Hoj&t}

client -) {
"action"i "get",
"path": "Signal.Drivetrain.InternalCombustionEngine. RPM",

"requestld": "8756"

receive (- {
"action”: "get',
"requestld": "8756",
"value" 2372,
"timestamp": 1489985044000

A#7} complex typeQ] #E& HIgH|of ok= A & T 7|& JavaScript F3(<l: String,
Number, Boolean)o| oFd #t& Wiglsl= 7-9)= JSON 24| {22 o|5/3k 2 Jdo s
HISHE ) 0|9} 22 P42 WebSocketo] AdE o A% WebSocket 519 Z2EF Fv}
HAE Vehicle Signal Specification®] ¥&o] 2] % 2]x|ojof Jirt,

32 AH7} complex type®] thet 4HO2 getSuccessResponses ZE5k= getRequest]
ol HojErh
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client -) {
"action”: "get',
"path": "Signal.Body.Trunk’,
"requestId”: "9078"

receive {- {
"action”: "get',
"requestld”: "9078",
"value": { "Signal.Body.Trunk.IsLocked": false,
"Signal.Body.Trunk.IsOpen": true },
"timestamp": 1489985044000

Sht Ei 1 olgo] U FI=(EE ¥R BA)E FR(path)] BE o] ZE] Y
gio] RE Loy} TFEEE YT 5 r

ol oA getRequest®] AEE HE Eoj(door)ll el ‘IsLocked Aeiol] = AETH
oz a%sh] flel fX =(leaf node) Y] HEo| I FH=E ARSI

client -» {
"action”: "get',
"path": "Signal.Cabin.Door.* IsLocked",
"requestld": "4523"

receive <~ {
"action": "get,
"requestld": "4523",
"value" [ {'Signal.Cabin.Door.Rowl.Right.IsLocked" : true },
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{"Signal.Cabin.Door.Row1.Left.IsLocked" : true },
{"Signal.Cabin.Door.Row2.Right.IsLocked" : false },
{"Signal.Cabin.Door.Row?2.Left.IsLocked" : true } ],

"timestamp": 1489985044000

o] dojlA{= Signal.Cabin.Door. *'o T3t -GHO = FHH #¥S 2= complex type©]
HRkE T 2 P2 (path)s ‘2E 2o gt E A5 9 glo[g &4 §IgF-& ou|3it}, 71H3|
FH5E] QoA o] AdiAelAE ZF Eol(door)= VSS Fel TsLocked 2 “Window. Position’

&4 F 7HRE Agefeial ltkal 7Pgei.

client -) {
"action": "get,
"path": "Signal.Cabin.Door.*",
"requestld”: "6745"

receive (- {
"action": "get,
"requestId": "6745",
'value": [ {'Signal.Cabin.Door.Rowl.Right.IsLocked" : true,
"Signal.Cabin.Door.Row1.Right. Window. Position": 50},
{'Signal.Cabin.Door.Row]1.Left.IsLocked" : true,
"Signal.Cabin.Door.Row1.Left. Window.Position": 23},
{"Signal.Cabin.Door.Row2.Right.IsLocked" : false,
"Signal.Cabin.Door.Row2.Right. Window. Position": 100 },
{"Signal.Cabin.Door.Row2.Left.IsLocked": true,
"Signal.Cabin.Door.Row?2.Left. Window.Position": 0 } 1,
"timestamp": 1489985044000
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Che SAIBHA] o= Hlolel 873 A9 o8] HAA] g HojEr.

=

client -) {
"action": "get“’

n,on

"path": "Body.Flux.Capacitor”,

"request]ld": "1245"

receive {- {
"action”: "get',
"requestld": "1245",
"error": { "number":404,
"reason”: "invalid_path’,
"message”: "The specified data path does not exist." },

"timestamp": 1489985044000

@ Set
Zo|AE+= setRequest HIAAE A Hof] AEsto] AW7E Skt T 11 oo A8 gHE]:
Sht olide] ZolE & IAY S AthE AXolEE 83 4=t} vl AH7t 838
TESAIZ = ITHA setSuccessResponse HAAIE BRI, THY @ 77} HAlsk= 74-9(C):
STOINET 8 5 28T Aol AU gho] 9171 A2 A H)eHH A= setError
Response HAIAE REEHSITE

Set Request

setRequests= Th2} Z+2 o ERJH-E(attribute)E 35t A7|utz FojFch:
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Object Name ‘ Attribute ‘ Type ‘ Required

setRequest action Action Yes
path string Yes
value any Yes
requestld string Yes
{
"$schema": "http://json-schema.org/draft-04/schema#",

"title": "Set Request’,
"description”: "Enables the client to set one or more values once.",
"type": "object’,
"required”: ["action’, "path’, "value', "requestld'],
"properties”: {
"action": {
"enum”: [ "set" ],

"description”: "The identifier for the set request’,

5,
"path": {

"$ref": "#/definitions/path”
),
"value": {

"$ref": "#/definitions/value"
5,

"requestld”: {
"$ref": "#/definitions/requestld"
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setSuccessResponser= th21 -2 ojEZ|HE(attribute)s ESHolal A7tz o))

Object Name Attribute Type Required
setSuccessResponse action Action Yes
requestld string Yes
timestamp integer Yes

"$schema" "http://json-schema.org/draft-04/schema#’,
"title": "Set Success Response’,
"description": "The response sent from the server upon a successful set request’,
"type": "object’,
"required”: ['action’, "requestld’, "timestamp'],
"properties”: {
"action": {
"enum”: [ "set" ],
"description”: "The identifier for the set request’,
}
"requestld”: {
"$ref": "#/definitions/requestld"
}
"timestamp": {

"$ref": "#/definitions/timestamp"
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setBrrorResponsex th21 22 ofE8|H E(attribute)s ESHolal A7|utE A owc):

Object Name ‘ Attribute ‘ Type ‘ Required
setErrorResponse action Action Yes
requestld string Yes
error Error Yes
timestamp integer Yes

{
"$schema": "http://json-schema.org/draft-04/schema#",
"title": "Set Error Response’,
"description”: "The response sent from the server upon an unsuccessful set
request’,
"type": "object’,
"required”: ["action’, "requestld’, "error’, "timestamp'l,
"properties”: {
"action": {
"enum”: [ "set" ],
"description”: "The identifier for the set request’,
I3
"requestld”: {
"$ref': "#/definitions/requestId"
}
"error”: {
"$ref": "#/definitions/error"
I3
"timestamp": {
"$ref": "#/definitions/timestamp"
}
}
}
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| GiiX|(Examples)

A5

QS

BEH o= AATE dAolt

il

client -) {
"action”: "set’,
"path": "Signal.Cabin.Door.* IsLocked",
"value" [ {'Rowl.Right.IsLocked": true },
{'Rowl.Left.IsLocked": true },
{'"Row2.Right.IsLocked": true },
{'Row2.Left.IsLocked": true } ],

"requestld”: "5689"

receive (- {
"action”: "set’,
"requestld": "5689",
"timestamp": 1489985044000

29| %=E7} read-only?l 7-$-°lt}.

B
=
£
2
i
)
oX,
3
o,

&el dHE 4

client -) {
"action": "set’,
"path": "Signal.Drivetrain.InternalCombustionEngine. RPM",
"value": 2000,

"requestld": "8912"

receive (- {
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"action”: "set’,

"requestld": "8912",

"error’: { "number": 401,

"reason’: "read_only",

"message”: "The desired signal cannot be set since it is a read only signal’},
"timestamp": 1489985044000

go] e At oAl A4 Azo] glo] glol ©F7H WA Aot

client -) {

"

"action”: "set’,
"path": "Signal.Drivetrain.InternalCombustionEngine. RPM",
"value": { "locked" : true }

"requestId": "2311"

}

receive {- {
"action": "set’,
"requestld": "2311",
"error”: { "number": 400,
"reason”: "bad_request’ ,
"message”: "The server is unable to fulfil the client
request because the request is malformed."},

"timestamp": 1489985044000




® Subscribe

AF dlolElof] thgt -={(subscriptions)< AHZ EEY(Server Side Filtering)S AR5}
2] AAo] glow AHoA o7t WAE duitt SEe]AE HlolHE AlgRlt. A=
55| STOIAET A&EH 0= HIlshe Ao 7H4et A A &9 A7 845 £017]
Qo StolAE AFE= ¥ £ £2 & Utk

STOI|AET} AHo] A 4= /4= 875HH JSON tlold 7jA7} gk, o] Q BAE=
T== TH=7] sl Aol AgE HESRES} =5 IF5HA A'E5k= H| ARSEE sub-

scriptionld F4 W= @ “6\:}@‘:}.

Subscribe Request
subscribeRequest= tF2T} -2 fEZHE(attribute)s Eg ot A7|0f= o=k

Object Name ‘ Attribute ‘ Type ‘ Required
subscribeRequest action Action Yes
path string Yes
filters object No
requestld string Yes

"$schema": "http://json-schema.org/draft-04/schema#",
"title": "Subscribe Request”,
"description”: "Allows the client to subscribe to time-varying signal notifications
on the server.",

"type": "object’,
"required”: ['action’, "path", "requestld'],
"properties”: {

"action": {

"enum’: [ "subscribe" ],

"description”: "The identifier for the subscription request’
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"path": {
"$ref": "#/definitions/path”
I3
"filters": {
"$ref': "#/definitions/filters"
I3
"requestld”: {
"$ref": "#/definitions/requestld"

subscribeSuccessResponse T2 2 oEf]HE(attribute)s Egolal A7|0t2

#ojgick

Object Name Attribute Type Required
subscribeSuccessResponse action Action Yes
requestld string Yes
subscriptionld string Yes
timestamp integer Yes

{

"$schema": "http://json-schema.org/draft-04/schema#",

"title": "Subscribe Success Response’,

"description”: "The response sent from the server upon a successful subscription
request’,

"ty‘pe": n object"’
"required”: ["action’, "requestld’, "subscriptionld’, "timestamp'],

"properties”: {
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"action": {
"enum’: [ "subscribe" ],
"description”: "The identifier for the subscription request’,
5,
"requestld”: {
"$ref': "#/definitions/requestId"
5,
"subscriptionld": {
"$ref": "#/definitions/subscriptionld"
5,
"timestamp": {

"$ref": "#/definitions/timestamp"

subscribeErrorResponse= thaat 22 HEZHHFE attribute)g E3okal A7t HojH Tt

Object Name Attribute Type Required
subscribeErrorResponse action Action Yes
requestld string Yes
error Error Yes
timestamp integer Yes

"$schema": "http://json-schema.org/draft-04/schema#",
"title": "Subscribe Error Response’,

"description”: "The response sent from the server upon an unsuccessful

subscribe request’,
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"type": "object’,
"required”: ['action’, "requestld’, "error’, "timestamp'l,
"properties”: {
"action": {
"enum’: [ "subscribe" ],
"description”: "The identifier for the subscription request’,
}
"requestld”: {
"$ref": "#/definitions/requestld"
I3
"error”: {
"$ref": "#/definitions/error"
I3
"timestamp": {

"$ref": "#/definitions/timestamp"
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subscriptionNotifications= tha¥} 22 ofEZHE (attribute)5 X0l A7|ufE A ojEck:

Object Name Attribute Type Required
subscriptionNotification action Action Yes
subscriptionld string Yes
value any Yes
timestamp integer Yes

"$schema": "http://json-schema.org/draft-04/schema#",
"title": "Subscription Notification",
"description”: "Notification sent from the server to provide the requested data
to the client’,
"type": "object’,
"required”: ['action’, "subscriptionld’, "value", "timestamp'],
"properties”: {
"action": {
"enum": [ "subscription" ],
"description”: "The identifier for the subscription notification’,
I3
"subscriptionld": {
"$ref": "#/definitions/subscriptionld"
}
"value": {
"$ref": "#/definitions/value"
I3
"timestamp": {

"$ref": "#/definitions/timestamp"
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subscriptionNotificationErrore= o3} <2 oEZ{E (attribute) & Eotal A70tZ

oIk

Object Name ‘ Attribute ‘ Type ‘ Required
subscriptionNotificationError action Action Yes
subscriptionld string Yes
error Error Yes
timestamp integer Yes

"$schema" "http://json-schema.org/draft-04/schema#’,
"title": "Subscription Notification Error’,
"description”: "Error message sent by the server when there is an error with
an existing subscription”,
"type": "object’,
"required": ['action’, "subscriptionld", "error", "timestamp'l,
"properties”: {
"action": {
"enum’: [ "subscription" ],
"description”: "The identifier for the subscription notification’,
I3
"subscriptionld": {
"$ref": "#/definitions/subscriptionld"
I3
"error”: {
"$ref": "#/definitions/error"
I3
"timestamp": {

"$ref': "#/definitions/timestamp"
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| GiiX|(Examples)

olE 50| Zeto|AET}L AW ZEE “Signal Drivetrain. Transmission. TripMeter” JEE
FAlsE] ol FEotEe A4S, thaat 2ol A3E i AR T2 E(property)t 3

subscribe HA(action)S AR 4 Ut

client -) {
"action": "subscribe’,

"path": "Signal.Drivetrain. Transmission. TripMeter",
"requestld": "1004"

receive <~ {
"action": "subscribe’,
"requestld": "1004",
"subscriptionld": "35472",
"timestamp": 1489985044000

£ dAl= A 58 om0t AFEl= AR VIS AHollA 33T Vehicle Server Specification
HZof w2bA] ‘Signal Drivetrain. Transmission. TripMeter A&7} Z3}E]o] Q1S = Q137
J¥A] 92 == 9t}

WA subscribeRequest”t 4500 At §19] |2} Zo] subscribeSuccessResponses

SISkt Sefololet the JSON 7o 7149 20 2 75 9L W] A

T—— 1

receive (- {
"action": "subscription’,
"subscriptionld": "35472",
"value": 36912,
"timestamp": 1489985044000
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subscriptionld &2 173t gFo2, AHojA A=Y g WebSocket AUAEHAO] TigH
=2 TS| Yo A YREAoRE AREIIT

subscriptionld % unsubscribe & (action)S E3l Aol & Adoto] Z2ko|AET}
FE I PAE 5 siAISkE H ARERIL

= 3E= GET 840 gt S5 5] flsf 1% 3E2 5 48 ETF
T=-2 AH5l= subscriptionld 3 5712 EgHsfof gt

AHE= £ WebSocket AA0A 45401 ZF 7= QA of gisf] A= 15 subscriptionld
ZE HslBith 18y AHE I s %IO] A= tE WebSocket JAAHA 7o FUHS
BASHA] = o=t

z

Ol

T-=0] AHof JFFoE SEEH SEo|dEE 8HH HolE7t 23 A5 dHE ¥HE
kg9 Hs A & HE ARESH] A8Y 5= A 71E =0 57T =
7% subscriptionNotificationError7} S}o|AER AEH olF o E2olUEE o0F

AZ|(e]: 279 &9 ¥=E 07| Hsf TE 245 $H)E T & U

T F=o] AL ARl B2t 1% EFo] RHREW A T ol A¥T 4 fle 7

J=of a8l subscriptionNotificationErrors EWT} o|df S20|HEE Q& EES 7JAIGH]

s T Ht 7 A o] i

SERIRIE QIF Edo] vhas :.5—01] A= Alo] Aljto] 2-&=A] = HlolH ol dishr=

A&GSIA dE 4 Ut SEOIAEE 7B4lE A5 EES AHE K f7ki]s fagt %

Edo] Za% 7= HsiMe dHs A Eoth

T A Q1F Edo] SEpolAE|A AAof] AHo] A= Het FA7F HAHA] 2 B¢
71&9] HE =0 sl A Al dEls AES Sele]AET ARISSHL F50] AkE=

717k G0l wek =t T A7 old = A2E SRS B¢ olF 74lske A

STolAES] Felo|th

|

2

o,

i

A¥= WebSocket A= AAEA B
== 5L 5= At o = 734l
A go|g7} § oA} WaskA] ¢k 7
=9 o= &7(Introduction) AAL] ofA] 1014 2k 4= Ut
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® Unsubscribe

1= FASHH ZEo]AEE unsubscribeRequest WAIAS Ao Hulith o]=
unsubscribe® A& action ZEHE|(property)2} subscriptionldo] gt £A1E kS
E3Fol= JSON 122 FAEE 7 A7 938 58 4 UohH unsubscribeSuccess
ResponseZ RIgISH} oS Eof Z5d subscriptionld’} AHE AEE 0] 2577} @A¥shd
unsubscribeErrorResponse”} ¥k}
T ZEfo|AET T 7 ol4de] WebSocket JIAHAE ThE A9 4 5 37 Al L
ARERE FYURT WebSocket QIAEIAO] Hsfix] =2 FAsHoF gttt 153t 419.9] 519 YR
s 52 AT 5 Utk STCIUE: Yshe AT diet gEe 4 Slsf 52
FHashl A F=& AAFof sitt A= %01 Tt Signal.Body.Lights.* AE2E AR&3}]
= lighto]l tfst &4 =0 A1 S=o|AEE A Signal. Body. Lights. IsLowBeamOn©ll
st AT D Qsittd, S| EE Signal.Body.Lights.* 7-5& 453l Signal.Body.
Lights.IsLowBeamOn©|| thsf] thA] F-=5fjoF g
STRIAET} H ol HIolHE ARESHA| gk W A & 4l FAsfoF gt 71 AR
oollA] ol= AHE] A FSHE A Elal A7t HEeE gEe 5 JUEs Fith wetA
A7 SEIAES] 5 840 A&Hos SET 7hedo] worrith
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Unsubscribe Request

unsubscribeRequests= T2} -2 o ER|HE(attribute)S EF o1l A7|ut2 A=k

Object Name ‘ Attribute ‘ Type ‘ Required
unsubscribeRequest action Action Yes
subscriptionld string Yes
requestld string Yes

"$schema" "http://json-schema.org/draft-04/schema#’,
"title": "Unsubscribe Request’,
"description” "Allows the client to unsubscribe to time-varying signal
notifications on the server.",
"type": "object’,
"required”: ["action’, "subscriptionld’, "requestId'],
"properties”: {
"action": {
"enum”: [ "unsubscribe" ],
"description”: "The identifier for the unsubscribe request
I8
"subscriptionld": {
"$ref": "#/definitions/subscriptionld"
I3
"requestld”: {
"$ref': "#/definitions/requestld"
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LSt A7]ate

i

unsubscribeSuccessResponse= T2t -2 ofEZHE(attribute)

ojgick

Object Name Attribute Required
unsubscribeSuccessResponse | action Action Yes
subscriptionld string Yes
requestld string Yes
timestamp integer Yes
{

"$schema": "http://json-schema.org/draft-04/schema#",
"title": "Unsubscribe Success Response’,

"description”: "The response sent from the server upon a successful unsubscribe

request’,
"type": "object’,
"required”: ['action’, "subscriptionld’, "requestld’, "timestamp'l,
"properties”: {
"action": {
"enum’: [ "unsubscribe" ],
"description”: "The identifier for the unsubscribe request

I3
"subscriptionld": {
"$ref": "#/definitions/subscriptionld"
I3
"requestld”: {
"$ref": "#/definitions/requestld"
I3
"timestamp": {
"$ref': "#/definitions/timestamp"
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unsubscribeErrorResponse= T 2 ofEZRE(attribute)s EFot A7ufR

ojgick

Object Name ‘ Attribute ‘ Type ‘ Required
unsubscribeErrorResponse action Action Yes
subscriptionld string Yes
requestld string Yes
error Error Yes
timestamp integer Yes

"$schema”: "http://json-schema.org/draft-04/schema#",
"title": "Unsubscribe Error Response’,
"description”: "The response sent from the server upon an unsuccessful
unsubscribe request’,
"type": "object’,
"required”: ["action’, "subscriptionld’, "requestld’, "error’, "timestamp'],
"properties”: {
"action": {
"enum": [ "unsubscribe" ],
"description”: "The identifier for the subscription request
I3
"subscriptionld": {
"$ref": "#/definitions/subscriptionld"
I3
"requestld”: {
"$ref": "#/definitions/requestld"
I3
"error”: {

"$ref": "#/definitions/error”"
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5,

"timestamp": {
"$ref": "#/definitions/timestamp"

| GiiX|(Examples)

offff o= 9 F=ollA =S HAY 1 A== unsubscribeRequest ¥ unsubscribe
SuccessResponse®] tgt JSON HAJR] 1£2E Hoj&r}

client -) {

"action": "unsubscribe’,

"

"subscriptionld": "102",
"requestld": "5264"

}

receive (- {
"action": "unsubscribe’,
"subscriptionld": "102",
"requestld": "5264",
"timestamp": 1489985044000

}
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th2 A5 subscriptionldZt Q= 2F AR djo]tt.

client -» {
"action”: "unsubscribe’,
"subscriptionld": "3542",
"requestld": "7846"

}

receive (- {
"action": "unsubscribe’,
"subscriptionld": "3542",
"requestld": "7846",
"error”: { "number":404,

"reason”: "invalid_subscriptionld’,

"message”: "The specified subscription was not found." },

"timestamp": 1489985044000

EXAMPLE 5

// send unsubscribe message

vehicle.send('{ "action": "unsubscribe", "subscriptionId": "102", "requestId": "5429" }');

// set handler
vehicle.onmessage(function(event){
var msg = JSON.parse(event.data);

D

/ success cas

M

if(msg.hasOwnProperty("requestId") &% msg.requestId == "5429"){
console.log("Successfully unsubscribed for id " + msg.subscriptionId);

// error case

} else if (msg.hasOwnProperty("error")) {

console.log("Unsuccessful unsubscribe. + msg.error.message)

s
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@ Unsubscribe All

=

RE JE=oA =S FA5 W Zo|AEE unsubscribeAllRequest WAIAS AJH o]
BHulith o] unsubscribeAllZ AFH HAH(action) ZZHE](property)= E3HoR= JSON
T2E F/J9th. o] subscriptionld #ko] BR5HA| Qitt. vk 8%o| ZIsHAY HAT

[e]
g F=0] Qe 4$ VIS AHE unsubscribeSuccessResponses HIZHITE

Unsubscribe All Request

unsubscribeAllRequests= T2t -2 o EZHE(attribute)E EFsIL A7|ulE ojHrk:

Object Name Attribute Type Required
unsubscribeAllRequest action Action Yes
requestld string Yes

"$schema": "http://json-schema.org/draft-04/schema#’,
"title": "unsubscribeAll Request”,

"description”: "Allows the client to unsubscribe from all notifications on the

server.",

"type": "object’,
"required”: ["action’, "requestId'],
"properties”: {
"action": {
"enum”: [ "unsubscribeAll" ],
"description”: "The identifier for the unsubscribeAll request’
2

"requestId”: {
"$ref': "#/definitions/requestId"
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unsubscribeAllSuccessResponse= Tt 22 SfEZ|HE(attribute)E ZE3stal A7|Hp=

oIk

Object Name ‘ Attribute ‘ Type ‘ Required
unsubscribeAllSuccessResponse action Action Yes
requestld string Yes
timestamp integer Yes

"$schema": "http://json-schema.org/draft-04/schema#’,
"title": "unsubscribeAll Success Response’,
"description”: "The response sent from the server upon a successful unsubscribeAll
request’,
"type": "object’,
"required": ['action’, "requestld’, "timestamp'],
"properties”: {
"action": {
"enum": [ "unsubscribeAll" ],
"description”: "The identifier for the unsubscribeAll request'
I3
"requestld”: {
"$ref': "#/definitions/requestld"
I3
"timestamp": {

"$ref": "#/definitions/timestamp"
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unsubscribeAllErrorResponse= T3 -2 ojE&|HE(attribute)s Zgstal A7|uf=

Holelr:
Object Name Attribute Type Required
unsubscribeAllErrorResponse action Action Yes
requestld string Yes
error Error Yes
timestamp integer Yes
{
"$schema": "http://json-schema.org/draft-04/schema#",
"title": "UnsubscribeAll Error Response’,
"description”: "The response sent from the server upon an unsuccessful

unsubscribeAll request”,
"type": "object’,
"required” ['action’, "requestld’, "error’, "timestamp'l,
"properties”: {
"action": {
"enum’: [ "unsubscribeAll" ],
"description”: "The identifier for the unsubscribeAll request’

5,
"requestld”: {
"$ref": "#/definitions/requestld"
3
"error”: {
"$ref': "#/definitions/error"
5,
"timestamp": {
"$ref": "#/definitions/timestamp"
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>

OIXI(Examples)

o}2j9] dli= unsubscribeAll HA(action)oll tHet unsubscribeAllRequest ¥ unsubscribe
AllSuccessResponseE H =L} o|= ZEo|AET} ARilo] AR e L= tisiA =
HAE k= H ARE

client -) {
"action": "unsubscribeAll",
"requestId": "3468"

receive (- {
"action": "unsubscribeAll",
"requestld": "3468",
"timestamp": 1489985044000

(9) Server Side Filtering

e gt e Bl AvS BEHIZS ARESIA A 7= 278 AR 5 3 ol
ETE Y 4 3oH, WP} 429-Too Many Requests' 25 HAAIE B2 -9 ARES

AMHE e e &4 7Feoleg 371 TEYE WAUSS 24T = Aok @4 54 H9
Zh AIE A 9 24 W7o gt Ajlo] 22gE]of it} o= subscribeRequest QIEIH|0]AQ]
TH 342 AREsto] 8 5 Q.

JE|= AA| HA#A]7} ofd VSS E2]9] g -E=(leaf nodes)?t 22 7] ERQlo] 28t
4 It} 9= £9{, e Signal. Drivetrain. Internal CombustionEngine. *of] A&4& 4= Qi

I3y EEE Signal Drivetrain. InternalCombustionEngine. RPMoll&= A& 4= 1

T=2] 71E F2R2 AlHel| didoe] Al HlolH } W Al SFRIE S BH=S 84f5k=

Zolt}. o] &5 4] fdll ERe|EE HY F42 AN U TF 349
2REL
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L
"

O ZH(Interval) - AH7} o) ‘n” "] Zuith &S AFoHes 243 ol ¢
STOIAET} HolHE | A5 BRE 14 g ¢ STCIMET} A9 2uE &Y
+ A

O #M9|(Range) - #to] F0171 #Llol Q= A-olgt g Hdlcth

O 4 B (Minimum change) - gto] AFE I ¥4 Aol 48 Bl

ZElo|AEE ZEE AREoto] AlM7} thefsl 710 wet & % BYEE 2% 4 ANt

L.E

ol 84 Boo] ok WlEt FAHOZ AHo] o]

JSON Schema

"filters": {
"$ref": "#/definitions/filters"

il KXI(Examples)

AW de 4 933K subscribeRequest Z4A2] o]},

ul
A

e 72

//client requests data every 100ms

n,on

{ "action": "subscribe", "path": "(any_path)",
"filters": { "interval: 100 },

"requestld": "(some_unique_value)" }

//client requests data when the value is between 100 and 200 (inclusive)

{ "action": "subscribe", "path": "{any_path)",
"filters": { "range": { "above": 100, "below": 200 } },

"requestld": "(some_unique_value)" }
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//client requests data when the value is below 100 (inclusive)

{ "action": "subscribe", "path": "Cany_path)",

"filters": { "range": { "below": 100 } },

"request]ld”: "{some_unique_value)" }

//client requests data when the value changes by 100 units

{ "action": "subscribe", "path": "{any_path)",
"filters":

. { "'minChange": 100 },

"requestld": "(some_unique_value)" }

//client requests data when the value is above 200 (inclusive)
//and the value changes by at least 20 units

{ "action": "subscribe", "path": "{any_path)",

"filters" { "range": { "below" 200 }, 'minChange": 20},

"requestId": "

{some_unique_value)" }

AHolAe] EEa%t BT HAE Hl SeIUE: TRt AHY ¢ 22 3
A7g5HA] Qdofof Bt A= HE W2 832 Aot qlo] EFo|AETt
A= FF 429-Too Many Request 27 %

P
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(10) WebSocket Z2(WebSocket Closure)

WebSocket2 WebSocket QAAE A4 Z=I0|AE T= AHof Qg ‘close() WAES
TEoto] TR
0 A= StolAENA WebSocket] AJoli(lifetime)E HofET.

EXAMPLE 6

// Open the WebSocket
var vehicle = new WebSocket("wss://localhost:4343", "wvssl.0");

// WebSocket is used to GET, SET, SUBSCRIBE and UNSUBSCRIBE

// Close the WebSocket
vehicle.close();

VIS AHE AHoa A4St 7|7t B9t 832 vHA] B35t 39 WebSocket 922 £5%

S
% 9lek ofeie A AAHOR Ao By Bast 39 A 75 a4k 2 Sejoldle
AQo]ct.

ohe AL Aol AstoRsks 2.5 g3l Tl Aot

=

1o

(11) 2&(Errors)
T ojd Zo|AE 840 77t Q= A Ade F 35, olf € HAAR SHITh
A7ut2 Aol

Error 7JAl= th23} 2 oEE|HE(attribute)S ESHolal

Object Name Attribute Required
Error number integer Yes
reason string Yes
message string Yes
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"error”: {

"$ref": "#/definitions/error"

4| GiXI(Examples)

HAA] BAES AFSHE O AAGEL.

= £90] ‘401(Unauthorized) I Z-& 4H 07 FT.
0% WS HTTP A8 Z& WS HTTP Status Code Number)(9: 401)°]t}. @5 o]&&
HIRtEn| of7]ofl= 5ASH F=(0: ‘401 Unauthorized) 7} QAR

o A8 4 Qe Abdo] Aolel EX1 o] . 0 vAAE AL A4S i

Tl 9]0jJo

1. T

| & ol & 3ok HiEE=

1t gJolo

= =

client -) {
"action": "subscribe’,
"filters": { "(filter_expression)" },
"path": "{any_metadata_definition)",
"requestld": "(some_unique_value)"
}
receive on error {- {
"action": "subscribe’,
"requestld": "{some_unique_value)",
"error"{
"number": "{error_num)",
"reason": "{error_reason)",
"message": "{error_message)"
}
"timestamp": "1489985044000"
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Error Number (Code) ‘

304 (Not Modified)

Error Reason

not_modified

Error Message

No changes have been made by the server.

400 (Bad Request)

bad_request

The server is unable to fulfil the client request
because the request is malformed.

400 (Bad Request)

filter_invalid

Filter requested on non-primitive type.

401 (Unauthorized)

user_token_expired

User token has expired.

401 (Unauthorized)

user_token_invalid

User token is invalid.

401 (Unauthorized)

user_token_missing

User token is missing.

401 (Unauthorized)

device_token_expired

Device token has expired.

401 (Unauthorized)

device_token_invalid

Device token is invalid.

401 (Unauthorized)

device_token_missing

Device token is missing.

401 (Unauthorized)

too_many_attempts

The client has failed to authenticate too many
times.

401 (Unauthorized)

read_only

The desired signal cannot beset since it is a
read only signal.

403 (Forbidden)

user_forbidden

The user is not permitted to access the requested
resource. Retrying does not help.

403 (Forbidden)

user_unknown

The user is unknown. Retrying does not help.

403 (Forbidden)

device_forbidden

The device is not permitted to access the
requested resource. Retrying does not help.

403 (Forbidden)

device_unknown

The device is unknown. Retrying does not help.

404 (Not Found)

invalid_path

The specified data path does not exist

404 (Not Found)

private_path

The specified data path is private and the request
is not authorized to access signals on this path.

404 (Not Found)

invalid_subscriptionld

The specified subscription was not found.

406 (Not Acceptable)

not_acceptable

The server is unable to generate content that
is acceptable to the client

429 (Too Many
Requests)

too_many_requests

The client has sent the server too many requests

in a given amount of time.
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Error Number (Code) ‘

502 (Bad Gateway)

Error Reason ‘ Error Message

bad_gateway

The server was acting as a gateway or proxy
and received an invalid response from an
upstream server.

503 (Service
Unavailable)

service_unavailable The server is currently unable to handle the

request due to a temporary overload or
scheduled maintenance (which may be alleviated
after some delay).

504 (Gateway
Timeout)

gateway_timeout The server did not receive a timely response

from an upstream server it needed to access
in order to complete the request.

Al AgHog 271 oF F=E w4 girt. o]
gt 7 B AHE oF %
o|E E°] RFC7231, RFC7235 ¥ RFC6585E %
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71531t} o]A& Web App, Web Agent, Native or Managed Agent, Native or Managed

App E5& w=0] 1139 Zlojt}h ot Web Appolyt Web Agent A2 H-$= AHIATHE
gio|Hejg] &8 ke I 1A 40 A LAY £= Qlth Interneto|ghe & £59
V2X Servers= &J5oll4 2FF HolElE Fdohe ST-E 715 AHER 7T & Q1L
ojgfgt k-t A glole] ZF;Eo|A L VISS HFS N2 Algsto] Tt AF glojHE
83 S8olu AHIA T AT 5 Qloh

(6) = 2ot L JHQ1 M 112 AtaK(Security and Privacy Considerations)0i| Ci$t ot

VIS AH= Bl ZiRIPERES S Qo 2pF 418 ol oigh Aleks & & A3, 5219
AREAL /= THlo|AREE 9] Qo] thsiAtt S 5 Utk o= A TlofE9] 49
wfab] T2 H Gdo| LW & 9ok
HRF FA|E user, device2 A FESIIL o}, user= 832 YYo= A, AlAH B
Aol g & it} dl& O;QZ} S AHIA AAR] AULE AJE] W T AJAH] 5O
4 At} device= 517‘40] AR A T HHlolAE QulRlth. oE S0] A WiFi
Agto| AAH AREA}C] CE(Consumer Electronics) A T i—{';—EH.OJ oh2 Xjgfo] &
Ut 5L =] ECU(Electronic Control Unit) = QIEYO] A2 AJAE(C:
AEEWoT) A= 2 5 Ak
712408 ZEtolAE thgt 9152 OAuth 718He] Het EES ARSIt ZF5Fo] HlolEfo]|
wEbA oRE Het HMEE FofS o Qi) o] A9 Het Eﬂtmo] =2 JHE HIoP] Heid=
Het o] 2 Ede EE I AHERE oo} qitt,

mﬂ N

il

-

HolEE 845k= 4% AMe 832 HHO}U% AE & 4‘1—?0}7%] ks Zlolw:. 121
STOIAEE °IE oJdlfolal Yok HlolE o S EEE HE*%‘E‘E‘O} CHA] 278300k Stk=
Zloft. oj2fet ’ijo] & HEojA ARgsie AR Hlold I BElste 2]l Wiiolt.

FiFlie = (uoneoydads
80IAI8S UONBWIOJU| SOIYBA)SSIA T




EZ 73419 A= VISSE A8dhk= 7|YEC] metA HEHHog H-s] Holsto] ARS
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ueba] STO|AES} AH 7te] HlolE weho]] ARG VSS HEo] EErith. webA] o] i
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(8) EZ MIA|X] £X(Message Structure)Oi| Li$t 5HA

B o] VISS BZ0] 71 SiA#Ql FEolaky 8 4= Qitk o] oA Get, Set, Subscribe,
Unsubscribe, UnsubscribeAllol digt 412191 HA]2] Zoio] disia efet W-golth.
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EQE STOIAESE A Ttof] Bl 4= Ql= AM(action) HEEA] ofs7t a5t offiet
2t

Action

Action enumeratione ZT}0|UEZ} 243 A ERRIS Hosk= d AREEHT. 2E
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Authorize

Seo|AET}L Het FAof thet Hel EEZ AHol Mdsto] HT AlojE A

getMetadata
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A= 8 glolg $4< diste HETEolEE 8%

get
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Shu = St o9 g2 THHE o Al
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set

STolAET} & Mo it T sk oo g AT & A
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subscribe

SHOIAET} st = St o] AR AlS 9/ E= 5110151 &4 382 212 JSON HlolE
728 E 99 8%, SIIEE: AuilA 437l ¥4 U UYL wEs %
subscription

glojg &4 & 22 JSON Hojg 25

AE7t st e s olage] X A% ‘;a/m

unsubscribe
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unsubscribeAll
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SToIAES}; AH ko] AAIAR] 552 oFf IS SSiA it

Vehicle Client Vehicle Server

REQ: Websocket connection (wss://wwwivi/)

Websocket connection established

REQ: getMetadata — {"action":"getMetadata","path":“*"}

RES: Vehicle VSS file (JSON) - {"action":"getMetadata","path":"all","vss":" ... "

REQ: get/set/subscribe/unsubscribe — {"action": “get”,"path": “Attribute, *"}

RES: get— {"action":"get","path":"Attribute.*","value":"{ ... }"

REQ: subscribe — {"action": “subscribe”,"path": “Attribute. *“,"requestId":"733547" }

RES: subscribe — {"action":"subscribe","requestld":"733547" ,“subscriptionID":"{ ... }"

SEOIAEE ASA 715l BTN wss= S04 VIS AHol| 123k, 18] ‘getMetadata
HH(action)E L&sto] o] AFok= HlolH AES] thet HEHCHE 8743
ZTO|UET} AW 2 e vEHHolEE o HEHHo|EE 245kl Ago] Alsd 4= =
dloJEfo] tiafiA] olaligttt. I1%HE ZEfo|AEE ‘get, set, subscribe, unsubscribe,
unsubscribeAll' & TS actione &85t AHo] HlolelE& 83ty 83 HA|A]9
I “requestld’= 83T SH HAAE SAl00 ofF M Fi TS o ofd 87
et S HAIAIAIE ERIsH7] fi9t Kol

‘authorize, getMetadada, get, set, subscribe, subscription, unsubscribe, unsubscribeAll' 9]

HAZof i 2] dAS B AR HAIR] AL olsfT 4= Utk

& 9% MHZ ZE{Z(Server Side Filtering)0i| CHSt Al

VISS EEQ] 75 752 AT 1] v BEPS Aut Het 38H0= JejojoleR
AL AFL 4 55 AR SN0, T} TEE QYR A 7oz
0 g HRY WHA] FefololEe] I AFoH= Folt. HS BePL ofo]
Ao 4 4% 715, el U9 A% 715 2 M w7 99 715 F1E0E A8
5 =S B Zold:

>l«ﬂ ml
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(10) Z= 10% WebSocket Z&(WebSocket Closure)0f| CHSt sliAd

SEOINE T AHo] 95 BT WebSocket A4S SET 4= o, HIAFAY T8
5 TR ARIA Aol Higt Hde SxtolEd it &, SEtelIE Ze ROl tegdt
FRE Aot F2o] S| 225 JfEEloR <.

(11) = 11% 2% (Errors)0i| CH3H SHA

L7 AAlE 27 T, ol ¥ HAXE I, 22 4 oE JEE Falshy .

(12) 1238 (References)0l| L5t A
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