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INPUT: DEC dec

OUTPUT: ECSpec ecspec

DECLARATIONS:
List<RMPolicy> policyList
RMPolicy policy, tmpPolicy
RMPolicyTimeCondition tmpTimeCondition
RMPolicyLocationCondition tmpLCCondition
RMPolicyTargetCondition mpTGCondition
RMPolicyRefinementCondition #mpRFCondition
List<String>  triggerURIs
ECSpec ecspec
String aleURT

BEGIN: Outsourcing-type Policy Decision
aleURT « getALEUr () ;
policyList — dec.getRMPIB () ;

BEGIN: policy transformation & execution
for i 0 to policyList's length do
tmpPolicy — policyList. get(i) ;
tmpTimeCondition — mpPolicy.getRMPolicy TimeCondition( );
tmpLCCondition — tmpPolicy.getRMPolicyLocationCondition( );
mpTGCondition — tmpPolicy.getRMPolicy TargetCondition( );
tmpRFCondition < tmpPolicy.getRMPolicyRefinementCondition( );

BEGIN: policy condition’s transformation
BEGIN: policy time condition’s transformation
if tmpTimeCondition finishTime '=NULL && tmpTimeCondition finishTime '=NULL
ecspec.echoundaryspec.reTriger.offset — tmpTimeCondition.finishTime - mpTimeCondition.startTime
ecspec.echoundaryspec.rcTriger period — tmpTimeCondition.eventCycle
else
ecspec.echoundaryspec.repeatPeriod — tmpTimeCondition.eventCycle
END: policy time condition’s transformation
BEGIN: policy location condition’s transformation
if mpLCCondition.includeType == INCLUSION then
for i 0 to mpLCCondition.locationSet’s length do
ecspec.logicalReaders.add(mpLCCondition.locationSer(i]);
END: policy location condition’s transformation
BEGIN: policy target condition’s transformation
ecspec.ecreportspec.repeatName — tmpPolicy.getPolicyName( );
if tmpTGCondition.includeType == “INCLUSION"
for i —0 to mpTGCondition.targetSer’s length do
ecspec.ecreportspec.ecfilterspec filterListli).includeExclude — ‘INCLUDE
ecspec.ccreportspec.ecfilterspec filterList(i] — (impTGCondition.targetSet(i]);
ecspec.ecreportspec.ecfilterspec.add(mpTGCondition.targetSet[i]);
ecspec.ecreportspec.reportlFEmpty < ‘TRUE’
ecspec.ecreportspec.reportOnlyOnChange < “TRUE®
END: policy target condition’s transformation
BEGIN: policy refinement condition’s transformation
ecspec.ecreportspec.ecreportspec — tmpRFCondition.refinementType
if mpRFCondition.countType == “TRUE"
ecspec.ecreportspec.ecreportoutputspec.includeCount — ‘TRUE’
else
ecspec.ccreportspec.ecreportoutputspec.includeCount — ‘FALSE’
END: policy refinement condition’s transformation
END: policy condition’s transformation
BEGIN: policy action’s transformation
for i <0 to mpPolicy.getRMPolicyActionNoti’s length do
triggerURIs.add(tmpPolicy getRMPolicyActionNoti i]);
END: policy action’s transformation
END: policy transformation & execution

for i 0 to triggerURI's length do

aleURI subscribe(ecspec, triggerURIs.get(i));
END: Outsourcing-type Policy Decision
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{ POLICY_STATEMENT ) == Policy {
{ POLICY_NAME )
{POLICY_ROLES»
{ DESCRIPTION )
{POLICY_CONDITIONS_STATEMENT »
{ POLICY_ACTIONS_STATEMENT )
}
{ POLICY_CONDITIONS_STATEMENT ) ::= PolicyConditions {
{ CONDITIONS_OP_TYPE )
{ POLICY_CONDITIONS )
}
( POLICY_CONDITIONS ) == () | ¢ POLICY_CONDITION_STATEMENT ) | { POLICY_CONDITIONS »
( POLICY_CONDITION_STATEMENT )
{ POLICY_CONDITION_STATEMENT ) ::= PolicyCondition {
{ POLICY_CONDITION_NAME )
( DESCRIPTION )
{ TIME_CONDITION_STATEMENT »
{ LOCATION_CONDITION_STATEMENT )
{ TARGET_CONDITION_STATEMENT »
{ REPORT_CONDITION_STATEMENT »
}
{ TIME_CONDITION_STATEMENT ) =) | PolicyTimeCondition {
( TIME_CONDITION_NAME »
( DESCRIPTION )
{ START_TIME )
{ FINISH_TIME »
{EVENT_CYCLE )
}
( LOCATION_CONDITION_STATEMENT ) =:= () | PolicyLocationCondition {
{ LOCATION_CONDITION_NAME »
{ DESCRIPTION )
{INCLUDE_TYPE )
{ LOCATIONS )
}
( TARGET_CONDITION_STATEMENT ) ::= () | PolicyTargetCondition {
( TARGET_CONDITION_NAME »
( DESCRIPTION )
(INCLUDE_TYPE )
(TARGETS )
}
( REPORT_CONDITION_STATEMENT ) ::= () | PolicyRefinementCondition {
( REFINEMENT_CONDITION_NAME )
( DESCRIPTION )
{ REFINEMENT_TYPE )
{ ACCOUNT_TYPE )
}
( POLICY_ACTIONS_STATEMENT ) ::= PolicyActions {
( ACTIONS_OP_TYPE »
{ POLICY_ACTIONS )
}
{ POLICY_ACTIONS ) == { POLICY_ACTION_STATEMENT ) |  POLICY_ACTIONS )
( POLICY_ACTION_STATEMENT )
( POLICY_ACTION_STATEMENT ) ::= PolicyAction {
{ POLICY_ACTION_NAME )
( REPORT_CONSUMERS )
( DESCRIPTION )
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- Policy {
policyRoles = ‘Facility Security Service';
policyName = ‘SecurityPolicy';
PolicyConditions {
PolicyCondition {
PolicyConditionName = ‘SecurityPolicyCondition’;
PolicyTimeCondition {
PTiCName = ‘securityPolicyTimeCondition;
eventCycle = 1000'; }
PolicyLocationCondition {
PLCName = ‘securityPolicyLocationCondition’;
locationSet = { ‘LABY", ‘LAB2, LAB3 };}
PolicyTargetCondition {
13: PTaCName = ‘securityPolicyTargetCondition’;
14: includeType = ‘INCLUDE';
15:  targetSet={ ‘ALL' };}
16:  PolicyReportCondition {
17 PRCName = ‘securityPolicyReportCondition’;
18:  refinementType = ‘DELETIONS'; } }
19: 1}
20: PolicyActions {
21 PolicyAction {
22: policyActionName = ‘securityPolicyAction’;
23: reportConsumer = ‘ADMINISTRATOR';
24: actionNotiURI = ‘HTTP-RECEIVER-URI';
25: actionURI = ‘http://www.securityServiceSystem.net/
FSS2009//CheckLaboratory.php?
id=180\&password=fa9i95'; }

NEToQoNORwN O

26: '}
27}
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<ml version="1.0" encoding= UTF-8' 7>

- <Policy xmins:xsl="http://www.w3.0rg/2001/ XMLSchema-instance

xsi:noNamespaceSchemalocation= rspdl_v01.xsd PolicyName= SecurityPolicy >
- <PolicyRoles>
<PolicyRole PolicyRloeName= facilitySecurity />
<[PolicyRloes>
- </PolicyConditions>
- </PolicyConditions PolicyConditionsName= SecurityPolicyCondition >
- </PolicyTimeConditions policyTimeConditionsName= SecurityPolicyTimeCondition >
<EventCycle>1000</EventCycle>
<[PolicyTimeCondition>
- </PolicyLocationCondition
policyLocationConditionName= SecurityPolicyLocationCondition
IncludeExcludeType= 1 >
-<PolicyLocationSet>
<PolicyLocation PolicyLocationName= LAB1 />
<PolicyLocation PolicyLocationName= LAB2 />
<PolicyLocation PolicyLocationName= LAB3 />
</PolicyLocationSet>
</PolicyLocationCondition>
- <PolicyTargetCondition policyTargetConditionName= SecurityPolicy TargetCondition
IncludeExcludeType= 1>
-<PolicyTargetSet>
-<PolicyTarget PolicyTarget Type= 1>
<PolicyTargetVaule>*</Policy TargetVaule>
</PolicyTarget>
</PolicyTargetSet>
</PolicyTargetCondition>
</PalicyReportCondition policyReportConditionName= SecurityPolicyReportCondition
RefinementType=3 />
</PolicyCondition>
</PolicyConditions>
-<PolicyActions>
-<PolicyActions PolicyActionsName= SecurityPolicyActions >
-<ReportConsumers>
-<ReportConsumer>
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