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P U, 12)ar 2Refutol] cigt AR A olskiE. L Aol uleh mA|A o2 E Ak Hpo] 2914 HloE
W, QEHjo) A FE3} Go] ¥ ZRukl s 54 Tl HiR AR TR A A 2E9E
AL . 9.11EH IS 712 /il Aleiel o] F8/d0] A A, vl A= e
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Readable Travel Document)ol] thato] =4 2 AAsE7| AlZtslglon, JTC1/SCI7/WG3LE 3
9303 2A419] S =2t 9. of ol A whol e AR Flo| ZHof| gt EEI7F =20/l oH,
o|2i3t AL Higro 2 eS| | Aol BER SC37Y. SCI70] IC7H=E F4l0 2 8l sl=glo] 4
O} A4S AL e Adks 22 o= FlojE o AEHo| AT FHOR She AZEF0AQ] B2
7} 8HEAL QOB R o] 5 S| lste] nlmellAl= SCITolA Z2lshs A= SCE Akl =L
™ JTCL Bld=re] FHE 5510 o] Y29 TS SRl =215, 200249 124 vl &3 B2
o|%- U|=H{e1: Fernando Podio/NIST, A1 ANSI vl=)o] FE=stef thad) 22 671 E=oht
(Working Group)2 +g38to] Hpo] 2.914] 47| tit wA|#=01E 4 Fofl 3= v 132 Hio)
LA A EZE7 7S] FIHAE UEhl L o=
» WG1(Harmonized Biometric Vocabulary, Convener: Ms, Rene Mclver/Canada)
- JTCL SC37 A =T Aol A ARGl Bl 2914 Zi-g-0f 7<)
+ WG2(Biometric Technical Interface, Convener: @451 St w4>/Korea)
o] 2.914] FIyI =0} A28 Afe]o] QlEjslo] ALt BioAPI, CBEFF, E243H4 Al#714 5 vhole
QUAA| 2 40] A& BT Rt Balslee] FAEE A

i)

+ WG3(Biometric Data Interchange Formats, Convener: Axel Munde/Germany, $173)
: 2t o] 921417 ]4 ulo] @ 4w dlo|E] T FA|EE Ak
+ WG4(Biometric Functional Architecture and Related Profiles, Convener: Mike Hogan/USA)
DR 3 o] A HE SYU=AA] Bast 58 e Y S/l dEAIRE S8
= A 3EE 7N
+ WG5Biometric Testing and Reporting, Convener: Bob Carter/UK, ¥173)
a7 Eo) Ao - 28§ s R AARdE AlRTe 22
» WG6(Cross—dJurisdictional and Societal Aspects, Convener: Mario Savastano/Italy)
DAL Blo] @ A Hof et A A 82 Bl szeto|HA] B A
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ocieal and Jurisdictional Issues

SC 37 WG6

Harmonized Biometric Vocabulary
SC 37 WGt

Biometric Interfaces
SC 17 7816-11 Card based
SC 37 WG2 BioAP!

Biometric System Propertie:

SC 37 WG4 Biometric Profiles
SC 27 Security Evaluation
SC 37 WG5 Performance Evaluation

Biometric Data
Security Attributes

Logical Data Structure

/File framework SC 27
(e.g.,Confidentiality Availability,Integnity)
ITU-T SG17 Q.8
Biometric Data SC 37 wG2
interchange Formats CBEFF
SC 37 WG3

(Hio|2QIAY|E 2 IMEFS} FTI20H

— 2008\ 74 gk FAk S]ooflA] =t mls, U, B4, 2h=(6%), AHuTh R, HAjof, dolky, Helo]
Aol 7k ago] A9l ofsje], ofdHiE, olxEtdl vEHE FAME AH|Q 5 409 A=
13001 9] Blo] 2914 Hw7kEo] J7Iste] vio] LG 1 HlofH TghtAo] tit =2 Al 7]sdd
ZZAET} AR A= 0™, 19794 Data Format Z2AEQ} FU3} part number® 237|224
AERO™ WG22] 24709-4(3-8-120F BioAPI ¥&25H] AlFEA)ol co—editor(FA4d/KISA),
WG9 Az dlole 384 =2d Aol co—editor(EAIE/KISA), g5 g4 dlole 38k
14 2244 AlEH o editor(E3r/E|Z AT o) 2 AR Qe 19794 Data Format 2 A Eo]
41 DNA Data Formatel #3t =A% AlfaAlE o] At - Whatstglon editor(FHA4= B} =3
HBpArIay), o] 0] co—editorzA] T Folshr| = AR ESE. 53, oAl Altet 24709

1(BioAPT E2AFH Al 2 b, 19794-9C8 1A dlofe] 23k wAl12)7H 07d 19 Al 220
2 A FarE|lom TS Sl Al AIREEE 24722(CkE o] ©.914] 714 g 3R EAD7H 07 649 7] R LA
234 Fad

O ISO/IEC JTC1 SC2TH R R T 7<)
— JTC1 SC27(Security Techniquesy> ISO2} IRC7} 3502 A7st JTC12] 27HA] A2 A, A
SC20(Cryptographic Techniques)g & Alsoh= 202 19899 JTCL S|4 24 =] o] gfojt, 1990

RSO 0f | solooll 38
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¥ 49 2999 25T B FUFIAS 2T W), 24 5 S, 1 5 28] el 19919 49
QEO] EHof|A] P31, 71 0]FF WG meetingS T
o 294l AEEE AEEI] o] 20059 =M= tha 2ol 3719] Working Group®| 9
* WGI: Requirements, services, guidelines
* WG2: Security techniques and mechanisms
* WG3: Security evaluation criteria
— Z|2ol AlggRlo] gt = A #Est 877t Sl whel, 2005 = E =2)% SC27 new structuring
oAl WG12 WG13} WG4Z U1, Privacy, ID Management, BiometricsS the WG5S Aldsto] &
5712] Working Groupl-2 HAsl= M2 BAA, 2006W5E SC272 thaatl o] 5712 WGeZ A
TE o BT A EES Y Foll A
+ WGL: Information Security Management Systems(Convener: E, J, Humphreys, g=)
- Procedures for the registration of cryptographic algorithms
- Guidelines for the management of IT Security
- Code of practice for information security management
- Management of information and communications technology security
- Information security management metrics and measurements
- Information security management systems — Requirements
- Information security management system implementation guidance
- Information security management system fundamentals and vocabulary
+ WG2:Cryptography and Security Mechanisms(Convener: K, Naemura, 4+2)
- Modes of operation for an n—hit block cipher algorithm
- Entity authentication
- Message authentication codes(MACs)
- Non-repudiation
- Digital signature schemes giving message recovery
- Hash—functions
- Key management
- Data processing - Check character systems
- Cryptographic techniques based on elliptic curves
- Random bit generation
- Prime number generation

- Encryption algorithms
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- Data encapsulation mechanisms
» WG3: Security Evaluation and Assessment(Convener: M, Ohlin, 24

- Evaluation criteria for IT Security

- Protection profile registration procedures

- A framework for IT security assurance

- Guide on the production of protection profiles and security targets

- Methodology for IT security evaluation

- Security requirements for cryptographic modules

- Security assessment of operational systems

- Systems Security Engineering — Capability Maturity Model(SSE-CMM)

- Test requirements for cryptographic modules

- Biometric security evaluation(editor: Tekampe/=%)
» WG4: Security Controls and Services — Convener(M,—C, Kang, A7)

- Guidelines on the use and management of Trusted Third Party services

- Specification of TTP services to support the application of digital signatures

- IT intrusion detection framework

- Time stamping services and protocols

- IT network security

- Guidelines for the selection, deployment and operations of IDS

- Information security incident management

- Guidelines for information and communications technology disaster recovery services
+ WG5: Privacy, Identity and Biometric Security(Convener: K, Rannenberg, %)

- Security information objects for access control

- Biometric template protection(editor: A 8</3t=T)

- Authentication context for biometrics(editor: Yamada/¥-2)

- A framework for identity management

— 20089 109 7122 A (Cyprus)oll A 7H2E SC27 2l9jof] w2, vio] & 1AM} T WG39| ISO/IEC

19792-Security evaluation of biometrics?}Al= FCD £XE Ad3-2lof 51310, 37} comment”} 25
REgE FDIS T34 20 247 thao] A o, WGHollA do] #33H ISO/IEC 24761-
Authentication context for biometricst= FDIS £#7} & -2 |40 & F2oHLA 9] ulx|2} thAjof| o}
A5 3HH P2y} FEskal Q= ISO/IEC 24745-Biometric template protection= ©]%Hofl SH#| 2+

A Aol gt =27} Q1o ™, EUOA %1 53] Cancellable/renewability 7|4 E3HE A 22 2H

XIA/ERIEOLH0 | HOl99! ()
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YANES 7147t 180 7501, 54 ID7R=A14: 1S0 7816, HIASA ID7FESHA: IS0 14443, A4

8} 71at4: 180 18013, Hhol2- Ak #elsi4: IS0 7816-11, 11694y e Foll 9

« WGL ID7H=9] S84 AT Al Wil E 253

« WG2: B3} AHAE

- WG3: 71 AR ol R Al (Aol ) E

+ WG4: F54 1C71= #238)

+ WG5: Registration Management Group(RMG), ISO/IEC 7812 Parts 1 & 22} ISO/IEC 7816-5¢] thgt
5 9 2] @ (Application Provider 55 % AID 5= & 5)

« WGT: 28 7# 7k= #2310 TC68= 53 ofl%)

- WG8: HI-EA] 071 9 31 2|9} Qe glo] A & 523}

« WG9: 4 v ej7te 9 2] §23}
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s WG 71 9 7)) APES
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B2 29131009 Y 7159] A% AFEo] o]of 2009 ofl= 1005t 1§ 20002] Y] AR R AdAlEs
2 Ei7h o= S

— 3, ISO SC17# AAMVAOIA = A=Al A 8150l thet =Al++AISO SC17 N18013)& 7H&5ll 3
o e-IDL ¥ 34 E2(E2|A 24 IS0 SC17 N7816, N14443, N10373-1, N18013)0] thit 53l
AL AL Q12 BA, =2 H&/HHEA] ID7HE FEj] e-SID Bg5olv YL 200749 1€0]
Fokg-2 EU ZA1719f] e-SID ol gl 482 =S fHak 9l

- o %jx}OH HAAYAES: - AALAUET 5 FATE [D7F=oA] 85l vlo] 1430 =+

ox

O WG3 Machine Readable Travel Documents

SlEle TITLE Project | \wi | wo | co | Fco | FoiIs | IS
Number Editor
Canada/Rob o2
ISO/IEC Identification cards — Machine readable travel anaca/io 9312
. ) ert 8712 - - - 90.09
75011 documents—Part 1: Machine readable passport. 9704
Balderston
05.10
Revision of | yenfification cards — Machine readable travel Canada/Rob 0610
ISO/IEC documents—Part 1: Machine readable passport. ert 0510 Fast (07.10)
75011 Balderston Track
R
ISO/IEC |dentification cards — Machine readable travel Cana:s/ ob 9103 %04 9512
7501-2 documents—Part 2: Machine readable visas Balderston : ) 97.04
Canada/Rob
ISO/IEC Identification cards — Machine readable travel o rt/ 9605 %01 97.04
7501-3 documents—Part 3: Official travel documents ’ ' 05.10
Balderston
o R
Revision of Identification cards — Machine readable travel Canada/Rob (0710
ISO/EC d ts—Part 3: Official travel documents et 0510 Fast (0810)
75013 | cocumenisTran S Blical fravet docu Balderston Track

- ISO/IEC 7501-1: 7|4 & AYEA 4 F 71AHEY AAER A @ thate] 173kl 9l ICAO
Doc. 9303 Partl Volume 1 & 22 83} 91 20074 100 ISE 4 o4

— ISO/IEC 7501-2: 7A| 5 AP EA 4 ZF 71ARES vlAte] diste] 48k 9. ICAO Doc. 9303
Part2E 83t 915, @A ICAOIA 14 78502 2k A, 71 <1

— ISO/IEC 7501-3: 714 010“%*1 T8 % 54 ABEAM(GFEDel diste] A8 92 ICAO
Doc. 9303 Part32 #8311 9le. @A ICAOOIA 4 424 Fo2 97 Al 74 %
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O WG4 Integrated Circuit Cards with Contacts

Standard TITLE Project

Number Edior | W | WD | CD | FCD | FDIS | IS

ISO/IEC
781611
(Formerly
ISO/IEC NP
18020)

|dentification cards — Integrated circuit cards — Part 11: 00.12
Personal verification through biometric methods Germany %06 | 0008 0110 0207|0401 0408

- ISO/IEC 7816-11: HE4] IC7F=%F o] @ JHE o] 85k 7HQl 5ol thste] g8}l 9l
- WG4ollA= A&54 02 WG119] 2Hefl Frofsial 9l

O WGI10 Motor Vehicle Drivers Licence and Related Documents

Standard TITLE Project

Number Edior | W | WD | CD | FCD | FDIS | IS

ISO/IEC Identification cards —Motor Vehicle Licence — Part 1: South Africa/

180131 Physical characteristics and Basic Data Set Gerrit Fischer 903 | 0209 | 0210 0407 | 0412 | 0508

ISO/IEC Identification cards —Motor Vehicle Licence — Part 2: South Africa/

18013-2 | Machine readable technologies Gerrit Fischer 9903 | 0307 | 042 | 0605 | 062 | (O7.0)

ISO/IEC Personal Identification — ISO Compliant Driving Licence To be

18013-3 — Part 3: Authenticity and integrity verification advised 0601 0610 | 0703 | (0712 | (0808) | (090N

— ISO/IEC 18013-1: = A1$-8 &3] 5 £212] 4 2 71 dlole Aloj tisto] s+t 2. A IS
2 A EE|o] YR 7ol A ofof| uhE AR A S-S A Hgshal 9he

- ISO/IEC 18013-2: = Al 6-8 &4Hs| 5 7|AlTE 7]l thate] 143k
o ISE A= g <l

H d
pacs

lo
el

&7 FDISZ 20074 10

- ISO/IEC 18013-3: = A58 24 Hs| F Q5 2 F244 A3l st i-4skar ¢l A4 CD @Alo|H,

HE Eol ghtolA] Aokt MAMC 71¢] B =]o] 9l&

O WGI1 Application of Biometrics to Cards and Personal Identification

standard TITLE Project | \wi | wo | co | Fcp | Fois | 1S
Number Editor
Singapore /
ISO/IEC - TPL Chen
o787 |dentification cards — Match on—card Germany /Dr.| 0608 | 0703 | (07.08) | (0803) | (0810) | (09.03)
Robert
Mueller
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— ISO/IEC 24787: v}o] @ 7}=o] Tk 144 2.8 Match—on—Card®] that -2 ¥ A4} 5 ARARRS: 44

3lal 915, T3t Store—on—Card, System—on—Card®]l et ARF= 4 3k 9l
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- SO/IEC 7816, 14443: AntEFLE 7|52 33
- ISO/IEC 10373-6: AUFEFIE HIAE #(Amandment 62 epassport HIAES)
- ISO/IEC 7501: Z#Fef A F2(ICAO Doc 93032} 54 )
- EAC(Extended Access Control) £7} 35
¥ Advanced Security Mechanism for Machine Readable Travel Documents - Extended Access
Control(EAQ), Version 1,11, TR-03110, BSI
# Test plan for eMRTDs with EAC v.1.11 TR—3105, BSI

« Hlo] 914 Hi e
- ISO/IEC 197942 Biometric Data Interchange Format—Part4: Finger Image Data(A|&0]1]%])

- ISO/IEC 19794-5 Biometric Data Interchange Format—Part5: Fcae Image Data(@=o]n]])
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- ISO/IEC 19785 CBEFF(Common Biometric Exchange File Format)(CBEFF 2] Z]¢)

- ISO/IEC 10918 JPEG(Face)(@= ¢= %£5)

- O]= FBI IAFIS-IC-0010 WSQ(Fingerprint) A& 9= 25

- ISO/IEC 19092 BCMS(Biometric Cryptographic Message Syntax)H0] A E H$ HF)
- TTAS.AS-X9,84 AA|14] AR he] 9 Bohgz@lo] g1 5ot FAl FUi#F)

- TTASKO-12.0034 BAYHE S-S 913t 7fo=2il(Hfo] e FH Ho )3 S #3)

— 5 AAA AR A S Y e BAS fI5te] thaat 22 IAlEE] gt et = B
7ol Hagh
o AnfEZIE HEREE
- ISO/IEC NP 23329 Sizes and locations of a fingerprint sensor and a display on a card(JAFo{H
L7 of FerEe A2 B 270 dift 27] 9 31512)
- ISO/IEC CD 24787 On—card fingerprint matching(A| #2148 On—card 712}
- vlo] el TR
- ISO/IEC 19784-1 Biometric Application Programming Interface—Partl: BioAPI
Specification(BioAPI QIE|Ho] A = A+F2)
- ISO/IEC CD 19785-4 Common Biometric Exchange Formats Framework—Patr4: Security
Block Format(CBEFF 5-5442 0| igt HelE22H)
- ISO/IEC 19785 Biometric performance testing and reporting—Parti~Part6(H}0] 2014 A%5A] ¢
W 2)zg 72)
- ISO/IEC NP 29120 Machine Readable Test Data for biometric testing and reporting(®#Ho] 2.¢14]
Al 9 P a2gE QI3 7 Al 7Rs g Al dIolH 112)
- ISO/IEC 24709 Conformance testing for BioAPI-Part1~Part2BioAPI E225H] AlEHH)
- ISO/IEC WD 29109 Conformance Testing Methodology for Biometric Data Interchange
Formats—Partl~Part5(HAte @ ©A)-§- Hio] 214 wofe] =4 E2213Hd Al
- ISO/IEC CD 29129 Tenprint Capture Using BioAPI(BioAPIZ ]88t 10f5 ks A 3HH)
- ISO/IEC CD 29794 Biometric Sample Quality—Partl~Part5(to] £ G4} A4Z &4 742)
- ISO/IEC FCD 19792 Security Evaualtion of Biometrics(CC7]4+e] Hfo] 2.914] H oAl 7 Hl)
- ISO/IEC WD 24745 Biometric template Protection(®0]2.914] HIZ5] H & 7))

I

- ITU-T X.1086 Telebiometrics protection procedures—part 1. A guideline to technical and
managerial countermeasures for biometric data security(l2]u}o]| SHEY B STz 7to|=2}9l)

- TTAS.OT-10.0001 BioAPT #2231 Al 9 AAH= #3)
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O ITU-T SG17 Q.8(dz]ute] L E22) HEo} 05

- ITU-T SG17 2315004 20041 390l T EHWorking Party, WP) 2218 A=/dge] wet 4
HEA Bl Wradjell 2Rkl Q.8 dejrte| e EE A Zatol A FAl YIER A &) ARgAL
Ae 21-01017] QJal} ghgo] FEskal Q= WP2/Q.8 Eld|Hte] 2914 (Telebiometrics)oll= $H1-2 H|%a}
of Y&, T, T, 2902 G, FY, e 5 B> L}WW Ae7Eo] Fojsto] Hio] 2914 7]&9]
48 ‘3—4 e Hlojee] Hoof izt Arket ¥ils £ 2. Q.82 ISO/IEC JTC1/SC37(HFo] 2.314),
SCI7(IC7FE), SC27(PEEZ) #at oha} ISO/TC215(Hea1th informatics), ISO/TC12(Quantities,
units, symbols, conversion factors), IRC/TC25(Quantities and units, and their letter symbols)2} &
59 FEZ NESks 5 TR FElY] Al skl )= ofell L3S Telebiometrics /=S the )

T2 ITU-T SG17 Q80014 =418kl Q= = Al =8} A ES] theh Agshal Qe

O O
OlI

"’E
';i@w

Biometric Information

‘el

<—— Biomelric Authentication Ontext —#

Biometric & Personal Device

(Telebiometrics JHE= & BEZSIHL])
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Security and Protection for >
telebiometric_application systems

Protection procedures

BioAPI interworking
protocol

Authentication infrastructure
Biometric Digital Jey

Safety in interaction
with sensors

(ITU-T SG17 Q.8 ZHEZst ZRHE FTHZ0B

- E£3], 20084 9€ 294 Ao A ITU-T/SG 17 3] 2]9] 2005-2008 #]7]2] 3412191 upx]d} 527} 7}
F=9E. olH FloJoflAl= 2009-2012 ITU-T 27| ]7] 52lolle Q.82 FYgh 24| PAos e A
o7 sRIE|glon 7] 3]7]0x 9] 23} Wk AASHS. ofell #i= ITU-T SG17/Q.8°14 %1 &

A TAIEEIAE st o=
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(ITU-T SG17 Q.8 ZMEZ2HH| FZI5iEh

THHS IHEE M= BE FQUIE SIIEN
) ) ) E“EHHPOIE QIAl TR| I AIAR ARZAIS] IELO|HAIRL OHNE & oz
X.10801 Telebiometrics Muti-Modal Framework 5517 95t TS Y, 2 maelE 52 TR 2t
: ) ! X10810]l FolE YHFRIL AISXE Al0|2] HSEES fI8t 22 o
X1082 Telebiometric Databased related to Human Physiology 2k Cio| OlRAR| £2 Mol =y
) ) BioAPIO]| 7|85t Sizf|H0| 2214 SHA0IA 2] H0|RFE A O
X.1083 BioAP! Interworking Protocol ALS Ho| 2=
Telebiometrics system mechanism - Part 1: General X509 PKI T Jl30]| 7|2t5t A58t 71a&S ME5I0] HailHt oz
X1084 biometric authentication protocol and system model 0|2QIAl0fIAMQ] HIO|RQIA| M O1= HIFLIS LU A|AH D =
profiles on telecommunication systems el
QIEist A4S ?_lé—o Qlato] Z7H7| QB2 HIO|RQMA] QIEME
: o ] ) ) o
X1088 Tglgblometncs dlglFaI key - A framework for biometric ZH= HlO|QEEZEE CIX[E 7] MM 2l BISE of3t maele e
digital key generation and protection 3 Ho|
PKIE7H7 1212t x)2f PMITEZ A MofR1=al) 2HoilAf bio|
X1089 Telebiometrics authentication infrastructure RQIAS 0[85H AR I FEH SR1 Alo]| HIO|RFE QIS H 3 oAz
Hot mRE=3 Ho|
X108 Telebiometrics system mechanism - Part 2: Protection | X.10840ilA oISt SlajHI0 |0 1A AJAR! HFHIES ARSI oz
1085 profile for client terminals 220|21E Ejo|ge| HoF ZRmUs FHo| =
Telebiometrics protection procedures - part 1: A Shldolrel EHSIS HE SHED St 22 CIS! 2o
X1086 | guideline to technical and managerial countermeasures | ZFE HI0|2HES Eﬂ | 2o 7185, 22X EHoMe 2 | 2=
for biometric data security QIhE 7to|=2fRl MIA|
%1087 Telebiometrics protection procedures - part 2: A CHS 2flH0|2Q1A! A|ARIC| CkE HIO|2 HIOIE T4 Alef H e =
" guideline for data protection in multibiometric systems | O|E{ 25 7{0|=2fQ1 Ho| =°
Telebiometrics related to telehealth and World-wide 2eHi0|2IAS BH0 R0 XE517| flot YT He =
X1090 . VB
Telemedicines
Athentication F + with One—iime Telebiometi ‘Replay attack’ 2t Z2 H0|2 HIESo| H?_ FHo=RH HS
X 1091 thentication Framework with One~time Telebiomelric | =, o5t wito = One-time HZ21S 0|83t AR} OIS T2 | 74 &
Template 2lelg Fo|
Integrated framework for telebiometric data protection | 7| MIEE TSM, TDK #Z A3 E 7[He= HayHio|2¢! o =
X1092 | in telehealth and world-wide telemedicine Alg izio|R0) 28ap| 9ist SEE T Ho| e

— ITU-T SG17 Q.8(Telebiometrics)ol| Al R == 8 A #79] Y-8 thaat 25
* X bip(BioAPI interworking protocol): & FZ0| A= BioAPI 7] A& 2F8(Interworking) T2 EE-2
HIAIA BIPHIAANES] -2, onl, 1ol osf BAISIL Sl flolA At vAAIES] -, 2n],
Aoz Slaff Hio] 2.Q14Q1% 2 IR (BioAPI)E =19 AJH|A AFARE(BSPs) AlelollA] Hfo] L
01A10] 58 QA 4 9lS But ol e}, YA 2] BSPsHlolA] EHEH UEo] thafA = o141 4= Q1A
. BIP HIAAY] 2, A%, AL $A 59 AR e SIERshs HoleQlXdlS Zead]
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BIP
«—
TSM-1  —» TAl
. Others
LS Directory (ANSI X.9)

(BIP, TSM-1, TAI iz )

+ X.physiol(Telebiometrics related to human physiology): & E=of|A] 7129 ITU-T X. 10817+
ZHo] @914 the Ha-YZAHo] @ QlAoflA] QPH L Hoko) @ A 73 YD E 7INte R, o
Auo] 2 Q1A ARG A 2|29] b} Hho]] 242 SIEGlE. o] AtolAl= AlAZE AT 4= Sl <
A o] W=t Aol P3RS vIA= 2 W9 dAHte] Q14 @4y of o] 55 #olal 7| 53lekGlE.
o7 AYeat} Ho] 2 Q1A (R e]etat vl Q1A A S Aol B AgEE AY. I
T Q7] ol sE o], AL E Qo] 7o) AFe Aol o] 52 oL, HostolS

* X tai(Telebiometrics authentication infrastructure): ¥ 3EEof|4] HFo]2.914] AlEQ1Z9] Privilege
Management Infrastructure(PMDe]l 4-8-%= ¢ Auto] Q159] AF EtE A8t95. o] 521}
o] QNI ARNF A STEA, T, ARG, 1AL H|Z T Al Q150 prte] = el E AR
o}, E3H X 509 Attribute Certificate®} Biometric Certificate Revoke List(BCRL)OIA] HIS&H -F-4x}
Hjo] 2.014] 91Z(Generic Biometric Certificate: GBC)2] 7] kS A A1} TAIL PKI 183 PMI 5
< Zgste] vk ohE sl tigh Aol= W¥
X.tai®] W82 tha 23Rt

- Telebiometric Authentication Infrastructure(TAI)

- Biometric Certificate

- Biometric Algorithm Certificate

- Biometric Template in Biometric Certificate

- Model and procedures combining TAI with Privilege Management Infrastructure(PMI) to

implement identity and privilege authentication
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X tai®] ZH| Y FE v 23
- BCA(Biometric Certificate Authority)oll ©Jal| ¥4 BCBiometric Certificate)2t BC AH&-Ato] of
3t ol
* Biometric algorithm} biometric devicesol] Tk Q15 Q10| 9)= TBA(Telebiometric Authority)
2} BAC(Biometric Algorithm Certificate)
- BC9 BACE o83 A1EQ1S
* BC,BAC®} PMI AC(Attribute Certificate) Agote] 1&g Al&al E4 <15
. X,tpp—l(A guideline of technical and managerial countermeasures for biometric data security):
oA, 7 Hiol L. Q1A ARg-of et e AFofstal, 7Isd e 7 Aol A Kokt
% W59k, 71ed S, AgEs Ao ot Fa4 e els 2ejal 71EAS Sk o

A U At vlo] 2914 Bmo) WA A, Bk} szt Eatk AeiEolof ks A9, Tele] &
woll A uhol .014] x|} A, AA, £k A] Hete] Tt 4312 71shs Ak 2] Ao} ), %

2ol Fofshe ZiRlell tigt ook M A7HA] A olstk= A

* X tpp—2(A guideline for secure and efficient transmission of multi-modal biometric data): & 3
oA, Thertol 2914 HRE PdstA Agsl] Sigt Aaret Wiriof tigt A}, o] EEoA= 53] F
ORI} Eote] I A T Hlo] 2 214] A|ABl(uni—-modal biometric system)¥} H|as}o] thEHto] 2
14} A28 (multi-modal biometric system)®] 548& skl A=, therlol LA HHES A5

o AREShe ET| W YENA ZREFE o] FEof| A AXY

™32

a8 Va2 Ve Va6 ™31 L ™3 TM38 ™34 ™36
T™3_1 L ™39 L ™33 L ™35 ¢ ™37 ¢ ¢ L ™39 L ™35 ¢ ™37
Fea!ur.e
Extraction L L L
—,
Feature Feature . -
—> . »| Matching || Decision —» —» Featur.e ) Matching || Decision —»
Extraction .| Extraction | Fusion
— : :
Feature
Extraction
Sample level fusion System Feature level fusion System
™32 ™3 4 ™32 ™34 ™38
™31 ¢ ™33 ¢ ™35 TM38 ™36 ™31 ¢ ™33 ¢ ™35 ¢ ™3O TM36
v ¥ YooY hes v e ¥ v Y R
—» Featur.e —» Matching —» — Fealur_e —» Matching | Decision —»
Extraction L L Extraction
Decision
—» Featur.e | Matching Decision —» — Fealur_e —»| Matching —»| Decision [ )
.| Extraction | | . .| Extraction| . . Fusion
—p| Feature |ty iching —> —| Feature | |y iching | Decision —¥
Extraction Extraction
Score level fusion System Decision level fusion System

{Multi-modal ZZZoi st F2tZ)
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+ X tsm—1(General biometric authentication protocol and profile on telecommunication system): &
BZAH, YABA A28 o] ulol 2014 AUUF TRES U TRuAL AT, o BES, 0F
e 9| Zol A Huakst 22 A TA] Hlo] 2914 912 RRERS AW o] BES 9714 d% YES
3 WP Heks] sl X bip HAK] HEUES 7|Whe g sk TR EF| 23t AU A0l HAY
S} dloje =9iof| sl sl A=

Application

Network 1
.

| I—

T
BIP ! BIP ! BIP BIP

A
A

' A 'y A TA A 4 A
B ! L ' L ' 1] '
- : s : vy : v :

: vy ! i . .

Vo2 s s P
Data | /signal Comparison Decision |- --
1 capture processing

Biometric
Products

(X.tsm—1, Xtai, X.bip vs JTC1 SC27N24761at &2t =)

* X tsm—2(Profile of telecommunication device for telebiometrics system mechanism): 3 0] 4],

W UE Hutol] AR upo] @214] Q15 AJARLE: 913t client terminal®] 27155 A8k 9l
A9, o= dAuto] Q1A AIAH] vAUZ WollA] 1785 HdS 7|8k & 3F client terminal®] Al2
) v|7} &3} Kot Rulelo 3= T2 (Common Criteria: ISO/IEC 15408) A HAFL, o] &
= 250 client terminal®] 2 9155 9laf wielofstz ZR2EZo| tigt Aoj7t So7F 5

fy

l

+ X tdk(Telebiometrics Digital Key Framework): ¥ #0j|A%= Hlo] e HHE 7|uko g 7jHle YES

3 2golM YA AT 9 ot ol 28 7hset HAE 7€ A it e | WA YS
oa AlEthe ZHJYHTE ANBIAL E. viole HHE o] 87 A|LF vi7jySof ¥edd X tsm #5

7

WHOR A 715 S ol Qi A/m Estol delutol orE 2] BeIA ALgAIo] T

AT B U Y ERT A L8] 50 2-85h7] fiet Za|dpl=ell dish A ofsta 3=
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Key-
BCA? Protected | - - Certificate
Data '
. t i
Live Data B Capture |—» Create -, ' Key
Template ' )
¢ ' | Extraction
' ; | Stage
' Key Generation Live Data B Key otag
Secret Data X o Key | Stage Capture Extraction :
" |Generation ! ¢ E
! Encryption Decryption
Certificate Key . y p_ > yp .
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- Key- | protected ||| 1R Generator |
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Xidk 7148/ES 7= W FE/QHE TS 7X)

* X tif(Integrated Framework for Telebiometric data protection in TeleHealth and WorldWide
Telemedicines): & FZA, YA R A Hfol L HHES HT817] 9ok =Y Y5 AASHL, 24
35 e RS Ot BEThe nol 9 YRS Fa —E}OIHM CEEES LR DR

o 712 25 A8shetl oM et WSS Al A = s At AR

Call Center/Server

Hospital/ Emergnecy Center

Sensor Information

Sensor

-

CHio|RQIA7[HE fiZiolE 2H2)

+ X ott(Authentication Framework with One—time Telebiometric Template): & ZoA YIEHIE

ol ASEE vole HREE e sk, Af =3 75 HESE o187 RS S 4 replay
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Korea Information Security Agency(8 554K} =4 H 2 & 21 3-9)
Korea—National Biometric Test Center(KISAAFS} HFo] 2.912] 4 HA| S Al E])

Korean Standards Association(AFAF-AVs] gH 322 3))

Machine Readable Trvel Document (&} )

National Institute for Standards and Technologies ()= FH7EESY)

National Physical Labolatory(3= =8 =2 Al

Organization for Economic Co—operation and Development(%xﬂ%‘xﬁﬁd EX L)
Public Key Infrastructure(3717]7|RF-%)

Previlege Management Infrastructure(dT-5-A| 2tz 7|RE%)

Performance Test Suite("d s A& =)

Special group for Performance, Interoperability and Conformance Evaluation
TelecommunicationsTechnology Association(g5- -4k} S H 541743 3))
United States Visitor Immigrant Status Indicator Technology(R] 72 Z-AA L& T13)
UK Biometric Woking Group(d=t H}o] 2.914] HE7}1)

X bioapi interworking protocolITU-T SG17 Q.8 =A| &4

X Telebiometric Authentication Infrastructure(TU-T SG17 Q.8 <A E=1}A))
X.Telebiometric Digital Key Framework(TU-T SG17 Q.8 <A £33}A4))

X Telebiometric Multi-modal Framework(TU-T SG17 Q.8 =A| 1))

X Telebiometric Protection ProceduresITU-T SG17 Q.8 =A| EZET}A))

X Telebiometric System Mechanism(ITU-T SG17 Q.8 =+A| F1}A))
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