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Preface

1. The Purpose of Standard

This proposal is regarding to functional specification of low rate sensor network
which is based on the IEEE 802.15.4-2006 LR-WPAN specification. Wireless personal
area networks (WPANs) are used to convey information over relatively short distances.
Unlike WLAN, connections effected via WPANSs involve little or no infrastructure. This
feature allows small, power—efficient, inexpensive solution to be implemented for a
wide range of devices. The purpose of this revision is to extend the market applicability
of IEEE Std. 802.15.4 and to removes ambiguities in the standard, Implementations of
the 2003 edition of this standard have revealed potential areas of improvements.
Additional frequency bands are being made available in various countries that are

attractive for this application space.

2. The summary of contents

In general, the function of low rate sensor networking requires low cost, low power
characteristics for data communication. This proposal used to IEEE Std. 802.15.4-2006
LR-WPAN specification. This revision extends the market applicability of IEEE Std.
802.15.4, removes ambiguities in the standard, and makes improvements revealed by
implementations of IEEE Std. 802.15.4-2003.
This document involves overview, normative references, definitions, acronyms and

abbreviations, and general description of LR—WPAN.

3. Applicable fields of industry and its effect

By defining IEEE Std. 802.15.4-2006 specification which can be applied PHY and
MAC sub-layer for low—data-rate wireless connectivity with fixed, portable, and moving
devices with no battery or very limited battery consumption requirements typically
operating in the personal operating space(POS) of 10m. It is foreseen that, depending

on the application, a longer range at a lower data rate may be an acceptable tradeoff.

4. Reference Recommendations and/or Standards

4.1 International Standards

- ISBN 0-7381-4996-9 SH95552
i TTAS.IE-802.15.4-2006—part1



4.2 Domestic Standards: None

- TTAE.IE-802.15.4

4.3 Other Standards:

5. Relationship to International Standards (Recommendations)

5.1 The relationship of international standards

This proposal is basically rooted from the |IEEE Std. 802.15.4-2006 and follows the

specification released in Sep. 2006 by |IEEE Computer society. This proposal is

translated into Korean language.

5.2 Differences between International Standard (Recommendation) and this standard

TTAS.IE-802.15.4-2003

TTAS.IE-802.15.4-2006—part1

Introduction
provided
Architecture of

numbering

is not

superframe  with

inactive period is not provided

Cryptographic mechanism

provided

is not

— Introdfuction numbering is provided

— Architecture of superframe with inactive
period is provided

- Cryptographic mechanism is provided

6. The Statement of Intellectual Property Rights:

As of December 2007, any IPRs related to this standard cannot be found

7. The Statement of Conformance Testing and Certification

Nothing is related

8. The History of Standard

Edition Issued date Contents
The 1st edition 2005.09.25 Established
The 2nd edition 2007.12.26 Revised

iv TTAS.IE-802.15.4-2006—part1
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1.IEEE 802.15.4-2006 E&2| MR

1.1 N8

M= 248 PAN(LR-WPAN: Low Rate Wireless Personal Area Network)2 Hlw & ©H2|
LHOIN BEE M&ot=0 AISEIC 28 SH(WLAN: Wireless Local Area Network) b=
g2l He =2 HM5 Il XE(infrastructure)& 222 otKl 20 0|48t SE2
Ctekst =2F9 ClBtolA0 PEE £ JUs 28, MEH, M2 24 S& xHS
Jts3Hl &t

Of t=2E M= WPAN H=0CH0I2t HAISHCY.

1.2 &4

Olgt JHEEZ |EEE Std 802.15.4-20039 2= =& 1 =&H2=x sttt 0lefst
22t o= 20t 23 FRE LZotl =EQRREHH =-E RES
AU EO I MBUHAL KRALS SIHAIILD MEAN AME IS8 ==+
S0l e &S ZEst

IEEE Std 802.15.4= 10m< JHIEZ2HPOS: Personal Operating Space)ll M2l &l Al

BHEf 21Ot SAALE Ot= RMIgHH
ClatolASl M R4 &5 =
g gl Ot o 22 OOoleH &&=
Aoz WL,

Ol Z2MEE= 802.15.2 and 802.11/ETSI-BRAN/MMAC 5GSG2t && Coexistence
Task Groups®l 2322 UE R4 LH0IALS] =&ENA Sctit=d I 2&s E0.

el 42201 +LH=s 1LEd, S04 el olsd
et =cl HSH MAC RHS= &Ysetlh
UM O &E2 8922 &0l Jitse

mo
J> H0
:

1.3 =&

Ol JHEEHZ IEEE Std 802.15.42] AIE HE Jisd =02 WE E=CHUAS
238 222 MXAot=sd 1 S8= 0. 20088 Z=et2 M2 HME 9=
CHUHADH It =1 S92 0128 Jls S8 90 24 Z= el UetllA
AME Jtsote= Bt= A0It
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X T =
2. &) E= E=

tGs2 dHaASE2 0l 2M2 SE0 2+=He N=0ICH Rt
i

U2 M6 IRIE I &
- FIPS Pub 197, Advanced Encryption Standard (AES)."

- |EEE Std 802e, |IEEE Standards for Local and Metropolitan Area Networks: Overview and

Architecture.?

- ISO/IEC 8802-2 (IEEE Std 802.2™), Information technology — Telecommunications and

information
exchange between systems — Local and metropolitan area networks — Specific requirements

— Part 2: Logical link control.?

- ISO/IEC 9646-7 (ITU-T Rec. X.296), Information technology — Open systems interconnection
— Conformance testing methodology and framework — Part 7: Implementation conformance

statements.
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3. E0i9 &9
2 132 SHE fo Us2 0 & 2 HESEU. 2 Z2ilA d2AHX @E2 0= The

Authoritative Dictionary of IEEE Standards Terms, Seventh Edition [B3].* A &S %= QUL

3.1 Al PAN ZLCIUIOIE (alternate personal area network (PAN) coordinator):
PAN ZCIUIOIEHIE ™ OlF UM 22 OlEodE2 2 &L PAN ZCOUOIHE OIXIE
2 Q= ACIHIOIH. atLtel PANE 0 £ = 11 0lAt9 HXl PAN Z2CIUIOIEHE JHE == UL},

3.2 Jte(association): &t CIHHOIAJE WPANSl 20l & [ M8 = MHIA

3.3 2I=ElO(authentication tag): 6tLIS| BIAIKl Q1= &0l

o
Jell
0
ol
rr
0

=
-

3.4 HIHAAI2 PAN(beacon-enabled personal area network (PAN)): 2& ZCIUIOIEII &R
HZH=2 &&0t= PAN, HI212] £=< < 0xO0F.

3.5 block cipher: DN&¥E 3AJ|2 =& HE2E= s>
3.6 2=23J|(block size): block cipherdl AlZ2dt=s 489 HIES

3.7 contention access period (CAP): HIZ2ZH 0 HOIK L2Es AIZICZ, 0l I &8 &ols
ClHOlA= CSMS-CA HIAHLIZS2 0IS8ez MY 22 ol Z3ASEHT.

3.8 contention access period (CAP) symbol: CAPS 0t ZMEl= & AlE F)).

3.9 BCIUIOIE (coordinator): BIAIXIS ALE 4 Us FFD. BHeF BHLESl BCIWIOIE DL BtLtel
PANOIA = ZEZ2{0|H 0l2{et 2EZHE PAN ZCIUIOIEH 2D EE0

3.10 CIOIEo!= & (data authentication): HIAIXIE 2=Al3t= 3HLISl YEIEIDF BIAIX 2+ U=
201 & 3EBR20lct= SHL 0l HAIXIE 8E S0l 83X LU= SHE BLdl=
NIPS|

3.11 OIOIE{ A2 H(data authenticity): EE2 20l CistatQl,

3.12 CIHIOIA(device): IEEE 802.15.4 MAC 1t 24 OHiXl =22l ¥% P8 XS 2E A
otLtel ClutolA= RFD E£= FFDIH = O

3.13 &S 3k encryption): otLISl BIAIXIOI ME22 HAIXZR HE@e 21o2 0 g AE:s

3
dehe Hes SHot=ell 7=

3.14 T (frame): SLAIZIN HMEE 2022 MAC 2 HELZRH 2201 HIEQ ZoH

4 TTAS.IE-802.15.4-2006—part1



3

FESAH
3.15 full-function device (FFD): 2CIUIOIEIZ S& Jtsst ClBHoIA
3.16 2 &3l(group key): ClH of AlofiAlet 2eddl I
3.17 3™ ZFDl(idle period): 441 50| 20 L0 = Al
3.18 Jl(key): GIE S0 & FL20 2 =+ ol WEIN BEIH SHENL 42 = ele
=82 250 R AEDE=E RHFE
3.19 J|&H(key establishment): = O0l&2 TEIDL otLtS JIE HFHE M M)z HE
3.20 31 M 2 (keying material): StLt2l |2t It e Bt Bl ZEH(0, nonce value)
3.21 Jl&2l(key management): AIAEIO0l &0tA= SOt 4Dl= I 22 &8 L |X HEFS9
xg
& (key sharing group): 5tLt2l 31E 8K 6t= CIHOIAS] HE
tel CIHtOlA Sl CHEH LIS &Y 2
= Hlg I

3.22 &%=
= (local clock): oL
S CHiolA AOIO BRE =
F| A6t R H A
[ES

&0l
d2MY

3.23 2LE3
St= SO WIERATNA RIXIDt Bidks CIbto

3.24 &33|(link key):
3.25 =& Bok4Z=(minimum security level):

3.26 2HIY Cl8Fol A (mobile device): A
&S A0l dlKIAH

|Z1AI2 PAN(nonbeacon—enabled personal area network (PAN)): ZCIUIOIEIJF & DA QI
Hr= A

3.27 m A& A(m-sequence)
3.28 H
HZHZ2 &=0tA 2= PANSZ HIAH2 X== O0xOF.
3.29 WZ(nonce): =Jt II2H, =206 21 Y &2 = EBIQASTO 22 H|gt=2A gt
3.30 orphaned CIHIO|A(orphaned device): ZCIUIOIEI 2 E£S A2 CIHIOIA
3.31 3! (packet): SCIHAUAN 22 A2 EsEH= HEslE & HES

3.32 HIOI2E CGl0IE(payload data): = &= GIOIE GIAIX e

3.33 PAN ZCIUIOIE (personal area network (PAN) coordinator): otLISl PANSl = 2EZ2{0l
DCIHIOIE 2 8t |IEEE 802.15.4 U AK A= & dtLE2l PAN ZRCIUIOIEHE A%a6tl UL

5 TTAS.IE-802.15.4-2006—part1



ol 22 2X FSIo [A2R BE 10m PAS

Of 2tHE0l HBE = U= S2A= Lot

3.34 personal operating space (POS): H
Ol0lotH O AMtE =2 2MIt 18 =2 0ls

3.35 HOI=Z (plain text): AJHELX A2 HE &

3.36 2 &(protection): HIZA, OIOIE Q=4 L= A EHotsS) 22 2 MLs 2l
M2 = BOotMHHIAS X&
3.37 E1UtY&rA (radio sphere of influence): L2 239 MII2 SE€ol ES4IE £+ JUs 22t

3.38 reduced-function device (RFD): ZLIUIOIEIZ S&& & = ClHolA
3.398 0t (security level): M EZEQ0l ML) H2L s 9= 2ok X%

3.40 MIHXIZ(self-healing): AtEFSl =& 2101 UWERA L& L= sS4 ZIM0M Zdd=

182 d&otd X=ote WERKIAY =4

2:
=

ol

3.41 NItA4H(self-organizing): AtEfel =& glol CtE &9 &8 26t otUe RX=2
=2 ==

S0 Jls= ot UIERIDE UESRIDL s

3.42 thH&3l(symmetric key): HIZIIZM SIH Ol&2l HEIN 2o SREUH, ATE ALZ X0
|

et = & S30 AAEHHL S 25 € S =02 S0l ArS=0h

3.43 EMMA (transaction): FIH2l & MAC JNAl AOI2l M2 A0l JUs AZFOl T o
W2 A, MAC 2202 HIOIH ZHd e &880l d&5= floil 2 Kottt

3.44 EMA F(transaction queue): JICtelD U= EMEA |AEZN 2tE &S 0/&0H0
SHHXLD stuel =& ZOuoiedel MACRAHISO 2o AIEEICE EdiE  FOIJt
dlEl= = 1 ZCOUIOIEHN Slof EdME JIb RXNEMH, 1 20l A0 et
Ct=2 X8t & StLEO| AFOICE.

6 TTAS.IE-802.15.4-2006—part1



4. 20 Z0

AES advanced encryption standard

ASK amplitude shift keying

AWGN additive white Gaussian noise
AWN affected wireless network

BE backoff exponent

BER bit error rate

Bl beacon interval

BLE battery life extension

BO beacon order

BPSK binary phase-shift keying

BSN beacon sequence number

CAP contention access period

CBC-MAC cipher block chaining message authentication code
CCA clear channel assessment

CCM counter with CBC-MAC (mode of operation)
CCM" extension of CCM

CFP contention—free period

CRC cyclic redundancy check

CSMA-CA carrier sense multiple access with collision avoidance
CTR counter mode

CW contention window (length)

DSN data sequence number

DSSS direct sequence spread spectrum
ED energy detection

EIRP effective isotropic radiated power
EMC electromagnetic compatibility

ERP effective radiated power

EVM error—vector magnitude

FCS frame check sequence

FFD full-function device

FH frequency hopping

FHSS frequency hopping spread spectrum
GTS guaranteed time slot

IFS interframe space or spacing

ISM industrial, scientific, and medical

IUT implementation under test

IWN interfering wireless network

LIFS long interframe spacing

LLC logical link control

TTAS.IE-802.15.4-2006—part1



LQI link quality indication

LPDU LLC protocol data unit

LR-WPAN low-rate wireless personal area network
LSB least significant bit

MAC medium access control

MCPS MAC common part sublayer

MCPS-SAP MAC common part sublayer service access point
MFR MAC footer

MHR MAC header

MIC message integrity code

MLME MAC sublayer management entity

MLME-SAP MAC sublayer management entity service access point
MSB most significant bit

MPDU MAC protocol data unit

MSDU MAC service data unit

NB number of backoff (periods)

OCDM orthogonal code division multiplexing

O-QPSK offset quadrature phase—shift keying

OSI| open systems interconnection

PAN personal area network

PC personal computer

PD PHY data

PD—-SAP PHY data service access point

PER packet error rate

PHR PHY header

PHY physical layer

PIB PAN information base

PICS protocol implementation conformance statement
PLME physical layer management entity

PLME-SAP physical layer management entity service access point
PN pseudo-random noise

POS personal operating space

PPDU PHY protocol data unit

PSD power spectral density

PSDU PHY service data unit

PSSS parallel sequence spread spectrum

RF radio frequency

RFD reduced-function device

RX receive or receiver

SD superframe duration

SER symbol error rate

8 TTAS.IE-802.15.4-2006—part1



SFD start—of-frame delimiter
SHR synchronization header

SIFS short interframe spacing
SIR signal-to—interference ratio
SNR sygnal-to—noise ratio

SO superframe order

SPDU SSCS protocol data units
SRD short-range device

SSCS service—specific convergence sublayer
SUT system under test

TRX transceiver

TX transmit or transmitter

WLAN wireless local area network

WPAN wireless personal area network

TTAS.IE-802.15.4-2006—part1



5. Jls#3 &gt

5.1 A2 (Introduction)

LR-WPANZ Histel 80 ¥2 Ml 270 H¥=2%l= 2
HUlE S4 UWESKAOICH LR-WPAN2 AXIJF €1 Algld A= O =
= MUlg, el HEYst ieel 9= AL JALHA FANE=It 2HHolL Z2ES
HAGHH N3 = ULt

R-WPAN= LISl €2 S8 ==

— IHX Z& (ED)
— Yd3AZFE FAIDI(LQN
— 2450 MHzBHEQSl 16 THE, 915 MHz BHESl 10 THE, 868 MHz BHESl 1 ML

LR-WPANOI= FFD2 RFD2 5 JtAl EHSl CIHFOIADE RUCH FFD= PAN ZC
ZOUIOIH =2 CHtoIAZ A S&0| Jtsottt. RFDIF 2% FFD2 S4I101 Jisst 83, FFD=
A

=
[S)
m
i
H>

RFD =2 & [E FFDYT SdEs & #= RUCL RFD= B2 22 O0IH &&E01 22 QUL
steHOl otltel FFDRt ¢ZEHes s AKX L= Hd dA2E €2 0= H=g =0l
|

i

clAAQ HZ2e S At

0p0
ol
rr
Igd

o Hg" & ULk

5.2 |IEEE 802.15.4 WPAN2| 24 224 (Components of the IEEE 802.15.4 WPAN)

Ol E=0t= SHAII= AABE2 0l JHN Fda2 0F0AC JtE 2201 Hes A=
ClHtOIA012 O CIHt0lA= RFD L= FFDIE &0 22 =2 MHE0AM Sdlotl U= otLte
POS ¢t 20 =2 1 0l&tel ClIHt0IAS0l WPANS 48ttt WPANOGIA PAN ZCIUIOIEHZ A
S&ote FFD= ZlA8h 100 Ole EZ &/ 010k Sl

IEEE 802.15.4 U ERTD= HIE UERZD AHBICIXII WPAN2Z FH2l= POSE €= = UKL
WPAN H& #2322 ¢

dut 5S40l CHoILH=i ot = = =
HMOA= &Mootk g0l ZXE0IL Zete] 2 Bale s 2l Sd gEe &
3 Z0Eelse ZUE IJtM2Ch 0

=
o280l &0l =X

kJ
e
o
>
Qﬂ
P}
0
n
X
=2
HO
=2
N
0l
I
tn
3
[eS
o
P
2
Q
ro
0
X

3 UERIA E2Z2X (Network topologies)
28 Mo FPEAHN WMk IEEE 802.15.4 LR-WPAN2 & 10A B0l A &2 2AE
=

2XI( star topology) = SSHZE EZZXI( peer—to—peer topology)ctes 2JHK 9
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ZXN=2 SHEHCH A" EZEZX S42 Hd el CigtolAet PAN ZCIUIOIEe =2el=
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HWES X (Star network formation)
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Star Topelogy Peer-to-Peer Topology
l \F'AN
. h"'““*D Coordinator

@ Full Function Device
O Reduced Function Device
*=—* Communication Flow

-_"-‘1'-.N
Coordinator O

a8 1 - 2MEl sS HS ESZX UK

5.3.2 S HZE UIEX3 (Peer—to—peer network formation)
ss A EEZXN0UAN 222 CH0lAE 2HSA A ot A= CHE ClHolA L SeIS

zo O

AL

= RUCLH GE =0, & MWENAM Sdot= HM CIHOIAJE Zl= ClH0lAE  PAN
ZOUOIHZ XNFEED. I 049 UHERZ 2= s HE ESZXNZRH F4EHD
HERAS 40 E22X Mol Jtof & == ULk

HE St ES=2XC HZA 2dAH Ecl*x0F JCH 0 24y Ecdl UWERK3I=

o
ol

r

O

==2 ClBtolAJF FFDO SS HS UWERZS S88 F<0ICh. RFDE CHE CIHt0IAS0]
= A olEX Il MEol It Z F=20A leaf CIBIOIAZA 22AH Ecdl
(=

s2 ot OUE fdtola s OUE
M=etlt. 0Odel RCOUOoIEHE & Y otti=s S8 PAN ZCIUIOIE Dt
HIAZOE O @22 A& IHEsS A =0, PAN

WESAS SHZEC. 2= FFDE 2COUIOHEMN &
FOUIOIE S 182

Jdeflt olddet HiALIES2 0l BEEetel &2 2ol
PAN ZCOIUIOIEHOA UERZDS HZs 2F & == AT 0llf PAN ZCIUIOIEIL OIE
2Oot=01EH, e clAEN MZE CIBIOIAE child CIBIOIAZ A FIetCh 28 MSH
=otel COBlolAs 218 2lAEN parent2 A PAN ZCIUIOIEIE =Jtotd FII1HQl HlZ2
HMES AAGHH &0, O = OE =& CdolASE 0l TlBolAS HERIZ HEE = ULL
grof &cHel =2 CIBt0IADE PAN ZOUIOIENA UWERKDAZ H&2E == QU T8, THE parent

S =0 OEA PANOI AIEE LD OIZEA CIBIOIADE PANOI SHZE=JH0 O
XhAlet &2 7.5.2%2 7.5.30 A CHE 220ICH

ror
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SciAtyd Ecdl UERKZS JtE HxEd dtils g 22AH UERIOXNZ Oz 35
ScAHE Oilel g2 250 20 2 UWERZE 85 = UL € AMEU #Ee S8 &
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[EEE 802.15.42] REXes= HEFEUZS SEFol)|l /oA E e 25 gs2ez HOGHCH 0]
EES2 HS0lt 2l 229 HE2 HZ:oto s FEEZ2 MHAXNDN O =2 HES=
MNHIAE HEstCH. 222 0SI(Open systems Interconnection)2 7 HE s JI=2°2=2

BHXI <l RACHISO/IEC 7498-1:1994[B12] & X).

2 HE00 28H0UAs =2 HEE J2ot)| flot HS2t 8501 AISE L
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Upper Layers

8022 LLC

MCPS-SAP MLVE-SAP
MAC
] )
PO-SAP pyy NES®

Physical Medium <

NUTE—For MUPS-SAP, see /.1 for MLME-SAP, see 3.4}
for PD-SAP, zee 6.2; and for PLME-SAP, zee 5.4.1.

8 3 - LR-WPAN CltOIA 2 X

LR-WPAN ClHiOlA=E Y2 digel =28 Al

=2 A2 o

o
o
:>|-£
e
10
12
x

ot= MAC R2AHESC=z 2450 ACH 28 3
UM Ol 25801 SAXCZ HEHH AU 41301 54200 =S KHAIGHA £ & 240ICH
Jg 3 0ld 2ol A (upper layer)2 otLtel WESA &22 F&& =0, Ol
2 UESIAY X744, =&, Jdelld HAIX 223 S8HSS MSstch 1 Z1 0l
3 s 0utolAo o&E JlsE2 M3t 0lst &< HE 2 0l HEUHAM=
SYotXl £=Ct. IEEE 802.22 Et 1 =2I& &3 MO (LLC : Logical Link Contorl
Al Z2l&E SSCS(Service Specific Convergence Sublayer)E S5t0d MAC 2HZS0 HAHAE =
UCH LR-WPAN 22X &= 2HICIS ClHIOlA T= PC2H 22 2% ClutolASl XI&0l ZRst
CIHIOIAE AZoIH 2 E = RULCH

o
0z
n
xd
Ol
Mo

|_rn

rr
>
>
>
@
<

5.4.1 22l HS (Physical layer : PHY)

PHY= PHY OIOIE MBIA2H PLME-SAP(Physical layer management-service access point)E
H&ote PHY 22l MHIAE HMS8CH  PHY OI0IE AHIA= 22l R4 MHES PHY Z2E=Z2
CIOIE SR (PPDU)S &=412 JtsatAHl 8T PHY R#ZE2 620 JI&20 UL

PHY= IH2!Sl Sem=4l =0F Ol =402 2 435tet HI24s ED, €3 S& HAI(LQI : link
Quality Indication), Y & &, 8l X 'S (CCA : Clear Channel Assesment) S&& =Lt
fHd2 32 RHS HE = otLt0IA AFE6H OF SHCE.

rolI

— =& 868-868.6 MHz
— =0I: 902-928 MHz
— S AMIAH: 2400-2483.5 MHz
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M 27 20 et F2= Annex FE &X06HJ| Bt

5.4.2 MAC 23 E (MAC sublayer)

MAC 2HZ& MAC OI0IH MHIA2 MAC 2HZ &2l M MEIA HAIA ZIIE(MLME-
SAP)E HZdl= MAC el MHIAE NMS3&HCH MAC OI0IE MBIA= PHY OIOIE AMHIA *IZ2
MAC Z2&2 dlolEe =<I(MPDUs : MAC Protocol Data Units)2l &=412 JtsotH SHCE.

MAC B2HESZ2 dId 22, Mg WML, GTS 22l, Zde 52, ACK =4 dY, It
Ct. =8t OtLi2t MAC RAHES2 S0 Hgst 2o IXe s ¢

ZXl(hook)E MIBECE. MAC R2AHESE 7THOUAM XtAIGI JI=E 0 UL

EI-E|O| E X| 2
= | — o

10
T

5.5 Jl= JHR (Functional overview)
LR-WPANZ2| EtA J|Is0l st 2ttst et AHZHE

X, U0 &% 2E, Zdg
24, 382 &dE =2E M, 8= AdI0 et D&, 121 2 £

oMl CHEt M

- o

H

5.5.1 #I1H Ty X (Superframe structure)
LR-WPAN2 HF#IHEZH Y X2 RS2 JisotA ot F#HEZHE S Sele= ZCIUIOIE Ol 2oH A
A& HAHEYHYE HESRZ ZCIUIOIEIE &&dte Hi2401 2l of

=Ea &
AOIZE 2= 16012 &XR22 UHAONIUL #HIEd Y2 d9Hez 24N HEH B22
=0, "Hgdge F2, ZOUoHe MEs ZEz =020, "2 Zdigs 222
FHIH Y HEM =F0UA dEEZLD 2o ICOUO0IEIE FHIEdY2 AHES  JotXl
H=O® d22 852 0F0 XX s A0t /22 PANS AEot)| ot Zg=
ClHto 2 x PAN ZCIUIOIEI 2t SAIGHIE

£ Fdlote AOIO QEE Al=olOF
£ EC PAN
DZOUIOIE Rt S4lot)| ?Iot 2 WERAZ ClHtolA= CSMA-CAE 01E06t0 MHE 0l M AIABHOF

Q'I_
12
=
>
5
(@]
>
o)
(@]
o
35
—
D
35
—
o
35
>
(@]
(@]
D
w
w
-
D
=
o
=1

Frame Beacons

a) | CArdrcon |
| Access Peribd
time"
/Frame Beamns\
b) | Active Penod Inactive Period
T tme

PNA ZCOUIOIH= =HZdY LFE EF U
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0l248t Al2tZ2 GTSs(Guaranteed Time Slots)2tD SECt 0172
sS4l g ZERZ ol 225 AE = UEE stCh GTS= =
2HEHY 20 25 OS83EN Ct. 2& GTS9 A2t 2ol dIHE J|2HCFP

Contention—Free Period)0ll &2l UL

/ A \

|| Contention | Contention
Access Period Free Period

ot

o

O

time

18 5-GTSIt e #HEHY #*X

5.5.2 OIOIE ®& 22 (Data transfer model)
HIOIH &z A dl= 3JHK2JF =Malk=dl,

==

= X BMeE CUoIADL HI0OIHE &3E [

ZCIUIOIEOIA I CIOIHE d&ote o B ZAl2 CIBt0IADE OIOIHE &= [

DZCOUOIHZ2E OIOIEHE =4&lote LA0ICH OHX2Z M B 242 CIO0IHE 5= M

=S CIHI0IA AMOIOIA M&ot= ZAOILH ZAIE EZ2X = GIoIEIF 2CIUI0IE 2t CliHtolA
g o

==

>
=)
K |J
In

10

=

AOIOI A B WS D] 20 Q& S JtX2 A8 AIEEY = AN S5 HS ESZXN0UN=
HWERAI a2 e 2J4H2 ClHOlARtE GIOIE W&ol JIsot22 NI &4 252 AIEEY
= RUCH

HEAILUAM BlAH2 85 Jis 720 Ut 2 ASSA2 HHLISO0 2350, HIAAS
PANZ2 =J1&t2t PC F=EHEXI2 20l sS4 XA AI2ZH0l #2 CltolAS] UWERAINM ALS=Ch
gHor UIERZIL SIIstE ERE ofAl EHU XA A0l #E CIHt0IAE MB6tA #=C0hE
HME Al HIZAE AIEGHA 22 A0ICh U UWESRZS ZEgs fdHAM HI2101 Z 060

CIOIEl &0 MEEE Zell® *XxEs 7.20M JI=8tCt.

5.5.2.1 2CIUIOIEHZY CIOIE && (Data transfer to a coordinator)

HI2Z1AtE PANOGIA CIBtOIADE ZCOUIOIEHZSl HI0IH XS g M & UER3A B2
A2 2IoH HOIGHOF StCH. HIZ40l =4&1E M ClE0lAE =HEY Y R2xE S)|stotn HEst
AMEBO ClHl0lA= £=3% CSMA-CAE AE5t0 Z2CIUIOIEZ OIolIeH =2 HNSStCh
DOUIOIHE 2o S Ty U2 M5 S2ZA HO0IH =40 43&HASS LIl 0ledst

ANEA= 18 6 0l LEEUTH
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18 6 - BI2AIE PANGIA ZCIUIOIEZS S

HIZIHIAFE PANSl ZR0le ©=0cl H =X CSMA-CAE AtE0t0d ZCIUIOIEIZ CIOIEE
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Network

Coordinator Device

< Data

Acknowledgment =
(if requested)

18 7 - BIABIAIS PANOIA ZCIUIOIHZS SA

5.5.2.2 ZCIUIOIHZSEQ OI0IEl & (Data transfer from a coordinator)

ZOUOIHIE UWEHZA CIBOIAMA HOIHE M&EE [ B2 e =8 ZdE &£FSEtH

HEst WERZA CutolA= 2OUIOIEIE HAOA OIOIHE EWLA &tlhe HE ZXotH

HIOIE & MAIXIE CTAl 2EWHH ECH 2CIUIOIEE OIOIE =y =0 &0l HIAIX

et WIERKI3 CIHoIAN =2l HAIKNE 2BHEZM EHMEQN BZ
2

1 8 0l LEIACH

IJ
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[
=)
o
o
>
i
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Network

Coordinator Device

Beacon

" Data Request

Acknowledgment "

Data

[

P Acknowledgment

8 8- HIZAAIE PANOGIA ZCIUIOIHZRH S S

ZCOUIOIH= UWERZ CBIOIANA OoleH &&= 2+ M2 Iz UERA
ClBOIADE GIOIE 2= HIAIXIE 2% HItAl CIOIHE 22ot) UCH ZCOUIOIEHZRH S =0l
BIAIXl= UWERZ CIBI0IAJE OIOIHE 2 HeXNE Jieldle 28 EEge 0l 32

21 HIAIXL Of

5 ZHI2 OI0IE{JF MEEIC)
HOIE ZyY ay¥S HE0

SHOIBHIID EHmA

Network

Coordinator Fleiifia

» Data Request

Acknowledgment

o

Data .

_ Acknowledgment

18 9 - HIZBIAtE PANOIA ZCIUIOIEHZRE S S

5.5.2.3 S5 A& UI0OIH &3 (Peer-to—peer data transfers)

s A= PANUA Z2E OHI0lA= CHE ClHolA LSl E4l

OHOIIM RUOI0F StCH Olefst €2 H=2 g™z o)
=i}

Pl F& HERAZS g

ot S&ls Jote UBiolA=s TE

(@] S
M=o Z2UGI0 M52 AL SJI1sE 6o & 210I1CH MXQ B2, CHiolAsE ©=36|
SEE A 22 CSMA-CAE AtSdlH OOIHE &3E = 1D =X 2= I8 obJl
ot &£ CHE 2" 0| 2 R6HCH oFXIBF Ol2fst g2 0|H EZFCHo| HPE Y LHCY.
5.5.3 TY X (Frame structure)

5 3

e FEE E2 A2 =012 HEWA 8E5 Al SE8 HeUEE s BRL =&
CE OXIZACH 220 HAENol T2ES HEW HSAE old ¥ ZH 2Dt

s ul JHX 2y P22 o=

4
S
rn
o
[
D
=
S
>
=
rno
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- g EyY
- HOoE Zag
- ol myy

- MAC command =&

Ul X EEiel Zele 2= 553128 55340 JI=HAL. Oz g2 82
ZZEZ2 2 AS0 oA FIt=l 2=E ZHEH.

5.5.3.1 HIZ Zd (Beacon frame)
Jg 10 8 MAC RAHSE UERE=Z2H A&EZ= A Zg4 e 2XE

= g 20&0. 20Ulold=
HIZAFE PANOIA UWIERZ BlZE d5E = UCL MAC HOIZ== +=HZH S MFAE,
GTS ZE, 0IZE = ZE, Dol "I HOoZREE EESH7.2.2.1 EX). MAC HOIZE

o MHR(MAC header)Jt 20 X111, S0l MFR(MAC footer)ot 20 &Lt MHR= MAC
MO 2E, Hid AIZEA HS(BSN), =4 K& ZE Dol deFez BX 2ot fldE

HO

HL

cll

I

|H
0o

Hl
ol
ron

FCF. MFR2 16bit FCS(Frame Check Sequence)E& ZE&HstCt. MHR, MAC HIOI2E&, 02|12
MAC HIZ Zdeds 486t

<

FR

ro
]
o

0,56 100r

Octets: 2 1 4or 10 14 2 k m n 2
MAC Frame Seguence Addressing ARITETY Superframe GTS
sublayer | Conrol Mumnier Fields Sy | Specification | Fields _
! MHR MAC Payload MFR |
i
Octats: (it o 1 7+t 24) +k+m+n

PHY pPreamioie | statorFrame |Frame Langin |
layer Sequence Dl Resened
| SHR PHR FHY Payload

| (seeclause @)+ 8+ (d w24+ k+m+n
8 10 - "2 Zdigd PHY Wale JHE &

MAC HIZ2d Z e PHY HOIZEDt &= PSDU(PHY service data unit)2 M PHYJF &0 PHY
HOIZEE= & 220 AMEAL Z2|HdZ=(preamble)dt SFD(Start-of-Frame Delimiter) ZES
Ze6te 3013 GlH(SHR @ Synchronization Header)2t S&2] PSDUSl 20lE E&6t= PHY
: PHY Header)?t €0 &ICH SHR, PHR, 2l PHY HIOIZEE= PHY HIZH TS

=l

o
o @
o3
O I

y)

5.5.3.2 OIOIH Ty (Data frame)
J8 112 &9 HSC=22H AlIAE= HO0leH ZHeo 2

FA
un
H
2
M4
a
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Octets: 2 1 4to2n &5 ?:1” il H 2
Frame Addressing | Auiiary
MAC =
sublayer Control | Mumber Figlds Secunty
MHR MAC Paylead MFRE
pu]
Delet i;ﬁ;ﬂg&:ﬁqt 1 E+idto34)+n |

PHY 2reamole | Star of Frame Frame
layer Sequance Delimizzr | [ Resenven
H SHR PHR FHY Payload i

[seeclause )+ G+ (40 34)+n |

a8 11 - Oole =g PHY T2le HE X

=0l T2 MSDU(MAC service data unit)2 &8sttt MAC

HOI2&EE= 2220 MHR=Z2 201 S0l MFR=2 &OtstCh, MHR2 Zdlg =X ZZ, {0l

AZEA BS(DSN), =4 K& ZHE 12l MdE8No=z2 BX 2ot glHE Z&olH, MFR2
o

16HIE FCSZ ?AECH MHR, MAC HIOIZE, 2l MFR2 MAC OI0OIH =y s 46t

HOIH HOIZE= MAC =2

=

PSDUZ A PHYDJF &1, PHY HOIZEE 2R=0 AIE2A A2
=S89 PHY HIOIZZ=Sl Z0IE€ =E&ote PHROI &G &IC
=ADI0AH &2 SIISHE O0IFI| E0I6tEF 8L SHR, PHR,

i2lE g dstlt.

0I2EDt &
fotl= SHR
M=+ OI0oIE SFD

1 PHY HIOIZEE PHY

N

rr

MPDUS PHY H
FO =
|2 A9]

e

H
ol

]

rr

[92)

c=
—=

>_

=i

5.5.3.3 ACK =&l (Acknowledgment frame)

g 122 MAC RAHZE UWRZREH AMEEe= ol "o 28 BHEC MAC &l
g2 MHRYM MFRe=Z 4% MHR2 MAC =g MO ZE2H DSN& LZestht,
MFRZ 16HIE FCSZ &% MHRIH MFREZ MAC &9l Zdes g&stit.

MPDU= PHY HIOIZEDt &= PSDUEA PHYJF &3 PHY HIOIZE
SFD ZEZ X &steE SHRD =2&19 PHY HIOIZESl 20|12 Z& st

PHR, el PHY HIOIZE= PHY M2'= & StCH

Octets: 2 1 2
MALC Frame [Sequence Fcs
sublayer Control | Number
MHR MFR |
!
Octets: 17 dependent 1k 5 ;
1

(see clause §)

Start of Framz
PHY Preamble
Frame Length !
layer  |S=auence] pejimiter | Reserved
SHR PHR PHY Payload i

(zee clause B) + B |
1

J8 12 - ACK =g PHY IHA S HE X

5.5.3.4 MAC ¥& Zg2 (MAC command frame)

18 132 MAC 2HZE WREZ22H AIEE= MAC 88 T2 E 20 ECH MAC HOIZE=
9y 28 ZE ¥Y HOIZEE EESHH7.224 EX). MAC HOIZEE 2220 MHROI
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20/ #H0l MFRS E=Rsettt. MHR2 MAC Zdigl MO 2%, DSN, =2 X& 2&, 12l
A X

HdEIRoz 22X 2ot GIHE ZEgsttt. MFRE2 16HIE FCSZ 4 &E 1 MHR, MAC HIOIZE,
Jcld MFR2 MAC 2d Zelgs gdettt

Oclets: 2 1 4to20 Q5 Ej.41ll oy ! 5
MALC Frame |Sequ Addressing iy = ommand) mm o
sublayer Confrel | Number Figlds ; Type :
| MHR MAC Payioad MFR |
¥ o o ]
Octets: " GEoreeH 1 6 + (410 34) + n |
PHY Preamble | S@EMCT | Frame
Fr Length /
layer [ ouece | e | Restves PSDU
5HR PHR PHY Payload

(zee clause B)+ T+ (4to3d) +n

J8 13- MAC E&E =gl PHY A HEX

MPDUE= PHY HIOIZ2EJt &= PSDUZAM PHYZ &30 PHY HOIZEE 2ARE0 AIFA A2
SFD 2E=E8 X 8ot= SHRI SE2 PHY HOIZES Z0IE EE
A

M2 =4D10H &2 SJ18E 01FJ] E0/ot== ot SHR, PHR, 2l PHY HOIZE=
==

£l

o
ol
rr
-
I
D
o
M
e
[w]
=
el
>

55.4 438 ®E =& IS (Improving probability of successful delivery)

IEEE 802.15.4 LR-WPAN2 OIOIE &&9 43 &8s =0[J] Ao Ctst HHLISS At
Olddst HAHLIZE2=Z= CSMA-CA HIAULIZES, Zde =, 2ld Oole 301 Al
5541018 5.5.4.30tK 2t&otH & F St

o

Ct.
O

=
S
=
S

mn

5.5.4.1 CSMA-CA MIHUIE (CSMA-CA mechanism)

IEEE 802.15.4 LR-WPANZ UIERZS 240l E F IJtX2 HE HAHA BIALISSE AEStC.

HIZIHBIALE PANOIA= SXE A Z2 CSMA-CA Mg HANA HAHLISS ArEsHTHT.5.

O Al2t CIBHOIA= OIOIE Z&0lLh MAC Eds dM&oH0F ot=0l, OX2

JICted 02t StCH e @D (backof) & ME ME0l EXE 7S =elstHE ClHHOl

CIOIEIE &&8HCH el g Heos [HE ME0l AZELD Y= S0/t COBolA= 1

ez OAl HHAE Aol &0l OE &8 FJ| st JICeltt. &2l ZZ=2 CSMA-CA

HIHLIEZS ASotXl 10 dEetth

HIZAALE PANOIA=E =X CSMA-CA THE HAMA BIHLISS AEctl #HeX =X2 HlA

HEA HEEDO oLl PANOIA RE CIHI0IALSl 8T =2 PAN ZCIUWIOIHZ EEECLL

O Al2b ClHtOlAE=E CAPSCH OIOIE ZelsS d&ot=0l, Ol O3 #HeZ =X2 A
=

SIXIHOF oftD HWeIE =X oo =ANE JICte{0F StCt. 2oy eig #eus ME IOl
AMEED e =0letH ClHolAE 1O MHE=Z ChAl HAIAE AISEH &0l OE g =D
Set JIGE AOICH U HE0l MDAl 1 JACE CutolA= O G382 A2 Jtsgt
WeTm =T AWM EES AFEE = UL =l 2 A Zd P2 CSMA-CA HIAALISS
AESHA &0 8L EtC.
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5.5.4.2 Ty Y ACK (Frame acknowledgment)

o = S W 3l Lo ool R BK O X R oA S TS WS UE M
5l 3 0 5 W S % 7l B m B s J o R J T MR o5 R A R B
410 " KJ w_._mz ~ S5 9 L] " @ " Mu._ M.mv o3 00 x_l. o __%V 5l & o o R O " I+
X o R 2 Mg o ) ool gy MR g <D oWz M
s = S _ = 5 ¢ oy ol s M @ o K0 @ S~ _ -l 0o s —
ol 5 2o T = = M A X O I ar o Ar K W0 S % s B o 2
= 8 g X s 3 RY%®w S ®asss O ofp o, Moot O gl O
H - [ R c S o = o = o8 ol {0 g <k = % I
I ﬁawﬁ 2 3 = = O Tw T x T m B B T
a2 157 £ & oW AR oW M XKW g O Ry Say o
a5 Kz X S e s M TR . I P I T2 S I
o S = o L N B o = 22— O O3 &5 = ol K4 <l
= 0 © O - A= 8 ® S & o = = ol - om = 10 <0
e Ewoyxs ° 30 W o e o5 o od o R ww D o=s 4 TR
o 6w B D =9 MM - s oWy R to A KO 5 5 Ko
ol o = 4w N mECR S R T R m P K bW
o0 W RO T O Wy s oW g 2R T oF Fa D R oom Mo <
_ g o K g x - o0z m AR -T2 . om™ I = 8 S W0 w - <
= 0 —_ N ~ O _|I ) _|I i . p— |_ " S - (mm) = =._
ol T DKo 2 = RO o @ S 2w I T o W Bz s 2 o &
= = = — 0O — = 110
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— Request: 0| Z2|0lEIBE &&ot (
QLA ol EHF= 210IC.

— Indication: 0l EZZ2I0IEIE= WS OIMIEES LIEHWIl <ISHH AHEIA HSUHAM AIEX
HECZ MLECL 0 OHIEE 23 NUIA SEN =2|FHoZ HaE =5 UD HHIA HES
LIS OIMIEN Clol S2E =% UCH

— Response: 0] Z2|0IEIE= O0IM0l indicate Z2I0IEIE0 2ldl AIEE ZZ2AIHE 2= 6H)]
fIoh AR HSHM AMEIA HS2=2 AL

— Confirm: 0l Zcl0IEIE= 0l™2l AHIA request Z2E MEotI| |IotH AUIA HSHA

MEX HE2=2 AL
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