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Preface

1 Purpose

This standard defines the need and requirements of a blockchain—based FIDO
universal authentication framework. The blockchain—-based FIDO universal
authentication framework is a system in which all services connected to the
blockchain can securely share and use the user's FIDO credentials between
different domains without an authorized third party. In addition, the user can
receive the FIDO authentication service anytime and anywhere without additional

FIDO registration procedure once the FIDO registration procedure is performed.

2 Summary

This standard defines the need and requirements for a blockchain—based FIDO
universal authentication framework and describes the ID-Mapping method in
which all nodes connected by a blockchain can securely share the user's FIDO
credentials. In addition, this standard describes the methods of blockchain—based

FIDO authentication services using the shared FIDO credentials.

3 Relationship to Reference Standards

None

ii TTAX.XX.Xxxx/R1
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3.3 HIELCIOIH BAA

FIDO ISEXI0 et &= XMl &a, AASA 25 &4, ¥3I| 25 & iHE ¢

3.4 Same Origin Policy (S & X&) [
st EX(Origin)0llAl 2EE 2ALE AJEEED 2 & AN ASEHZ6HK 206t
|25t 0|10, Ed= URLOIA AZi(scheme), SAE(host), ZE(port) 2 &

ojet 2

H1
Ju
>

3.5 3el®4& (Credentila) [TTAK.KO-12.0292]
A

MBOILE A2 2 F=&86tHANH SHE M=E OO HE0IH, 2 EZ0ANMsE AIEXE
FIDO ISAdEE 20|
3.6 EZXI2! (Blockchain) [4]

=229 28 Hdl 22 222 = HZGIH P2P UESRZA 24 S#3UHM =& 2t
MO Ot O AFS2 JHel CIXIE &H|0 SALMEBAA 2SS 2 2Helote Jl=

3.7 ADIE HEHE(Smart Contract) [5]
SEE2MCINA HeHe L XAHS SHEAID|H AN 2H0l I=E22 Heldt MBS

4 0]

AAGUID Authenticator attestation GUID

UAF Universal Authentication Framework
U2F Universal 2nd Factor authentication
RPID Relying Party ID

SOP Same Origin Policy
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[1] FIDO Alliance, “What is FIDO?”, https://fidoalliance.org/about/what-is—fido/

[2] FIDO Alliance, “FIDO Metadata Statements”, https://fidoalliance.org/specs/fido-
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[3] MDS web docs, “Same-origin—policy”, https://developer.mozilla.org/en—
US/docs/Web/Security/Same-origin_policy
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