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Preface

1 Purpose

Random number generators are used in numerous cryptographic applications to
generate random values for various purposes. The standard provides a mechanism
for the generation of a random value using a secure hash function.

2 Summary

The standard provides a functional model for a deterministic random bit
generator(DRBG) based on DRBG mechanism, and discusses the major
components of the DRBG mechanism. In addition, the standard specifies the
functions of the DRBG mechanism Hash_DRBG using a generic cryptographic hash
function.

3 Relationship to Reference Standards

The standard conforms to the specifications of the Hash_DRBG in NIST SP
800-90A.
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NIST SP 800-90A (2015), Recommendation for Random Number Generation Using
Deterministic Random Bit Generators (Revision 1).

(72 (Functional Model of a DRBG)1t 8&(DRBG Mechanism Concepts and General
Requirements)llAl DRBG =2REE2 Mgz Q0IEoIA20, 9&E(DRBG Mechanism
Functions)2t 10&(DRBG Algorithm Specifications)lA Hash_DRBG =722t &E5H0

ol2st)

3 80 &9
3.1 BEE2XN 212|E5(deterministic algorithm)
Sast A0 ol M &4 S2st =25 MMole S48 IR L0es

AFZ2N U4 2tMI[(DRBG, Deterministic Random Bit Generator)
A HS28 e SHEZ2H &S =26 AEZINE A= MNE 20t

=
IHALIS0 HEotH H=+E ddote X L= Z1ds

3.3 ZJEX UL <M HIHLIZS(DRBG mechanism)

DRBGSo| QIAEA MM L= MM 2|0 SMNE WHEN EHRES &4+5 Hosh
ODRBG ##4d 24

3.4 MY¥s 2X<(personalization string)

OIAEA MM StH4+HANH NEE MAE [ AI2E = 2dEOZ DRBG AUAEAQICE M2
CIE MEE MHGIES o) /g 244

3.5 tt&=(random number)
LISA SLst 152 ME JIs6tH OIS =Jls4 (unpredictability)S JHXl= gt

3.6 WS AEi(internal state)

DRBG =21 2ast 3202 FEgioz =& AMEH(3.8E &X)9 22 dE2 24
3.7 =A(nonce)
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3.8 =2 AEi(working state)

DRBG HIHLISO 2ol &+ dd0l AISEH=E WS &2 4 242, Us H=+ 44
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3.9 HIZAZA U ZMI|I(NRBG, Non—-deterministic Random Bit Generator)
OFNAEE HEZI AAQ MEHW 2Ects L €M X L= 2025

3.10 M E(seed)
DRBG HIAHLIES Eo=z A

0o
M
Q
P
N
Om
Ja
0z
i
U
iy
02
Ql
i
o
Im
12

3.11 ME -;C-’ri [2H(seedlife)
DRBG UIAEHAZE XI|glet & CUE NEZ MEIISSHIINA Al2E F2H

3.12 AE=ZIl(entropy)
QIOIEDt JIXleE JE2AZ2 £2X=2 UEIWH 21, 2ZE A Z(disorder)
(randomness)e =& J|=

1A
rr
in
4
0x

3.13 HE=ZI =& (entropy input)
HEZIE JIXesE HOIEHZ QIAEA MM &4 U 2INE EX0AH MEW HEZIS
=Ite [ A2

3.14 QAEZI AA(entropy source)

EXN BtAIQ Mt ZEREHL MelEol et HERIE Zeols HEZEE MHde =
Ue AMAE M QA AR FE= OIHE, UBIMOZ HSA(3.178 X)), HS0l
AN EEE HOIEHE EAsH)| K &=, delld HEH ANlgez 24

3.15 0= WA (prediction resistance)

22T EA AIES e ME HBEE 012610 0|52 &S HEE 2= &= 6f
= A3

38.16 OMI==JIs4 (unpredictability)

Lt BHMD|0] EES HESHH HSE £ JAs EE0| QHGHH Y= AW He X
010} gl &2

3.17 & S&(noise source)

NEZI| AANA MAHEZ=E HEZO 2&AAM(uncertainty)S 2&8 4 Us HIZAEA
(non—deterministic)! AMEZ 1| Hl?'s HIZE LEdt=s MERLD AAQ SHAl 1N QA

3.18 DI Y= (additional input)
2IMNE EL20HM MEN HNERIIE F=II5IHLE MA &20AM LR ABN HEZIE

Z=Jtotd| ol A== &H
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3.19 oAl

gl 2012 o
gs giels
- (94 MErd)
- (B8 H&d)

3.20 DRBG =&

II-I

—/

DRBGE

[EX(3.1,

KS X ISO/IEC 18031.

SHANA

&t2~(hash function)

=2 ox
= =2 o

PN 21012

e <2

o A

0N

Z Ml (consuming application)

fHP =5 ddotdd, 01 A

3.2, 3.9~3.12, 3.14, 3.19)]

d20|= - E|= - Hagd],

2013

[&£X(3.3~3.8, 3.13, 3.15, 3.16, 3.18, 3.20)]
NIST SP 800-90A, Recommendation for Random Number Generation Using Deterministic

Random Bit Generators (Revision 1),

[EX(3.17)]

2015

S IOt 4385 IJHKe=
Eh=
2= 2101 A&

NIST SP 800-90B, Recommendation for the Entropy Sources Used for Random Bit
Generation, 2018

4 o

FIPS Federal Information Processing Standard

FIPS PUB FIPS Publication

NIST National Institute of Standards and Technology

SHA Secure Hash Algorithm

SP Special Publication

5 DRBG HAHUESEY Jls &

5.1 MR

= Z0 A= DRBG HAHLIS =2 A4 R4AE AOHotL], DRBG OHIZALISSl orE st
22 flil 7= 2 F4 A0 Ag=s Hllet. HAY DRBG HAHLISS & ot
HES TAlotH (O 5-1)10F 2L,
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DRBG OIHLIBES ZR4Adole =2 2= QAAEHA MA(instantiate) &%=, M4
(generate) &=, 2lM ES(reseeding) &=, el CIAEA A H(uninstantiate) &4t
UCH CIAEA MM &t =(instantiate function)= &8t AEZIE JiXle AEZT ¢
A0 2RIt HOIHE 018304 DRBG =gt s=2ltsd2 EXote MEE MAS
Ch. Jdell MHE MEE 0/=25t0 DRBG HIALIBS =2 ZF olo HE S& 24
S Z3d¥ol =3 MAN 2E AM=2DHesE WE AEi(internal state)E =38t M A
&t+=(generate function)= A& & WE AEHE 0/8ot0 @7E 2012 &gt MYl
0, U3 =gt 42 /ol e AHEE HASCH 2IME &=2(reseeding function)=
LI &AEi2 M22 HEZI ¢, 02l 2t HO0IHE 0I85t0 ME2 NEE M4
ot, MAE MWEEZE 0/80t0 WE AEHE M=IISsStCh oAEHA AH &2
(uninstantiate function)= UAEHA MM S#XZLH MHZN 22D U= WS AEH
E HMAIH SHE DRBG HIHLIS QUAEAI O Olah AIRE £ T = &L,

5.2 EZI F =2

5.2.1 AE=ZTl S (entropy input)

HEZI LSS DRBG CtMAN R&dt= MNEZIE Iille JI2 NE 44 24
(seed material)0ICt. HEZI LS HNEZI AA E£= M2 DRBGU NRBGZHH
StEE & QUCH HEZIO YW 0|E 0/=25t0d MH8H ME= DRBG 2AZ20 =E=X
U= HILZ2 2200 5t0, Ol= DRBG ot& Aol 22H0] =LY,

HEZI LS LI| ol HNEZT A2AE MESteE &2, <H 5-1>1 22 &3S
orgg = UL
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In =
<H 6-1>° 8= =8&Hh

<H 6-1> SHA-2 JIg} Hash_DRBG =2 Iet0le && o (Z0l &2l: HE)

SHA-224, SHA-256,

SHA-512/224 | SHA-512/256 | O+ 004 | SHAZSTZ

NS Obsst AFY S5

(supported security strengths) 112,128,192 112,128,192, 256
highest_supported_security_strength 224 256 384 512

£ 25 20l (outlen) 224 256 384 512
QIAEA MA/RINE HHUHAM 2F

G xA dlE2T) security_strength

dE=ZDl 238 xA 20| .

(min_length) security_strength

AE=ZD 284 =0 20 035

(rmax_length)

WE 20l (seedlen) 440 888

HE s 22X =M 38 20l 035
(max_personalization_string_length)

FOF &= 20 ol 20l 535
(max_additional_input_length)

= 20 &2 20l 519
(max_no_of_bits_per_request)

NEZE S8 M S 048

(reseed._interval)

Hash_DRBG QIAEA MA HHUHAM DRBG 2& FiMe= oYy IAEAIN JEHOF & et
HdE =>=2 Lt0IE (security_strength)= 2&3dt10, 0|0 S5t IAHA MM &
= USEE UMY >E(security_strength)Ul 2&6t= 2712 NEZIE EESHCHEY
nels 2 &#FX). Metd £3 Hash_DRBG QUAEHADL X &ote &AM NH2
Hash_DRBG #& 201 E&dt= = AN E ==F(highest_supported_security_strength)
LHOIAM QIAEA MM g0 HMI&=s HEZ2L A0 2o Z2EECEH MHE =0 =
256 HIE otdAd=S XFEY = U=s Hash_DRBGE AtEotHetE, 1AHA MA nE
M M3&e=s NE M4 A9 MM AMNEZL IJJF 128HIEL B Y Hash_DRBG
QIAEHAOl Ot H 2 128 HIEOICH

Hash_DRBG =32t otdd2 oY DRBG AAHAOl otMMAY =g 20| = &2
& ZHEL Hash_DRBG 228 =iz ME == RE Al iy =238 o84 =
Z2 NMAISHCHZ DelE 4 &X). 0l Hash_DRBG CIAEHAS| OtMA £=FZ2 HO LI
He 8 WY o9 otdd =5 R+E = ULH, Olgdst £240| m=dt 32 M
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[ x ] xeb EHL 2 e H2 5. x

leftmost(V, a) Vo oH 2Z g H|E

1o
I
o

len(a) 22X a9l HIE 20|

X mod n ML xoF A2 nC0o)dl ot x2 n@2 U= LKA y=x mod n
0l y= UI3S2 2HE{Gle 828 8
-0<y<n

Hash_DRBGS2 =& &=+=E FME2=Z Jli=obl0l A, HH AAHA MHd 42 2
n = Ct

WNE &2 NE &4

10
H
oot
1>
o
@
=
)
=
-]
=
D
Q
o
3
i
=
fon

6.2 ST & <(derivation function)

el& 1 2% &= Hash_df(-, -)

&)
e HIEZG jnput_string, B4 no_of bits
=

C HIESE requested bits

10 temp < Mul/

2. len < [no_of_bits/outlen]

3: for i =1 to len do

4: temo < temol| Hash(i | no_of_bits| inout_string)

5: end do

6: requested bits < leftmost(temo, no_of_bits)

7. return requested bits
S& &= Hash_dfe 8HIE 0O|Xg2Z HILH= IISHA == el HIE 20|
(no_of_bits), el LEL2 HIEL (/nput_string)s HAEGED I8 GHAl &4 Hashoil
a&ot0d Rote 2O0l(no_of bits)el &g =L HIINAM S HIE 20

2t no_of bits= 255xoutlen BCH &MLt
OF Stk K= &= Hash_dfel & WAS TAlotH (O 6-1)1F &2CF.
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input string
0x01 ng_of bifs input_siring 0x02 no_of bits input_string 0x03 no.of bits input_sifring
() 4 {variablel (4 [wariable) 14) {variablel

‘ requested bits

(018 6-1) Hash_DRBGSl 2% &tz Hash_df
6.3 QIAEA MM 8(instantiate function)
Hash_DRBG2| QIAEA MM &4 Instantiate_Hash DRBG= HE=ZI &, =A, M
23 ZMNEZERH MEE MAsH], 0| MEE 0ot UWR & H% ZJ|3etCt.

N\

H 6-3> QAEA Md g2 4 Hetild

tetol e 20|

- MH5t= DRBG QUAEHAL OtMH =F

requested_strength - DRBG & Z20|

S (DRBG 22 M OIX ER)
- DRBG QAEHAS HE WH B R
prediction_resistance_flag | - DRBG &8 =01 W= WS & 6L Otd JIsE A
SotAl &= ZR0l= M Jts
personalization_string - g3 2XNE(2E 5.4.1 EX)

esistance_flag= DRBG & FXJI oY DRBG QIAEHA
stXl 02 E &3s EAlXH(indicator)OICt Ol=
L2AZ2H MZ(fresh) HEZI 4 &S
|BotX 2=(ME22 AEZT

SiCt. Odedlt DRBG &
= U4 JIs XN& Jts
SHCY.

S
f
H0
0t0
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OIAEA MM &9 AXHC S& WAl 2028 22 &0
2els 2 AAEA MM &4 |nstantiate_Hash_DRBG( -, -, +)
e M requested_strength, 8= prediction_resistance_flag,

{BIEE personalization_string}
£ HIEZ status, B= state_handle

10 if (requested_strength > highest_supported security_strength) then

2: return (ERROR_FLAG, Invalid) // ex. ( “Invalid requested security_strength’ , 1)
3: end if
4: if ((prediction_resistance_flag is set) AND
(prediction resistance is not supported) then
5: return (ERROR_FLAG, Invalid)
6: end if
7. if (len(personalization_string) > max_personalization_string_length) then
8: return (ERROR_FLAG, Invalid) // ex. ( “Personalization_string too long” , -1)
9: end if

10 if (requested_strength < 112) then

11: security_strength < 112

121 else if (requested strength < 128) then
13: security_strength < 128

14: else if (requested strength < 192) then

15: security_strength < 192
16: else

17: security_strength < 256
18: end if

19t (status, entropy_input) < Get_entropy(min_entrooy, min_len, max_len, request)
/] min_len = min_length, max_len = max_length, request = prediction_resistance_request

20: if (status # SUCCESS) then

21: return (status, Invalid)

22: end if

23: obtain a nonce and check its acceptability

24:  seed_material < entropy._input| noncel personalization_string
25:  seed < Hash_df (seed material, seedlen)

26: (status, state_handl/e) < Find_state_space()

27: if (status + SUCCESS) then

15 TTAK.KO-12.0190-Part1



)]
i
o
P
i
>
I
i
m
i
I
i

28: return (status, Invalid)
29: end if

30: state(state_handle).V «— seed
31:  state(state_handle).C < Hash_df ((0x00| V), seed/en)

security_strength < security_strength

( ).
( ).
32:  state(state_handle).reseed counter < 1
33:  state(state_handle).
( ).

34: state(state_handle).prediction_resistance_flag < prediction_resistance_flag

35: return (SUCCESS, state hand/e)

CIAEA MM B0 N2 UES 4HEH OsSn 20

=4 Zol (&A1 - A 9)
| Of =& (security_strength) 28 (S3H 10 — &A1
- DRBG ClAEAQSl OtMAM  ZF(security_strength)dl 2&6t= HE=ZI A
(entropy_input) & (HAH 19 — SHH 22)
- (HRAl) =A(nonce) &2 (A 23)
- WNE MY 2 xI| LR MEH Z2F (SHH 24 - SHH 34)
A £ MEE 2eldtdl /I8 HS(state_handle) BHEt (SH3H 35)

S M8 Y EI S A ZRDI(SH 24 - SH 342 SAIGHE (1Y 6-2)

AlE M RA(seed material)

dEzT 3 el N5 244

0x00 4

Hash_df

l

c

(08 6-2) AAEA MY &0 NE MED W & (1, C) =I18

UNES 29 SH 190 = NEZI AAZRLEH MNEZL A= (entropy_input)S &2
of Iol &% Get_entropyS AIZSHCE. OII0A HEZI AA= 2 DRBGLE
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b, max_length 0O|2H0| 10,

NRBGE Z&stlt. &= Get_entropye= ZO0IJt min_length O & &

min_entropy Ol&t2 HAEZINIE Jikl= HIEZEZS HNEZN LHo=z BtatstCh. O
min_length= min_entropy Ol&2= HA&E Ot otH, &€= Li2t0IEe = G2 &8 I}
ctOIE QS & ZHZRH A &= Jtstt 3= dsg = U, 0 EE0HM=
gf= Get_entropyl A 20l oAM= CH=F X &E=Ct.

2elE 29 HIH 260lA= ODIALE LR HEHE &J| ?Ioi &= Find_state_spaceE At
E&8tCt. &= Find_state_space= S & ZUE = L£= AtE Jtsst OIALE WIS &HEH
b 888 Y2le status S BHEHEHCH. 2l 832 22 WS A BHZ0A Dt
ol S =(state_handle)0l 20| BtetElD, 2T HAIXIE Btetote 22 SR &EIDH =D
SIEIX RE O Met 2RE 1S (state_handle)0l BretE L

DRBG 28 =Mt U= WEsS 2EE= & E(prediction_resistance_flag=1)8t 3=,
MHT= DRBG UAEHAE= S UWAHS AMAl 2&06I0F SHCH 02 <ol Wel0le 78
& ZES(HA 4 - S 6) UEUHA DRBG R&E0l IS WY JlssS X3S %= &
P, 76t AAHA MHH AINSHES StCH. DRBG #&0| 0E &S Z2&dHI| <ok
Ne HdEZI AAZRH & MZ2(fresh) NEZI LSS &2 = AN OF StCH
0|2 <ol DRBG CIAEAC| Get_entropy &= HNEZI AALE NRBGH JIEHGHAl &1
S&ol= DRBGE HEZI AAZ AEdtle A2 AKX £=C0. 0= =
Get_entropyll 2= WetOIEH Q! prediction_resistance_request 2l S0 WHECLC
OIAEA MM &It prediction_resistance_flag UtctOIEHE UEO=Z B 2= BLR
(DRBG 2& FH<2 AIEXIt DRBG 820l 0I5 A2 g4 Z2ESGHILE ot0l JIs
£ HME6HA &&= 212 oXst ER), L12S 204 23 melileH fad 25 UHE
(EHH 4 — S 6)3F LI A 23 HE (A 34)2 M6t el HEZD dHS
255l WE(HH 19)0A Get_entropy &= prediction_resistance_request 1itet0|

1
gsEez 2= 2RIt 8ith

Jdelld = Mt JHEst 2XE (personal ization_string)s ME6HA 2s &
L, 228 20lA 2 Iel0Ie fad 23 B (SH 7 - S 9)2 MsHCh 1
D SH 249 MNE MR M(seed material) REUHA HESH SANES MFSHT.

&S 29 =& WAEUA AIEEEsE =A)F W AL AEZZQ] A SN

Get_entropy &+ 2H &E2& o= AL 0| B Get_entropy &2 &< IctOIEHS

2 =AJF JIAOF ot HEZINE 1Neotd ZEZ Ok StCh. deld 21els 20lA
_|

eNelsS 29 Z2e= status B2 DRBG =22 FHMOAH Btat=ICh  status gEOI
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FESUHMEE(REEE)

SUCCESSD}H Otk B2, Hash_DRBG QIAEA 22|E I8 #MS(state_handle)0l Bret
SIX 2AALE R0l S (state_handle)0l DRBG & FH0IH Btet&E Lt DRBG 2
& FHM= Hash_DRBG UAEAJL SHIEH MAL HEE Z&Fot)| ol gtet=

status 8t= =0CIoHO0F StCt.

—
()?A-I:

>

6.4 ZIME &4=(reseeding function)

Hash_DRBG2l c2IME &= Reseed_Hash_DRBG= QIAEHAS LHE AEHI HEZI]
o T2l FI 9E s 0|26t ME2 MEESE MAstY, 0] MEE 0|20t WE

NSEHE =D|3t6HCY.

CIME &9 & MetllE= <E 6-4>2 &0
<H 6-4> 2IME =9 =& njetilEH
It et 0 & /0|
State_handle - M=JIstel= W )

=

rediction_resistance_request _ _ _ _

b 7 ~ DRBG TS0 OI= WAS 84 BREHL OH0 JIsS
H3otK 2= ER0= M Iits

additional_input - ZJ} UB_(AHE 542 EX)

20 ¢HEs PSR S HAs EAIK(indicator)0ld, Get_entropy &0 &

= et_entropy &%=0lM prediction_resistance_request Wel0IEIE 02
st A, MEZI AAN Ust MEs X L=Ct 8t 12 &Fols 0=
NRBGOI DJ|Et6HAl 21 =Z6t= DRBGE HEZI AAZ AM=20}

& Wet0IE Q) prediction_resistance_request= HNEZI AAZLE MZ&(fresh)
=

il
:!_
G)

|m
HU
=l
k>
>

o
Qﬂ
00
0
>
W -
rr

rr

Y2 OH R 2 1o
%
0
o

cIME =2 2HEe SH OiAs €10els 30 20

2elE 3 2IME &< Reseed_Hash_DRBG( -, - )
e B state handle, B4 prediction_resistance_request, BIESZ additional_input
== | EZ status

10 if (a state(state_handle) is not available) then
2 return ERROR_FLAG // ex. “State not available for the state_handl/e”
3: end if

4: V< state(state_handle).V

18 TTAK.KO-12.0190-Part1



HESAMHYEZ(ZR2ESR)
5: security_strength < state(state_handle).security_strength
6: (status, entropy_input) < Get_entropy(min_entrooy, min_len, max_len, request)
/] min_len = min_length, max_len = max_length, request = prediction_resistance_request
7. if (status #+ SUCCESS) then
8: return (status)
9: end if
10:  seed material < 0xO1| V|l entropy_input| additional_input
11:  seed < Hash_df(seed_material, seedlen)
12:  state(state_handle).V < seed
13:  state(state_handle).C<— Hash_df ((0x00| V), seedlen)
14:  state(state handle).reseed counter — 1
15: return (SUCCESS)
CIME &2 N U2 AHEH O3S &L
- DRBG QIAEA R MH R4 Ol (&HH 1 - SH 3
- DRBG QUAE A oMM L=F(security_strength) 0l £&ole HEZN s &8 (¢
H 6 - SHAH 9)
-&ll R AHE2 M2 dEZI 2=, 2l FIF 222 0|sdtd M2 MEE
MAGED, 0l MEE 01260 LIS AEHE A (SHH 10 — SHAH 14)
Eol MEZ2 MNEE MAdot] WE AMEHE AAlots HAE(SH 10 - SHH 14)S T AloH
o (O 6-3)1F &L
AlE M R4(seed material)
0x01 - dezh 213 | FIt 2
}
0x00
Hash_df
&
(O 6-3) 2IME &9 NE MHD L8 AEH (1, C) Al
CIME &9 A Met0IEHAM prediction_resistance_request TetDIEHE AFZ6HA

19 TTAK.KO-12.0190-Part1



S AN ELRLH MY WRAOEI LRGX
ol

Get_entropy & == prediction_resistance_request IctDIEHE

CIME &9 & Tet0IEA =0t Y& (additional_input)S MEZ0HA LS HL,
2elE 39 ME MAH QA (seed material) &0 BHHSHCEH.
6.5 MA & <=(generate function)

Hash_DRBG2| & 2= Generate_Hash_DRBG= UAEHAOl LHE MEH = =& &E
d =

oo o
o VE 0|25l = HIEZS MAHotLD, SZ& MEHS C reseed counter
o Al

ol

o VE AAISHLE.
MY &40 22 IetlileH=E <E 6-5>% &L,
<H 6-5> MM &9 = mietolg
metole o| 0|
state_handle - HEDIStEsE W2 AEHE Ji2dlse AgXHEE)
requested_no_of_bits - MM B2 2H BIEC 0O ol &3t HIE 20|
— DRBG QUAHEHA =GO oMY ==
requested_strength - DRBG & 20| otUt2 otMH =F0t X|2ote 3 Mt
Jls (DRBG 282 FTHe AIM oIX 2R)
- JEZI AAZLEH ESEE ME2 HEZI LI A=
=
=]
rediction_resistance_request _ _ _ _
b g - DRBG & =0 0l LHE2 o B&EGIAHLE OHHl JIsS
MSotA 2= dR0=s M Jts
additional_input - I} U (AE 542 EHX)

resistance_request= AHEZI| AAZEE MZ2(fresh)
20 g2 S8eX O#?% M XSt HEAlKH(indicator)0ld, 2IME & 2=(reseeding
2 B Z2H MZ&(fresh) HEZ1

Ot

|
HU
E
B>
|>r

function)2l & ofl ol geEs gy

EEE = UL OILIH MER2 AE=ZI L= SHEIL otol =Jts8 DRBG =22

Of IIA0IEHE XN 2RIt gt U M22 AEZN 4 =EIt EItsst 78

o B2, DRBG 2& FHM= DRBG & =2 &0 2AH 0= W& 22 HFEE 2
;
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reseed counter
!
— roquosion_no_of bits —
v
| pseudorandon bits | ‘ v ‘ ‘ reseed counter

(08 6-4) 44 gt

deln 44 &2 AMEC S& Al €hels 4% 20, 2 HEUA @FIH &
Mot= B, &4 psevdorandom_bits = Null 8t BHetetLt.

2 NelE 4 M4 &= Generate_Hash_DRBG(-,-,-,-, ")

2 = state handle, = requested no_of_bits, B== requested_strength,

== prediction_resistance_request, {HI1EZ additional_input}

=4 HIEZ status, HIESZ pseudorandom_bits

10 if (a state(state_handle) is not available) then

2: return (ERROR_FLAG, Mu//)

3: end if

4: V< state(state_handle).V

5. C < state(state_handle).C

6: reseed_counter < state(state_handle).reseed_counter

71 security_strength < state(state_handle).security_strength

8: prediction_resistance_flag < state(state_handle).prediction_resistance_flag

9: if (requested_no_of_bits > max_no_of_bits_per_request) then
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22:
23:
24:
25:

26:
2r:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:

Ly

return (ERROR_FLAG, Mu//) // ex. (“Too many bits requested” , Mi//)
end if

if (requested_strength > security_strength) then

return (ERROR_FLAG, Mu//) // ex. (“Invalid requested_security_strength” , Mu//)

end if
if (len(additional_input) > max_additional_input_length) then

return (ERROR_FLAG, Mu//) /] ex. (“additional_input too long” , Mull)
end if

if ((prediction_resistance_request is set) AND
(prediction_resistance_flag is not set)) then

return (ERROR_FLAG, Mu//)
end if

if ((reseed _counter > reseed interval) OR
(prediction_resistance_request is set)) then

if reseeding is not available then
return (ERROR_FLAG, Mu//)
end if

status < Reseed_Hash_DRBG(hand/e, request, additional_input)

/] handle = state_handle, request = prediction_resistance_request

if (status + SUCCESS) then
return (status, Mul/)
end if
V < state(state_handle).V
C < state(state_handle).C
reseed_counter < state(state_handle).reseed_counter
additional_input < Mul/
end if
if (additional_input = MNull) then
w <— Hash(0x02 || V|| add/tional_input)
V— (V+w) mod 25eed/en
end if
pseudorandom_bits < Hashgen(requested no_of_bits, V)
H < Hash(0x03 | V')
V — (V+H+ C+ reseed counter) mod 247

state(state_handle).V — V
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42:  state(state_handle) . reseed _counter — reseed _counter + 1

43: return (SUCCESS, pseudorandom_bits)

NS 49 =g MA WA (HYH 39)0A AT = &% Hashgeno Z2HM&EQl ==
gale 20RIE 59 20

2t2|S 5 Hashgen( -, - )

(o]

i
24 d= requested_no_of_bits, BIEG V
=]

 HIESE pseudorandom_bits

10 m < [reguested no_of _bits/ outlen]

21 gata <V
30 W< Ml
4: for i =1tomdo
5: W < W|Hash(data)
6: data < (cdata+1) mod 25%ed'en
71 end for
8:  pseudorandom_bits < leftmost (W, requested_no_of_bits)
9: return (pseudorandom_bits)
MA Sx(202E 4)2 AR HE2 4HEH S0 20,

[
0

2 Ietile Ssd =00 (A 1 - S 3, A 9 — EAH 20)
Co |5 JI2H0l 2HE2LAHLE S W4 230 228 B2 2MNE g2 S =6t
10 LHS B A (SHA 21 - &2 33)
e MA (S 34 - S 38)
AA (S 39 - S 42)
- DRBG 28 =HJt @78 = Brak (S 43)

DRBG 2E 20| o= Lhd S INEZRSION 22 432, 2|
prediction_resistance_request=S MetotD 2 1els 40M Iet0IE |54 2S(SHA
18 - S  20) WUEFS  MSSC el SHAH 213 A 2501

DRBG 2 =0l ol = LHA = kAt S &ote a2 el Itetol E
prediction_resistance_request = Mgt &~ QL) MeteE HL Q|2 BtFot 212lS

48 UsS 20| =&etlh.

23 TTAK.KO-12.0190-Part1



R0

- Met0le R&4 ZS(EAH 18 - Sl 20) Mt

) then
additional_in

DRBG(hand/e,

reseed_counter > reseed_interval

if

- ©H 21:
=

" inout)

tH 25: status < Reseed Hash

Fael

o &

Ie]

o
(=]

g
e}

3

quest T2IOIEIS & HEE

rediction_resistance_re

A
== D

[=13
=]

cIME

tetOIe E

e_request 1

n_resistanc

SH B6)0IM  predictio

py S&(

Get_entro

SEA
et

29

=
(=]

Ju

oY

9]

00

0l
fir
ol

Ul

o)

-

10
ol

oy

Ao
I

s}
10

ony Ol&0 2IME B8 =

AH A
(=)

=3t A

K
1
O
RO

ol
Al

oF

;
il

Ho
o T

Ct A

=
o

)

reseed_interval

=S

H

&t

P

J

A
e

o
70
%0
ns
A
i

o
0

pom

<
NS
ol
Ll
g
3l

00
OH

ur
I
5

KO
H

ol
0

W

Ot

o

o

_

I+

X

=

Wl

>l

J
<+
o0

Ul

(St 21), clM

O U= &HEl

OF

oy

2

ol

o0

uw
<+
o0

cIME

SHCHERAI 25).

M=D|3l

=2
=

o

o0

ol
Al
ol

=

Wi

3J

oI
Al
ol

~
KF

ol
ok

<k
o0

<l
pom
3

1
O

oy

g

oy
il
ilof

2 AW BHOAM NS B4I1

o0
0

o

<

Metel

FA 34 - S 37)2

Al

EH

(&3 32)

K0
i

PSS

.

Null 8t 22

<]
I
n

]I

e

e v el g

S& aEOt SA X0

H Ol ™LX 2

0

OlE &

SHCH(EHH 34 — S 37).

i

_J
KK

AE=Z1I M

te 8%, WS dE<

&0

=
=

EZI

3

7
KF
)

o)

i0J

-

10
i

Ie]

0p
i
<F
o0
frs]

ol

0l

=
=

e V

== N N
S= o

ol

2

ol

ol
Ll

—_

o)

B
&3

3

ioll
KIr

Ct.

<

-

ol

HEUA cIM

AH A

oo

/It

Al OHE

0

Hr
U

W

o

TTAK.KO-12.0190-Part1

24



6.6 CIAHE

A

b

| A

— —
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Hash_DRBGZ2
S oMot ¢l

O
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ol A

[

=z}
=

BA A ¢

o

Aol
T =

A

BA A

@

g IietlIEH= <2 6-6>1

H 6-6> ¢

0

9 &t (uninstantiate function)

g2 g

A+
(=]

Uninstantiate_Hash_DRBG= QIAE A9
2= SHCY.

e

W=

EH

AL
=
ISP N =13
S =

HCC =2
BA L=/

=)

Af

2+
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Ct.

G
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o

ABIA A

tetol e

state_handle
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Uninstantiate_Hash_DRBG( - )

]

. A== state_handle

 HIEE status

W12 | o
T

—_

end if

state(state_handle
State(state_handle
State(state_handle

(
(
state(state _handle
(

© o0 N OO O B~ W M

return (SUCCESS)

)
)
)
)
)

if (a state(state handle) is not available) then

return (ERROR_FLAG, Mu//)

V — Oseed/en
C «— Osssd/en

reseed _counter < 0

secur ity _strength < 0

state(state_handle).prediction_resistance_flag < 0
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[1] TTA TTAK.KO-12.0276, “GHAl &= LSH".
[2] TTA TTAK.KO-12.0306, “AZEQ SAUANL SR NERI HE L1elE".

[3] ISO/IEC 18031, “Information technology — Security techniques — Random bit

generation”, 2011.
[4] NIST FIPS PUB 180-4, “Secure Hash Standard (SHS)”, 2015. 8.

[5] NIST SP 800-908, “Recommendation for the Entropy Sources Used for Random
Bit Generation”, 2018. 1.
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