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Key supply Key .S_upply ageh.t_” SD-QKD node Key management Key management
system system
Key store Key management SD-QKD node Key management Key management
agent system system
ITS key Key management SDN controller QKD system + QKD network layer
transport agent + key standard IP protocol
management server
Network Centralized Centralized Distributed Distributed
controller Key management SD-QKD node Standard IP protocol QKD network layer
server + key manager
Network Static Dynamically Static/dynamic Static
configuration reconfigurable (depends on the [P
routing)
Operation status Since 2010 Idea (no NW exits) Partially constructed Idea (no NW exits)

SD: Software Defined, SDN: Software Defined Network
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Requirements of QoS
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- Y3804 (52017d), Quantum Key Distribution Networks - Control and
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- Y.QKDN_SDNC, Software Defined Networking Control for Quantum Key
Distribution Networks
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- Y.QKDN_BM, Business role-based models in Quantum Key Distribution
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- Y.QKDN_frint, Framework for integration of QKDN and secure network

infrastructures
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- Y.QKDN-qos-arc, Functional architecture of QoS assurance for quantum
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Quantum

computing as cloud
platforms

H
H
1
H
H
H
1 4
/
Improvement of
Bemsiiz el p Forgery of Quantum
Enhancement of . network information
. network processing o .
network security ety synchronization Transportation
accuracy

Network

Evolution and Application (i.e., Implications) of QIT on Networks

N
Quantum Quantum Quantum
Computing Communication Sensing

(A 7) UIEYISUS YA EI|Eo| HYQL

Objectives(ToR) Specific Tasks (ToR) Planned Deliverables

Considering evolution

technical report(s) about evolution and D1.1 NQIT Terminology
and app|ications of QIT for applications of QIT (e.g., quantum computing, " \
\

networks quantum communication) for networks \

\

D1.2 NQIT Use Case L\
" \\\:\ WG1 Network
StUdy teghmcal report(s) on the D1.3 Implications of QIT on /’
telecom/network aspects evolution of QIN focused on NS /
of QKD networks terminologies and use cases /

/
/

D1.4 Standardization outlook /

technical report(s) on telecom/network and technology maturity
StUdy QN tEChnOIOgy aspects of QKD networks, focused on

and network evolution terminologies, new use cases, Fratacols and 7
transport technologies / / \
4
/- .
Focus on termlnology collaborate and cooperate with ITU-T
and use cases study groups and other SDQOs and sub-groups \

WG2 QKDN

\

\

y

~ Promote organize thematic workshops /

cooperation for ITU-T study on QIT for networks D2.5 QKDN Standardization
groups and other SDOs °“"°°Kn:’;f'u‘rie&h”°‘°gy

(13 8) FG-QIT4N T2 =&, &7 8 O Zit=

- HEHIAERIDH LA HE 7|0 Cf U
EYJIAE fot QT A BER FHZ £
20199 9& TSAG 2|9|0A CiZu €2 F2 sH=E HHEUS
« HEYIELS QITel Tzt W & A+H
« HEIAELT QITel 801 A ALE
o ITU-T A7 OE0AM QN 2H BE2 s a8z X 57|26k

oot 7|28 Hid 2 % oY xH2 NS
e ITU-T SG ¥ 7|E} SDO2t 7Y &y Z
0 (F8 Deliverable L&)

- D1.1 QIT4N terminology part 1: Network aspects of quantum information
technology

- QiNggle g

28 =522 QINY 22t 7|s2 fS2A0E S HE
A3 AL 7

IZ HESZS oS 2HE7| ?lsf LAZE7|=0
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Oict 801 =&, 24 % 270 oich &M LHE =&

D1.2 Technical Report on QIT4N use case part 1: Network aspects of

Quantum Information Technology

« QIN(Quantum Information Network) 7|8t QIT At Atgl, 2e2iA HEH
30 7&%ct QT AFE Azl ® HERAZE QIT S2|AH 0| MM 2EH
ol dgtZ St= QIT AHE AL E 2A %

D1.3 Technical Report on the Implications of Quantum Information

Technology for Networks

. QINZ9IY YUY 2202 We £E0 W TY 240N 2 +F°
ANA"O o|2Itx YR HE YEYA 2EXl ZBS HBots
QINO| TRT J|&mt ofB2AOIN JU HESD 2TNYS £XY

D1.4 Standardization outlook and technology maturity part 1: Network aspects
of QIT

- HEKIE QT #&= 282 24, HEHIE QT #&2 /g A
ol Cich Yot 9 S HEAIO e QITel 7le d==of B#ES}
TH HEE Eotolv| fle GHES AEY

D2.1 QIT4N Terminology Part 2: Quantum Key Distribution Networks

« QKDN &0 EFEs 30 HAst= SDO, <A 8 &g HAAY SO
M goo = 80 FelE MAISHE Hu 24

D2.2 QIT4N use case part 2: Quantum Key Distribution Network

« QKDN2| AHE AtH|E A E 2Is QKDNO| 7tH 2= 38 2%, =34
X =8 ZHA2] QKDN ARE Atg 5! QKDN xHEio| ¥ 55 =4¢

D2.3 Quantum key distribution network (QKDN) protocols part 1: Quantum

_>|'. \

layer
* QKDNE| X} AS0 UAs ZE2EES 28 ChYeh 29 QKD Z2E
2, W3 222 ZE2EE Vs, O B, 483 HEH, 22 3G, &=

HES AN s&E 7tsd S0 e 7[es 24
D2.3 Quantum key distribution network (QKDN) protocols part 2: Key
management layer, QKDN control layer, and QKDN management layer
« QKDN2| 7| #2| AF, QKDN X0 AS 5 QKDN 2| #AZit e

sl Z2EES 24
D2.4 QKDN transport technologies
.« T3 A2 P 8%, Jle 2EM, YR L 1A

sit 22 QKDN & 7|0 2M= T

D2.5 QIT4N standardization outlook and technology maturity part 2:

>

Mz HE A

quantum key distribution network
« QKDN #ZEg HEM 7| 925 ?lof QKDN 7| & &g 7HE i
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2, 7 d=5& g7, EEe &3 % A% 2M U MUYS xY
o (chel L8 o)

- ZAA OF MAE Ao 45| HE2 AR E2RH S EA2L A=
Aol CHEE2| Deliverables 7H'¥ S S=0A ROtAM st U&= F0|H, CHE
=2 R I AgE ELUHESE =50 HEl UAS

o (L CHE o)

- L} KT, SKTO|AM Ro[Fo =2 HOIStHM HIHQ BZED a2 O 43X
OF 7|F SGOIM Tl =2 BEFEIO XFSHHM A ZAHA OF #S00=
Z gdg 2 ot UK S

o (mLf L8 ERd X T

- FG-QIT4N &&0| ZEEH ZOE0| sy FHE FYots SGez HMFEO
2t 2= Ol EFE #HI1¢ dWEE DteE= ZHYo| & TdE = JEE 3
1, QIT4ANO|AM CHED QUX| 42 FHOf st EF%t Of0|E &= =3 IR

1.5 7|El #E2} OF FA7|28 HER/HI #ES) Ol o MY
o (ITU-T SG15)

- ITU-T SG130|A & QKDN #H10ot 7fet =P S AlESt = SGI158 =g 2 &
SGO| &t HE A4E EHSHE liaisons SESIT D Q12/150M AEE

- SG15&= &7|& 7|8t Ho|HHE HEEE 2|9d%= 182= HetEl QKDN
7120 W& 7|=1 oMt ATEEZ IR J}=X] =29
o« AXF|= 7I1EL TS Jl=0M ALESIE dEXQ iz MY WO of

LIZ7] M&0] SG152 EEYFet AFAHel Hado| gitts 90| UUS

- SG150|M BEZESD e TS A|AHE2 HOH HESES RIS AlrHo=
AR7| MEE RSHM AFEE[Z] o EX7|E MESHY| ot 2EHel &
dOlE &0, & &%, )0 oist =7t5el & HS0| 27 &

o (ETSI QKD ISG)

- QKD 2= EQ 4 EFE MEL=E Xt 7| 2HIYe| Al HExt 8 25 74
2 BE2 0|2 #ENNE S 22t Eotd 5F 58 =7

- F8 BT W&

ETSI GS QKD 003 v1.1.1 (2010-12) Quantum Key Distribution (QKD);
Components and Internal Interfaces (TTAE.ET GS QKD 003 (20174 6&

28%) IAt7| =i 4 /2 A WHE AHHO|A) Of #EHME= Fo
A 7] =8 B2Eo #MRE QKD 74 84 8 W& AHHO| A0

GS QKD 004 v1.1.1 (2010-12) Quantum Key Distribution:
Application Interface (TTAE.ET-GS QKD 004 (20173 12& 13g) YAH7|
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ETSI GS QKD 011 v1.1.1 (2016-05) Quantum Key Distribution (QKD);
Component characterization: characterizing optical components for QKD
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<draft-irtf-girg-quantum-internet-use-cases-03> 2020.09.

- ZE UHUNM MEEH A2 OdEs €F fS2[AH0lH /Hes A

sof L2 Ot &/ MAE MEdto &&F, AE AHUO oist H 7t

x| YEHNol RAY MY
- Architectural Principles for a Quantum
draft-irtf-qirg-principles-05> 2020.09.

Internet <

. YR zlo] RENMOE MR SM2 1Y YR HEYI AHg

NEFH F=610F &2 FEot 0[F A -S| 2t FAt AH Lo Cf
=
=

o R 7HR 7|2 OFF[EN R
o (NIST, ANSI)

A4

H = [2018]

AJE AT EOtAIA
& A=l [2020]

o (7|El =3} 7|7)

= = O =]
2 s ZIES N

- CSA-QSS (Cloud Security Alliance-Quantum Safe Security Working Group):

QKD ! PQC (post-quantum cryptography)E

- JTC1 SC27: ¥Xt A EA oA SsC == X o™
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