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H 1. JSON LD MZ O

"@context": “http://schema.org/person’,

"@id": "http://dbpedia.org/resource/John_Lennon",
"name”: "John Lennon’,

"born" "1940-10-09",

‘email": “kim@naver.com’,

“phone": "(540) 961-4469",
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3. DID E= SZA#0|A

1) DID L MHA 2E

o=
o
DID 7]&Z o837t 7H thEA|]l AHlA Fof Stz ARSAL 9152 E5AQ1 7I9ke= 78y

% Sk 7129 ofold], WAYIE 7] 915 WAL ARt B B Al A3Ae)
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(1) DID &2t0[tA S8

DID AB|2 A7 Eo] 5] 7]do] AH|Asl] Hihs vt 7Idolut vlge] 7|8t
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4_ DID & oHA‘lA-l X0 7HL.=|

1) AlXKIdentifier)

o] oL DID Al84 2 o] it 49 AUt DIDE ofdhet Zo) 7|2
Yoz T4,

.Iﬁ
o

Scheme

4
did:example:123456789%abcdefghiik
J

L J \

I
DID Method DID Method Specific String

J% 11. DID 2

did= £ ID7} DID2k= A& #35k| I3t schemaE el & HJZZH% HAEE FHF.
HAE+= s DID7F EFA|10] A#17%4= DID w412t mig == & S

AR A =Hole i EEAIRIY &= %I_E FHHT UWELOE ID Hl4To] 23]
AE IREE gho] EAFo] v wet B

2) H|0|§] B2(Data Model)

o] AollA= DID EA(DID Document) ol ZgH=|ojoF & tojg] melo] Foto] Hrg3ict.
DID &A1 2t &2 DID<} &gt vler 27 7155 #AJolt} DID A= JSON LD JH=
F45o] DID FA1Z A¥35H= DID, DID 242 AAsk= AESS, I35 93t 37 7],
AA Has 5oz FAHo] itk o] DID #A7F AA| 22491 59 AF4id] AdE=
Zloltt.

Bl Bx YRl <E dId ¥



H 5 DID =M M2

"@context": "https://www.w3.org/ns/did/v1",
"id": "did:example:123456789abcdefghi",
"controller": "did:example:bcehfew7h32f32h7af3",

"service": [{

"type": "VerifiableCredentialService",

"serviceEndpoint": "https://example.com/vc/"

3) &AMl £M(Core properties)

o] Aol DID £4] Uio]l Z3helolo} 3 28 40 Tislel AWk DID £4 tho] Zgehe
Za £4e oew g

DID FH|(DID subject)S XIAI5H7| Y5t id

controller DID A tjdlofl DID 2N S& Mol 922 ol= HEEY
verificationMethod | DID FAL DIDE 0lZ0l= 2 SAKIS0| EAQ HES floll AfEsk= A5 i
L DID AH|A LH0IN DIDZ} X|Afols APt St=X| = DID ZHEZ2{7t DID FHIE

authentication o) e

HiAIGHA EEdke W0| H=XIE ASohe W
assertionMethod DID FHIE HASIRACHE ARRES ASSH| figt Ui

DID LS EF YAt DID FHIE CHAGIH A MM0| A0S I AE 4
keyAgreement

U= A Y= Hebol= ol A8

DID We| £ GAPE DID FHIE Hl6IY 71sS S5 I #AUSS ok

capabilityDelegation o Al

capabilitylnvocation

service end point | DID 2A{0iIA DID FAI2t DID LHO| Ef YAIKIR Shiok= Bl Hoiok= G0 AR
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6)

ZFQ B3 YA(Core representatives)

DID &#A°] et e FE2 2 73 TAOA AFod dHlole Hdo] wet RosHA] 9HA
T = St vy ygof whet 21EskE ojof gttt & AloAl= o] o] DID wA17F
JeolA HAHES 5P| 915t 7|2 #E 7IeS AVIRICE DID wA19] 28 FH-& RFC8259°]
7god JSON 12 m=7ut CBOR 71212 TE 21 33431, JSON 2 28 A] HlolH<]
A% AE2 9314 JSON LDE 7|EA 07 A3l HFEA] @context $43S E36IEE
=g

CBOR(Concise Binary Object Representation)2 RFC70499] Ao]¥ +%3k= dolg 7}
AR 2] MES A2t ZIH 7HEsL 7AlE ¢l &= 3= 1ol ="2Ql HolH
w3t FAlolok. e As= = YRl oRfE #ES 4 =S 5P JSON F3= At

ol

HIAE(Methods)

DID H4EE 717] the #5718 A440] DIDE FAslES 57| 9jg W gt
AL DID HASSE #g 4510 28] tof] Hojelo] 2L HAES AsHs A= T
FAANA AT Aol F5FES dof ek,

£ A o]efat HaEEe] A7]nleh AT AZSHe 7]E 71, DIDS} DID EA)
B, 23], QulolE, WEHgslo] thet BS oj@A Holslof sHex A

for

Soli(resolution)

E5fl(resolution)= DID URLZ 53l DID #AE 23T 4 JEF of= 7)5S ujsich

A2 HAE=0] 23(read) 7152 F3M 7Fedith & AlAolAe Esfell diet 7124 ARk
drgotal Zafol Bact wEr gloly &4, wg Hlolg o) His) gty

J=jyt W3C DID HEEolA Eaffofl tieh FE-2 sl scope AHAl= o th
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5. 25 IDv.1.0 <l O |EiX], GIOjE 22 A

(=2

T35 SN

o o] A9 HA:
https://www.w3.org/TR/2020/WD-did-core-20201108/

o eyE Al HA:
https://www.w3.org/TR/did-core/

o HAAL Al Yil(draft):

https://w3c.github.io/did-core/

o of7l A
https://www.w3.org/TR/2020/WD-did-core-20201104/

o WA
Drummond Reed(Evernym)

Manu Sporny(Digital Bazaar)
Markus Sabadello(Danube Tech)

o o] HYAL:
Drummond Reed(Evernym)
Manu Sporny(Digital Bazaar)
Dave Longley(Digital Bazaar)
Christopher Allen(Blockchain Commons)
Ryan GrantMarkus Sabadello(Danube Tech)
Jonathan Holt, DO, MS(ConsenSys Health)
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GitHub w3c/did-core
File a bug
Commit history
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ID 35718, A57I8e g EeEo] AH|A HER A ESISsYT 5E9] DID AEES =
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FE TP ffjt o] V\E LRAE(Guite)’t FUTE 2 ZAE Sle 2=

A°l| Q= 8% ofgro]] Hisl 25 71201715 U S 2ol s AR WA=
AREo] 71E5 o] syt

o] Ao thet odS I GitHuboll 25 FAIE AlEsHAY public-did-wg@w3.org

(subscribe, archives)2 A|&sl7] vFEUTH

o] Aol gt &l d¥= HSHQDC-16-R00012-H-SB2016-1-002 ¥ HSHQDC-

17-C-00019 AloFe] wtet vl S E=QPHE Hob7]&=9] Ay A¥S WFUTH o] A

Ol

2 Appendix

=SEHQ 7(8te

e

et 21E % HolH FHE 2% W3C 2FYID EESHEA



F[F
rlo
K
)
=)
%
2
rO
=)
A
2,
s
&
>
5
o)

W8-S WA Hls 2] ol MG Wil
Qe AL ohdurk

o] EAlof th3t 242 Christopher Allen, Shannon Appelcline, Kiara Robles, Brian
Weller, Betty Dhamers, Kaliya Young, Kim Hamilton Duffy, Manu Sporny, Drummond
Reed, Joe Andrieu,, Heather Vescent”} %13t Rebooting the Web of Trust HHFUEA %
mee Foautt

of AlFo]l Higt =2l GitHub IssueE &8 Z&5l FAAY WY HAES oS Bl 4
54U} public-did-wg@w3.org(archives)

2 2P0 AXRITAL siA W3C 5212 vIsHAl= SbsUth 2 A & 410
AAEA] TF2 BA0 sl AHIeIE, HiA] T= #H7] 2 4= IFYTh wehA o] BAE 9494
BA0] gsit Ze BAETIL,

o] A= W3C E3] 3ol wet 2J5= A% IEolA AHPsUH. W3Ce sl 97
5] AsEa Beisle] WOl BE 53] 37 228 X2, of Mol S5
27 A= Eehelol itk WAC Sal 43 A 6ol e, Fe TS Eelels So]
it Al AH AES 7 ARl S RS S7HsHoF

o] A& 201949 3¥ 1€ W3C Z2AIA A9 282 gyt

i

SEMQ 7|etef ottt 215 Y HOJH FHS 2/t W3C BSYID EEHHA 25

& [lolk

Hia
‘Iiglelo Rie 07L°A QI B25 'S

Frivhe RHE



b) (DID EAgtal E8]=)DIDSt TAE HEt o

AT, BAFAGIS ME, ol &, 248 vdold] A48 o)), ID (el
SAWNZ, AIF D, A% HF §) L AF APIHLANE, v, RFDYE RSP,

QIEIHS Faies MAC F4 P49 1h3t 229 4EA=2 AEgYtt. URI(Uniform
Resource Identifier}= 9] 2]aof ARG BeReAoflA Hi= 7} 9 HojX|of= A og
1133+ URL(Uniform Resource Locator)o] 55Ut

ojggt S=4Y 11 AEAY] -2 f27t BAISHA] EsUH. +7t e F9Z AEsta
A AT o USAE Aot F 71HOA o] RAEE SAlskL IDE Tt HE
ARAEE 54 ZE A0 AT 58512 7F SRt Zo] ofd) 5 é 713 ARE QAU
7149] wpito] Eﬂrﬁ'} o2|gt AEAEE ARMAIAY FaSH] ¥A E 4= AsUH. E7HSHA
MIFEIF B 7iE e lsUTh 293l A 3#%of o5 % =1 AREEl= S
45| sy ('AlY =8
o] Alkoll HojH 5% IDDID)= 7iIelv 2&]o] L2j7} AlFeh= AlAEE ARESte] AHA|
AERNE S (HAE A, i8R BS A Q14 ZEEE 53 Z22) 45t T8
Argste] o AERKIS)E 2ES 5= Qs AAE A2 39 2= 1f AEAYIYT
T2 ARIA AlgA7E ofd ARGARZE A1 o]t AEARE Aokl S85ke A
TjiZol, AREAF ZEAR=(0] ©ole] WA Sfu|ofA) ID, HE2ay 9 AYAES HeHES
AAsl=t] 283 vk B2 DIDE 7H &= UFUh of=3h AR AN s 7MY
ARt AYAER AT 4 Qs fef= ASAR] AEALE S85ke $9A00 9ESHA]
231, 71l = AFERL AHE 7Ol gt BAIE FAISHEA ARA(E= $-217t BAlSK: A=
Algsl=t] a3 thE AR, 718 B AlAER AeARed S sy

mlo
)
i
ol
o
XN

2 A= DIDY] A4, A4, sl B siile Rshe 54 7lecly 4@dllE 5=
875 SFEUth. Al a2 Aogyh

a) 2= DIDO] st 9yt &2 4

Elo] i v 7HA] 712 CRUD 2rA(A84,
7], AUo|E, 2HA)S 4=35ly] 5t Yut 9 AR’}

o2 EﬁH A Ahaﬂ % szlh AR Qo] 1 B2 A2, KA 9, B4 ke Al2E,
12 q 29

_4

T
fu
=
ro
N
rz
e
>
O
o
ol
fin}
=l
m
mjo
o
rot
=
w
A
um
ofd
02
o
fl
HA
OF
——

I
Rl



I

=% £399] DIDO| that A%k DID vAColeky itk DIDE AH§3ie ofEelo]4
L ALEIS) AARs 5 ARG Aol 7F3 SR DID Wi AUSES: e 4 Qe
2 BAL 0heo] AAE AT A
¢ N2 ARGATE AN TG AEAS AT FIT 5 UES el ATAHDID
AE)
¢ AZFINA AR AotEhe A4S B Este ABHDID A
£% 3% Amelold DIDS Al ATADID AT A,

11 : DID AJAHIS| O

[=}

F

B Eb 3% 954 1D B2l A2H0] S5 AE4e] o= DID WASE AL
S QEUT AAR A9 ZE 939 484 A2Ho] DIDES AU S Y&tk
web 9 A3, ARA L BA AERe AA Aole] JBLEE ZRsTU:

F

»
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(1) 2O

o] AlAL H|FHAAYTE,

DIDE TS Al FRog A 7idst glAE B AUt
* URI AA A*H2Kdid)
* DID HAES A%t AE
« DID E4 H4&T A%}

Example 1 : £52 ID(DID)2] ZIEtSH o]

did : example : 123456789abcdefghi

#19] DID 9#k= DID +#A1E &3 234t DID £Ak= DID A9t &3] el A==
Aelzit ohje} R DID AESTE 15s)] et 7t 22 DD ¥l HRE wHsy
o].é_qq_
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Example 2 : Z|A512| DID A ME

{
"@context": "https://www.w3.org/ns/did/v1",

"id": "did : example : 123456789abcdefghi",
"authentication": [{
//used to autjenticate as did:---fghi
"id": "did : example : 123456789abcdefghi # keys-1",
"type": "Ed25519VerificationKey2018",
"controller”: "did : example : 123456789abcdefghi",

"publicKeyBase58":
"H3C2AVvLMv6gmMNam3uVAjZpfkc]CwDwnZn6z3wXmqPV"

1,

"service": [{
//used to review Verifiable Credentials associated with the DID

"id": "did : example : 123456789abcdefghi # vcs',
"type": "VerifiableCredentialService",

"serviceEndpoint” "https://example.com/vc/"

}]
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DIDE ‘A% 71535 A8 51 o FAAE [VC-DATA-MODEL] ¥ 22 tj 2 A|AH 9]
EAE 1 AAES AASK= Zo] 2¥JYt) o] 7|2 A4 2= thay}

=0 Ay
2 S2Y O AMX QI 7], MHIA = TZOIE 7 Hio| HE} H|O[ES XSttt
(decentralization) | EEsHE #2/of LSt 27 AR ik A
H|of QIZh 4 HIQIZH AEJEOfA| QIS 7|20 =& LQRI0| CIXIE AHERE 2 MO
(control) & 4 Q= HSE B0ol== ok= A
JHQIYEEOt AEEP 48 = CI2 GO[EQ| &k, MEfN, MXIM SIHE TEl6l0] HEHO| JHRINEE
(privacy) AAR HOE £ QYEE SH= A
ot QF YA WS £79| BES 9l DID 2A0| EGITE S25 oIS
(security) HSot=s A
35 7|gt s _. _ _
O AE|EIQt &E5AIES! I DID HEZ2Pt YSst SHE MSE & U= of= A
(proof-based)
UH 75y QlE|E|7} CH2 AE|E|0]| CHSH DIDS ZAGHD i AMIEIEIO] CHol XtAS| Lot EAHLE

(discoverability)

HEHZS 4 UL of= A

g% 284
(interoperability)

A5 28 Jis3 BES AIB5I01 DID QP ISS o6 AAE J|E 7 Y
ATEYO| 2{0|H22IE NBE 4 UTE B X

SO AAR S HESZ0 SEX0(0{0F 5t AEEI7L DID % DID HAEE X|Hok=
(portability) BE AAHOIN CXE MEXE MEE £ UEE 5= A

Ty B} ) - N

o 7lES Hot 27| Ofsl, 78 L HHEE £ Q=S FAFE HHSt VIS ME XSk A
(simplicity)

S ISt 2 Me 284, OlilY E= HedE I KNolfolK| = 49 & isol==
(extensibility) | o= A

EER=10]
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(3) OF |EX 7HQ

o] M DID OB 4] Za atof thet 7122 ofshS ARZTE Bojo] F4H9l
Hole [2. goll AHoIA Fel FRsec

Verifiable Data Registry

A
recorded on
. identifies | generates
DID subject |« DID < DID method
DID URL
™~ - instructs
resolves to S
dereferences to ™ ~_
A 4 ~
can modi h
DID controller 3 DID document | DiIDresolver

Resources
like public

keys,
service
endpoints,
etc

{resolving and
dereferencing)

721, DID Of7|&ix{e| 7|2 1A

DID ¥ DID URLs

DID &2 &9} D= “did” 279}, WA= A2 method identifier) ¥ ‘DID method ©]|
o8 W4E 159 ‘method B4 AEA 5 Al ¥R 4% URIYYr. DIDE DID
EAER Edfl(resolution)d & UYL} DID URLE DID EA S| 92z o2 AR 7Ms3t
2|44 DID B4 W] 37) 719t 22 £ g4aAo] JRIE EXsH] sl 7|1E DID &=
o2 BE URL ARVEME, Hg, ZYIHE) Afetes e - syt

DID 3|
DID 4= DIDZ 4]8E= g4kl A9
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w

4 54tk DID FA4l= E3t DID AEEY7}
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DID AEE

DID ZIEE2|= DID methodell 2 A3} Zo] DID #45
], 24 9 =HE ALE0]) 22 2490yt o] Hsk
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S 71 dlolg A4 (Registries)

DID7} DID 242 E3E 4= =2 517] 9J5le], DID= Yukdo g ol £579] 71E A|AH]
= YEQI 7I5EUH AH EF 2 DID &4 Ao
Q3% tlolg WehE A YUsks HE AIAFE AT 7hsE tlolH AAst gt dE
E9, A 9, B4 ol AIARL BE S5 HlolgHolA, P2P HEYA 2 7e FEQ
2 & Y= Hold AArE IRGYH

it

>

DID &4+ DID®} #H HE glojgE ‘6@4% dukz o g DID A AFo A2}

;”%9}%‘431@ 6. 94 i% "é}.ﬂﬁ}*ﬂﬁ) DID X}Xﬂt id &% %l"“/]l:‘r DID —rﬁoﬂ/ﬂ
AlEE LR $A42 § 5. Sl Fesio] JEU: DID £A41°0 s £ 8 7. "]

DID HAE
DID Hl4EE =% 93] DID 9 ¥ DID #4257 4 }L—@ Hole} Ao A8l
B4, 291, dElo|E 9 wghgslsts WAYS dYth DID WlAtE ¥ro] DID HAE

Aoyl ABKS 7. WAD).

X0
N

W20 F o] Al DID HIAL ARF 7] A= IETF ¥Rt URI ARKIRFC3986])%

E4 URI A7]9KIANA-URI-SCHEMESI(®]l : http : @ https : [REC7230]0f A1 A7]a})

Zke] AL AR IETF ¥4F URN ARKIRFC81411)3} £7 URN Yl AHo]A

749)(@] : [RFC41229] 49]=l UUID URN Y| Asjo|2) 71o] A9} FARIT Zjold

£74 DID AAE 8 £t ofzt DID ¥ Aol 578 /39 A5 7Hsd tlolE

AgaE AMgSte] DID % DID 45 A4, 2, dulclE ¥ HIZSsk= Wk
A3tk APy

Hia ®a Blolk

=
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DID &3AHresolvers) ¥ DID 3fj(resolution)

DID #3fZHresolver)= Y L& DID(E A3te wet ol Y=)E Wy &0 2 DID
A T He Hole)E BAcke AZERo] Y/ StESo] 4 84Ut o
LZAAZ DID Edfl(resolution)2kal FUTh DID 83 ZTEAA] 8] 9 £8L § 8. 13
o] Aol=lo] iyt 54 7389 DIDE Eafist] I3t &4 ©A= ¥ DID WA=
Aol ofsf Aelgyct. DID EdiAKresolver) @] thgt F7} 12| AR [DID-
RESOLUTION]A] A3yt

DID URL ¥&%AHdereferncecer) @ DID URL ¥&%

DID URL G3=2Ak= 822 DID URLYE A3 HEet tlofg =) ¥l &80 giaNd
T Het glolE)E st AZES 0] 9/%EE StElo] 44 84YUTh o] ZRAAE
DID URL 9=kl gyct DID URL g% 2220 g 9 £32 § 8.2 DID URL
A3z F9=le] YUk DID URL IIRAE F@sH] gt 371 18 AR [DID-
RESOLUTION]o|A] Awgatyct.

(4) =g
] (non-normative) .2 IEAIH AT ofuje} o] AlFe] RLE ZHg Z]F, tholo] 18,
A 9 23 AR vHliEAJULE o] v e RE Y8 FHA YL
o] EAJojl4] 7] MAY, MUST, MUST NOT, OPTIONAL, RECOMMENDED, REQUIRED,
SHOULD, SHOULD NOT- BCP 14[RFC2119] [RFC8174]°] 4% ti=Z df4]=]ojof gtk

o] FEAof= JSON, CBOR ¥ JSON-LD Z&l=7} I3k o471 2gkEo] Ql&uUtt. o|&gt
A F dFol= =l F4(//) D AlAlel Y #HE F7ioke RS UEiE EU%
() Zo] FaS EAL ZgE] JHUTE M= JHE FAg JSON, CBOR E&=
JSON-LDE AR&ste= 3¢ o] H8&-2 AAsf ok Tt

DID ¥ DID A1 dfiet 9] A= 532 A& Eohe DID # DID #ATE Aot

Tz BAoke 789 582 B7kst] BIAEHYH. DID % DID 419 A4kAel AnAE
9t A5 9532 DID ¥ DID #419] 20 f3dot=AlE B¢ =N AlgdUth. DID
HAE(method)2] AS 954 A Z DID Hl4E(method) AFFe] Al ARgo] <))
Asdyct. @ BHekeArk BE e URI AAE 78T 287t gl A 5Let 4oz
DID%} g &5dt= 5 ATZE o= BE E#X DID WAE(method)E 7+ T8+

QUKL S0l DID WA BE 7L 815 slase] tje) 45 28 /Rs3hich),

32 EEHQ 7|8t

e

et 21E % HolH FHE 2% W3C 2FYID EESHEA



2)

]
)

23 DID2 § 34784 dof| AN A o8 FAH R HHsPH, FHEA] sig Aldo]

& S5k gyt

33 DID A= o] Aol AXE dloe] BEx X oR EHohn, FEA] § 4. Ho]

= 9l § 5. A &4 Hol 7IAE B 71EE S5k FYTh S8 2A10] gt Adst

R WFEA] § 6. A4 FRAOA Arget vie} dol, A, FIFLR E4o] glofof At

=8 BAE 2% HEe) 2Ros AFEAY AFFE SEMAY) s

DID "|&E(method)= A48 7. ¥l AXE #H #E 7Ieg olFTU

IR ADES0] Y/EE SIE Mi AdE darEses, it 58 DID 22

DID #4118 AR 4% o] AFFE & gyt 58 AARKE ¥hEA] H]58 DID

H)58k DID #A1E AgsiAe < E]HE}

o8 2HAk= 59 DID % 981 DID 2A1E 4H[Shs 74¢- 0] Algel] whe AZLES0} 5l/E=

‘} flolz ded ISP o2t 2HAPL HEE DID E= DID 245 ASE o
A 77} HIIE =S Sfof gtk

¢}

> H:ﬁ
m

! 11:1 [-o]u [i i
rlot rﬁ

O

=2
<)

=)

1

o] A

e HlPEAYU
o] Mol o] Aokt 25 ID et AAoIA] AMSEIE o1 HoRIC s Bole]
Y=/}t Agslo] gk

Ql=(authenticate)
Q152 QEEF FHE 4= Q= oft o] 5 S Aol B4 v[UE B4 4402

2 Alojg 4+ S e HRANQYA R 4% §3o] XeESUh DD W,
DID £410] eyl 374 7loh 2y el 712

—_

2% ID(DID)

Ao AR A B/ EE SEEY] tieel $Y 54 55 7] Wask] ok ==
If G- AEAGUH. DIDS] 2Rzl P42 DID Core Ak%toﬂ olslof syt 5%
DID AlAR= DID HlAE AR Aol Fgej=]of Slgytt. A%-= ohiA|e B2 DID HlaE=
iH71EDLT) E= te FH 24T YEHIE AU

d

=]
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24 D 3
2959 IDE 7|1EZA0F ARgsk= D #EE Quidytt &4 D #Ele X500 YA EE]
AH|A, EHQ] o] 1i | 9 tjFEE0] =7} D AlARF 22 HEARQI AlF] REE HolA

Ao Y, 5% o

Ol‘

7ol thet 27k 7HsEU T

DID FAEE

DID A& HAT —’F U= 71501 U= dEEYYS DID= st ool AEERE 7H
4 AEUS DID AEEH(E)E 49 DID 41914 A84 controller /32 UERE 4
UFUY. DID FEEZZ7F DID FAF 2 4= UssU

DID Hi&]*Hdelegate)

DID FEZ#7} DID A& &5l DIDLF I 291 S AR o
AEEJYt. g E01 A9 DID & 1§ XﬂOﬁPt Hu= A7t <l ApAlL
ARA7171E AREot=S 5182 5 %AHE} o] % Ahd+= DID gAYt &R 2 7iQl
XOW 1 ZPW} DIDE AP‘L PO% 152 & e 7Rl ds} Art ZbgY Y 18y A=

]

O

F 2 ol U

it

AR
Z [e]

1o ok

2 o

DID £4]

DID A E+= DID tig]glo] A4l 15k DIDSF] dAtaete] FHok= o] ARSS 4= Q=
370 71 5L 718 A3A 1A 22 diAUSS 23l DID ZAIE Argshes HlolE AlEdYtt.
DID #Afli= DID A1 doke t £/4dolv SH9= 23 < 54T DID #4=
§ 6. A HE E= W3C DID Al #IAAEZ [DID-SPEC-REGISTRIES]Y] Aoj® Hiz
St ool e #d2 7HE & s

DID Z&I1HE(fragment)
A WA A 715 EAH#) Foll 2= DID URL ¥EYtct DID TI1HE 52 URI
I IHE &R 5T

DID YAE(method)

E4 DID AA7E 4 AS 71s3t dlolE] HRAAERS} s Z5517] Y8l Fa = ofof sl=
2ol digt oYy, DID HlAE+= DID #lAE ARgFol| oJsf g 2j=]m, DID7} A4, o
4 BlE/Je}E|3 DID 24171 23 E HHlo|Exls AERE A9 Asok Ptk § 7. HlAEE

34 SEH|Q 7|Htol Qs oI5 Sl HIOjE FHES 9/t W3C EESID EESHEA



DID 7 Z(path)

A WA ZA= S ()E AU ARSI S2SHOY L THE SHA] ARIE)(E>
DID URL B)C& ukx= DID URL ¥t} DID A& FE2 UR] A& FE7 ZQshc},
§ 3.2.2 25 HaIstA 8.

DID ﬂﬂl(query)
A WA 223 EAH)E =8l FHuiE2E DID URL FEJYct DID H2 722 URI
H= %’w} Y} § 3.2.3 FTE FESAL

DID &3(resolution)

o] 7|52 DID ¥ 4 e} glof AEE Astal 7} HE glolEE Tisto] 38 #d
1Alo] w2} DID #4185 255K WAICE o|fo|yyr. o] 7|52 s DID HlAE2] “ei7]
2ol &t o] g A 82 § 8. M (resolution)o]]  FL=o] UFHH

DID E3l*Hresolver)
Ydgoz DIDE ¥ &40= £§ DID EAE HJTCE DID Edf(resolution)d-&-&
Sk AZEQJo] W/ stEQo] 4 84AYyrt

DID A7]uKschema)

259 DY F42 FEduyth. GHt DID £7]vk= DID 4 ARF shE] A ojH At o]
AFAL did: = AU 2 DID HAE AR £4 DID ®Riy} 37 25t 74 DID
AAE “33foF vt} £4 DID HlAE A7]uloflA] DID HIAE o5 A WA Z& o2
F A FE202 EYof Pyt (9], did : example :)

DID A
DID=. 42531 DID B4 4% JleEgiieh. DIDE 28] shie] DID 7412 7Huek
L WA, 24, Bele AR, TR AR, eld ALE 5 9lolE DID AV 8 4 gtk

DID URL
DID § 3.2 DID URL 72 2o #3loh= 371 12 845 371 & sy d7lole
€2 DID &, A=4 DID #=(H A ? 24D % Ae%] DID ZTHE(H A3 #
EAhe] EekHYh
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DID URL ¥&%(dereferencing)

2o = DID URL, DID &4 & ¥#19] A2 A4S Folal gars Higlkehe d4duth
o] gAaArL 27} vel glolEl7} EsiXl DID #A7F € 4% Q11 DID EAJo] 23k Bz
ZAAY S Q1A DID 2419 A4 <F A S iUt §571 DID URLE Al&sk=
4% DID &3} 7|52 AR&ste] DID URLO| 23+l DIDE EAJ® DID A4S 7PAsHth
J13¥ DID URLE HAIE G¥xH 2AAE SRISHES DID £4]9] 371802 71551
She IR 71 AUt o] 39 J=at £82 § 8.2 DID URL F3=ol| AHo=jo] Sl

S0 7] A9(description)
SN 7] B ERI71E ARESkE Hl 283 BE HE HloJHE Zgok= DID 241 ol 23k
glolg ZHA YUYt

)4 A(resource)
[RFC3986]°] 93 HTTP Aod & : “.. ‘garolzgi= foj= URIZ 4EE 4 Y=

w)

= A0 dis LubARl jujz AREYS” iR, BE 2laie DIDE AEE DI

B d(representation)

[REC72311°] osl HTTP Aol ti2 : "2 EZS Fofl A A9 = U= FA o2 ol
Yano] WA, A T Yoks AHE BHdstal 3 H[E} Hloly AER FH8E FE 121
HAHZE ARjt=A] &2 #E dlold AER."AUt. DID w4« DID FAI7F Uetli=
K O] Fd(representation)JHTE DID 4] ARF} § 6. A Fd(representation) F-20fA]
DID A9 tigt of=] #E F41Z Fod

=

AH] A

St ool Aula e EQIES 3] DID A4 Ei Tl AElElol SIS AEagste

SR oS S8 A8 A, ofolHE Aula, 24 YEYY A, B Axed



AMu|A QlE HEQIE
AuB|A7E DID AAIE tiAlste] Asol= HEHT FAJYTHI © HTTP URL).
URI(Uniform Resource Identifier)

[RFC3986]°14 A2Jgt World Wide Web2] RE A0 tigt ¥ AEAF AUt
DID= URI AA F3 YUt

o

<

5 7Fs 3
C [VC-DATA-MODELJe| A9od &45st2 A 713t yxE A2 FHo of
dojg g 9 13 FAYuch

22

olN

MN

g

s

A% 7153 dlolg AR A(registry)
2391 ID Y DID £419] A4, 1, duo|E W/TE vjEASIE goloHA| k= AlAHEIJYL
A% 7Fs3t glold AaE A% 7Fstt A 93 22 o2 495l 4% 71sSh tlolH

F2o= AREE $ A5US ZAIE W82 [VC-DATA-MODELIS F=RoHIA L.

o
olN
N
E(F
ok
o,
e
[>
o
=]
il
>
oo
_o‘lg
rd
__>,~I_,‘
N
X
[n]

AloTe} HAI7F £ Aol EAstL 1 Al

-,
2
v
I
8
i
iy
2
)

Q= iffie-Hellman 7] 28 =0 7] 715
ArEoto] ABSE QS 37 WA 718 AT 4 AU o= 7] 59 (key agreement)

TN~ SL4S EATY. TEbA Z2AA Yo 4TS BEe 'S olRle 2olE
-O o

DID A2t A5 U Afolo] oA BAYYT. A4S BA ] tiek dAl= § 5.4.1 AFl Yt

njr
Ju
=t
ro
N
T
10
re
=
re
ro
o[
b
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UUID(Universally Unique Identifier)

[REC4122)914 Ao 224 1§ 4184 §3YUth UUIDE 39 F54 55 71de]
L 951x] Qrie HolA DIDS} fARITE UUIDE 8918 4 gAY 45sle 598 4
gitk= HoflA DIDSF tHEYch

919] 8o QJof|i o] Ak [INFRA] AFRFQ] 8012 AM&3lo] 34) Hlofg] BdS FAHog

Aot} string, ordered set Y map¥t -2 [INFRA] 8017} ARS-EH g Aol 24
AZdgyh

3) AExt

o] Aol DID 9 DID URLE] 44 T8 443 ' DigeneriooJeke ot
of7]o] Aojgl T E4 DID wAso] o) FojE TES TESHS ¥ ARPUL

(1) DID 2

UK generic) DID A7]0Hschema)+= [RFC3986]S F50= URI A7]0t JUt.
DID A7|u} o]28 HI=A] ASCII 424} EA}Yo]ojof ghtt,
DID HIAE9] 052 RIEA] ASCII &84 BAHgo]oofF gych

=< ALPHA ¥ DIGITE “A9lohk= [RFC5234] W2l 7~ ARERH ABNF 424y tt. ABNFO|
AolElA] oF2 o BE 13 o]52 [RFC3986]°0 gof=lo] YHUT

o2k

ol

did ="did:" method-name “" method-specific-id
method-name = 1 * method-char
method-char = % x61-7A / DIGIT
method-specific-id = * (* idchar ":") 1 * idchar
idchar = ALPHA / DIGIT / "." / "-"/ "

DID HAE AHEL 2FX19] method-name®} AF419] method-specific-id <222 oJgto g
UK generic) DID +-& AR AsHlloF Tt} method-specific-id Zkoll gt A2t
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T3 gatete] it AR DID HlAEE A5k dlofl wet g ojsfofof gt ARt
_’l

We&2 Al § 7. HAE AHE ZRHIAL.
A X|AM

DID Z|&&o]x BT A0 o FUct &, DIDE FUst FA0f vielely g8z
HRIg Yt DID7} HIgHdeke So= &7t MAEA= g5yt

oA o2 DID& AlZte] AU off 7| FF 7hsgt HlolE HRAAE ] HRlgE
4 Y= FAF| FAF 0] g4 ID(Y) : UUID )2A £ A2 =707 &4
FAT & UFUTE T2y ofg] AT 71sTt tlolE AR o SUg AEAE 5E5H
TS A% 7153t Hlold A 7lof] W8o] t& 79 A Hle] Q= DID A5 AEs 7t
o9 ofFsUH EF oA IRt fdskE H E55H TEY

ol2jgt £AIE WAt A 7dAk= £4FE £ Rubric [DID-RUBRICIE: 3=sto] ARE-
A9l @] 7Hg H3tst DID HAEE Z7gsfoF ot

(2) DID URL 2

o2

DID URLZ @4 Blaie] Y& AET & A5k 9l £°] DID #419 &4 F&i2
AEsk= H ARRT 4= lsUTh

22 [RFC523419] T2 AR&SE ABNF g2 Ygyrh. o] 9= § 3.1 DID 7-zef 32
did 7|0} 7|gto. 2 ZAEAEHT. path-abempty, query ¥ fragment FEUE
[RFC3986]°1 2lE ABNF 23} 5Lt

al

o2

did-url = did path-abempty ['?" query] ['#'fragment]

al

o] Aj%2 [MATRIX-URISIOl A4 ti2 w7 o] 319 & 7|52 F& AT 5
Q=S AHEE() 24 HeERdYTh
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=
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@

DID Oi7H

DID URL &2 ufj7f ¥ tjgte] query AEXUE 7]Hto] kel ol gyt
€ 3.23 #g D)

29 DID "7 #4= o] &5 0 AHIA)E e 54 DID HlAEk= $s] S0l
thE DIDEH 5Y% WA o g AssfoRt )hyct. & o2 DID w7 ¥ 012(01]»‘% £
HA ) £ DID HlAto] ofs] A1¥E S QARE 152 AUske DID HAES] the
YA AsefioF Futh

th #i= DID w7 ®5 olF AIEE A oRyrh

OpH B4 o= \ N

h

[HASHLINK]Of| XM= 2 £33t H52
ZHH 32 HIEA] ASCI 2XZ0[0{0F BiL

T -IH'

7t5t7| ¢fet DID 2M9| 2jaA SHAIZLC
Ch. O] Of7f B4 HIEZQILICH

service AMH|A IDE S5fl DID SA0M AHIAS AMESILCE £ 242 BIEA] ASCI ZXE0]|0{0F

LY.

version—-id 2015t DID 2A12

£ Hrg AEIUCHA IDE @XAP0[ALE UUID E=
IELICH. O] 7 = 2= DID HAEOM XI2=X] 242

|
method-specificd = US
2 BIEA| ASCI 2XAHE0[00F S,

A
4 QUL BRI 2

o
M
Ht
=

version—time

l_%E DID E'k|9| X H-lI‘I E|-OI AEH]IE AItEFIBuI-L_lf_l-_ = EX AlIﬁ(}” D|D0-|| [HEH

-, T O
2¢t DID SAYUL. O] 0l Ha= 2= DID LEOIA X=X s 4 UsHH.
z

2 ZH2 HIEA] ASCI 2XA1Z0(0{0F EHCt.

40 Jtor

£l

relative-ref | MHIA O B-5 AZ5104 DID ZA0IM MEHE Mb|A A= HOIEON SAAS AHSK=

RFC3986 A4 4.20i M= AT URI &ZYULE. Sk g2 BEA] ASCI IXF%'OI(HOF
ofH RFC3986 2.101 AgE £ A0 Ciet HME QIFTS AREaH0F L

DID HlAE AH 247+ 9 /A2 ol UEEA| 2 7} DID w7 HbE AR
4 AS5UY HAskY] Al A5-S 9ste] DID |7y tﬂ—’]\# 341 W3C DID Specification

Registries uﬂ?MZ DID-SPE-REGISTRIES]S ARESHEE @15HH o] ThE Qju|9] e
DID "7} ¥E AMESHAA UBhs 32 Hotes ?}HE}.

o3t wi7f W4 Aol digt 71 12 AR [DID-RESOLUTIONIOIA A3t

Th&-2 service ¥ version-time DID Hj7f 45 ARESH= 5 7}A] DID URL 9AILYTh.



Example 3 : ‘service’ DID 07 H=+=7} != DID URL

'service' DID "7} ¥47} 1= DID URL

Example 4 : ‘version—time’ DID O§7H $¥i£=7} = DID URL

did : foo : 21tDAKCERh95uGgKbJNHYp? version-time = 2002-10-10T17 : 00 :
00Z

DID URLel| DID "7} ®¥4E S8t = A2 1 w7} 9427} DID A E+= 7| g4
ohet ApEate] 4xvt ficks 2k ojEiget Wl DID E8i9 DID URL %32 71550
DID URLS] ¥¥-Ho] opd DID EofAto] 12 Het dlolelE Mddh= Aol wet JFS e
S SIFUTHS 8.1.1 DID E%1 A et dlofe] &/dE F=otAl7] vigdynh). of=gt
e} glojel= FiAJolu B3 Axjo] mE 1T Alojgt &= Gyt o= 4 wirf Wt
HTTP URLY| =AY J3x ZEA|A Fof| HTTP su2 AgE & = HITPS
FARIUT $83 Zjo|2 DID URLY] U7} obd e we} dlofel7} 2laig ERIskAL
A2 E Aofsh= H AREE 4= Qi HHHo| DID URLY Y& DID Hi7l ¥4 Aldstast
ohe fAAE Aok b ARSECE AYYT

RDF/JSON-LD &4 W gAAR2A 2 FA=Z AME & Q= URL ¢FE B3 w7
S AR 49 DID "7 Bl ARSE & JsUTh

DID E3-Kresolver)oll U2 HEL tlolels Adsles sk 5L 71504 A RDF/JSON-1D
A Y glaaud Fa2 Ao 913t URLE gk o 287} gl= 745 DID w4 Bie=

A8 % g

pa)

@ ZZ(path)
DID A&+ ¥F2Ql URI A2} FYdljof 5kl [RFC3986]2] path-abempty ABNF 112]0]
HEEA] Hetsfof FTh
DID HIAE AR o] Al f dut 2=t 5 AZHAl DID A &(path)E I3 ABNF
TEE BAISoF Tk

njr
Ju
=t
ro
N
rz
10
re
=
re
ro
o[
#a
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Example 5

did : example : 123456 / path

® #Hzl(Query)
DID #z}= ¥¥HAR1 URI oA =M¥= 1L, § 3.2 DID URL 72l 3k did-query ABNF
TR BEEA] FtsfjoR gtk DID #H2)7h $ls 35 § 3.2.1 DID w7 #iso] AE =
AR&-Sfiof Ptk
DID HIAE ARk o] AlA9] Uut Fa]Ert B AgkAQl DIDH|e] thet ABNF 2k ©BA[sHoF
Pk

Example 6

did : example : 1234567 query = true

@ T 1HE(fragment)

DID Z#TIHE= DID AU & gAAE vAE S os Ixoke b ARSHY
DID Z#THE 73t Wk Al(generic) URI el THES} FUstal FFEA] RFD 39862
A 3,58 Fdfof gyt DID T IHES dd=xsh7| 98 DID 231 IHEES I3ksh=
gt Feje] DID URLZ BF=A] DID URL 932 715 thote] QIEO 2 ARgE|ofof Tt
A Y828 8.2 DID URL HHZRE F=x3IA]7] visiych

A% A% Iselr] Y A= DID ZHIHE} § 6. A #Fo| AHEo] U=
FET 5L PA 07 FPAEEF fjof Utk dlE E01, JSON ZIE| [RFC690112 DID
I IHEA ARSE 4 UATE BE 7hol| TS WA 0E SMER] o5t

Example 7 : DID 2A{2] 135t HS HACS

did : example : 123456 # public-key-1

42 ==Xl 7|gte| obHTt 21T A HIO|H FAS 2Tt W3C S YUID EENEA



Example 8 : DID 2A{2] MH|A IE ZOIE

did : example : 123456 # public-key-1

Example 9 : DID 2A{2] & 2|AA

did : example : 123456 # public-key-1

o] Ald9] oju] AAI} Tek= T AlSIHE Eﬂ HE AExtof| igt 371 ofu] A= § B.2
application/did + Id + json® JSON-LD H&o| Aw=lo] Ql&Ytt

® &t DID URL

At DID URL did:{method-name):{method-specific-id) 2 A|Z}5}4] ¢= DID &4
W URL gt AUt Hoh #4202, § 3.1 DID 720l 9% ABNF=Z A|ZSHA] ¢= 2e
URL @ty URLY] W82 ¥utao g 53t DID wA W Zlans FEduch A
DID URLZ Adi&el B& 4 84, ] u7f Hg 9 ZHTHE AEAE 23|
dut.

3 DID URL =5 21 off, RFC3986 Al 5 : & ERlof] A LaleEE HHEA]
AREsioF gt 71 URI g2 DID et d#d s DIDYYT § 5.1 DID A&

2z vty A7k didYyt) 15 (authority)2 {method-name):{method-specific-
i 2FAYT. F=, #9 W ZHTHE g2 §3.2.2 4=, §3.2.3 #H2, £ §3.24
Fragmento] J2JE AYJYrh

3t DID URLZ 28 ooz ARt drf] URLE AESHA| 933l DID 2A W A5 Uit
ABIAE APEStE H A AREYTH

ZEH9! 7|to| o3 915 U TlO|Ef FHES 93 W3C HEUID EESAM 43
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=
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Example 10 : & DID URL 2| ¢

{
"@context": "https://www.w3.org/ns/did/v1",
"id": "did : example : 123456789abcdefghi",
"verificationMethod": [{
"id": "did : example : 123456789abcdefghi # key-1",
"type": "Ed25519VerificationKey2018",
"controller”: "did : example : 123456789abcdefghi",
"publicKeyBase58": "H3C2AVvL.MvogmMNam3uVAjZpfkc] CwDwnZn6z3wXmgPV"
b,
"authentication": [

// a relativce DID URL used to reference a verification method above
" # key-1"

9] oAofA A DID URL 42 did:example:123456789abcdefghi#key-12] At DID
URL #to=2 gkt

4) GO A

o] Ajore. 57 3ol THAglo] DID BAlel thet 344 dlole] = HlT. o] Ao
gold melo] it e 40 4%, BES 9% Uuio] 97 AR % AP o 2
9] 87 AR AR
(1) &)
DID R4 44 o8 % 49310} 22 0|53k O TH=lo] YTk ofefet 2 £42)
o= § 5. 3 e APgelo] QIUTh B4 HAS § 6, 31 I Holulo] ik

44 SERXQl 7|8l oHHE 21F 8l HOlH FHE 2%t W3C BSYID EESHEAM



(2) HI0|E{ E&i(representation)

i)

o HlolE EA diet 2 AUt

@ =y

Hlole] ®d2 7 7HA] 799 S At
1. ] A3 s flofiA S flsiixl= 54 W3C DID Specification Registries
##UZ [DID DID-SPEC-REGISTRIESIE AM8S171E @It A &/t 7]et
S A8t 9 HWAYSE ARSShe 2ol 7 7l Mz e #do] dEE & A=S
she R4 Ay

2. BRL BAE B P Tl 2 Y AUZE FR olaid B
HAUZE WEA] o2 58 BE P4 59 24 g HE AUsior gyt
o

DID &4 #22E&] [DID-SPEC-REGISTRIES]O] 7|ZE|A] g2 HFolY S-S AFS
oJsfsle S ARgShe tl FelE W "ol = A9 FEAE ZFs T 12 of2et
TET o 2 AEAZE 45 A% At oA "olyych

njr
Ju
=t
ro
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rz
10
re
=
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Al
(=]

¢

8

!
d

DID<= DID A5 AU DID w41 § 4. dlofg] ol A bloly de] 2dsld
FE AU ohZ AMofAl= o]2fdt &/de] DID £41 WellAl F4=17] AeRIXE 2gsto]
3

Argeych
= DID #4192 2390l = Hd $42 thaat 25Ut DID A4 JREe v
FAl &obs 4T 449 239 &4 oA v
* id: § 5.1 DID FAo] A9
* controller: § 5.2 AEZ ]| A2
* verificationMethod: § 5.3 AZ W A2l. st &4 id, type, controller X
* authentication: § 5.4.1 &l A9
* assertionMethod: § 5.4.2 assertionMethod®] <]
* keyAgreement: § 5.4.3 keyAgreement©] 2]
* capabilityDelegation: § 5.4.5 capabilityDelegation®] <]
* capabilitylnvocation: § 5.4.4 capabilitylnvocation®] <]
* service! § 5.5 AJHIA Q& ZRIEC] 9. 619 &/dol= id, type ¥ serviceEndpointZ}
1

ol

X

o

(1) DID |

DID F4k= id 4922 FAIFY. DID F4]= DID &Aof B AEE YU =, DD
of3f AE=aL DID &A1 23 A= dEE Y.

DID ZAl= BHEA] id 44 Zatsfof Tt

id
id &= WIEA] § 3.1 DID 729 +#3& old¥oh= ZAEololoF gyt

Example 11

D
)
njc
J
=
ro
N
rz
lo
e
>
rot
o

{
"id" "did : example : 21tDAKCERh95uGgKbJNHYp"

S X OOl FHE 2/t W3C 2S5 YID EFHEAM



o

1 : 2 E8i(intermediate representations)

DID H4AE= *}Ok—o— DID E3& Kresolver)”} DID E3f(resolution) 4 dk= 52t id
&/3< ZloHA| %= DID A9 S2tF #8& AT & dssUTh 1=y s gl
DID &A= @4 783t id /432 Z3tsfoF Yt &R1E DID £419] 3k RIEA] 2Rl
DID?} YA|sfjof sh, 5 &1 Ajiof| ARE-E = QU= DID W ofsff #3144
DIDZ A¥oF gt

(2) ZAEZ(Control)

L Uehf HAUZAYL DID AESe:

DID £A4= DID AEZH(E)E UetfiE controller 42 E83 4 QFUth

AEEY(controller)

Controller /4% FIE=A] § 3.1 DID 72 132 2= AR EAFolofof gttt ol

DID #AE= &4 542 A3 54 A3 Y ARE-S BAIHCR §8sk= A5 TAE
Z3tsfoF

controller 30| DID &A19] £Aol= 4%, 1 4= sk ol4d9] DIDE YerdY
DID®| =gt DID &A1o =9 HE A W Hgo] s A= §&FojoF Fych
wEhA] o]et 310l HIHS S5l S92 DID AT AlSst S57 5531 Aoz UL

ol

g

1 : Hst E10{2Kauthorization) 2 21=(authentication)

A% Rol § 5.4.1 A5 WYL S5 o] st AFL FAV} o o 7o) B2
% gV 77} &gugte W, Jeln DID AESele] A wikk A3 Fake) ool
B5S Fuoof A9o] FAYULL. § 9. ¥t T AYS FR vlhL

SEHQ 7|Hte| eESt 21T A HO|H FAS 2%t W3C RS LID EENEM 47

EER=10]

Hia
‘Iiglelo Rie 07L°A QI B25 'S

Frivhe RHE



Example 1

2 : EEe] £40| = DID 2A

{

"@context": "https://www.w3.org/ns/did/v1",

"id":

"did : example : 123456789abcdefghi",

"controller": "did : example : bcehfew7h32f32h7af3",
CRE(

"type": "VerifiableCredentialService",

"serviceEndpoint”: "https://example.com/vc/"

DID 24 DID FA B3 AT JSAEAES AFAL st o] gt
T 710 S BE WUS Uehd S gt ERHE FRol fAg A3 st

“
Yl AMgS 4 Q= Wt Auniel 27 7] Aust mgE] 9

8 FUth o2 o, gAg
PHOR 37 712 48T 5 gk oleftt A90] AL B Al

T2 B2 A WeE A 5 sy @A g AEe Adl 3707F East 5749
A

7] AEZL S ek, MACE Qesi Bast gtk T8 AR 914 He)

s} DID HEESE Bluske A A4 MEIAE AlEdhe dAS] A=A HE7E e o

& AFYTH
A3 dedS FHsc] Holl, A5 o2 A F71 710 et A€ ARbEYct. § 5.3.1
7] 79 2 P4 32 vl & /539 A5 W9l A5 [DID-SPEC-REGISTRIES]O]l

A% vpge SEejok Tuth

DID &A9] verificationMethod 42 33t 4 Q&Y

s

l

H(ValidationMethod)

DID &A1) verificationMethod 4/d0] g0l Q= AF &4 F-2 T1TA] A3 Wi



&AME Tt gyt 2 45 ‘ﬁ% £/d50] Zd mapdll 7Ie=o] syt 1 S92
4

HIEA] id, type, controller ¥ 4 AT W &/44E0] =0 Slojof sh, Z7FAR] S44E%
zZokeE = JFUT

A4S TS A id 49852 BE=A] URLoJojof 9yt sk ool A5 wh4lo] &Afsk=
739, verificationMethod #r WIEA] -2 idoj ofg 7i9] <lE g

shte] idofl of=] 7je] QEE7} o] Q)= verificationMethod #%1
HEA] oS E WYAIHY.

A A, id S92 BV |= FRI YT o|AE 7IE 7] ] AL
2 JWK [RFC75171% 22 7] A1} B3toke= d E5] 18Utk 371 7] A& [RFCT63812=
JWK kid gto] #dych. A9 371 715 JWK= yehd 435 Wi sfd ZI1HE
APEAEA kid 9= o8 U 7] A8 Q= SN 719 ARloll tisiA= #example-
13-various-public-keys®] A WA 7|& F=RHIAIQ.
type S/ WIEA] AES] sl AF W FFololor Y. 2RE AL dAsdS
Zdiskslr| ¢all, A% 9 82 [DID-SPEC-REGISTRIES]O SF3loF gch,
controller /3352 YIEA] § 3.1 DID & 3o F3tolk= EAFGo]lojof .

AZ HiHo] 7Y 7]

O

31 : 245 W HES? Y DID HES2

371 7149 BAS] =417} DID 24191 3¢ E% A = ]7} A5 Y 7é—°r, 7?4_55
£49] 9nj= FERY 71 A7) Al Al 4 =

23 5= 7] 2] 7] JEERQ IDE “ﬂ/\l o —iﬁ‘H F &yt 7&%‘ o] gk
controller #t°] ¥FEA] DID HEEHY BR+E= {lth= o] Ao|FYYrt DID HEEH =
DID &419] /9] =l Sl&= controller % é% AR&-stod ﬂi@”ﬂqt} 5.2 Aol
R,

Example 13 : ZZ 2t o

{
"@context": ['https://www.w3.org/ns/did/v1", "https://w3id.org/security/v1"],
"id": "did:example:123456789abcdefghi",
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"verificationMethod": [
"id" ..
"type": ...,

"controller”: ...,

og

verificationMethod &/gH#%t ofyzt TRt S BAS wH S04 A5 Wi
ZISIAY 2T = IFUTHE 5.4 A5 TAE D). HF TS IR6HH skt o4
A% ALY A AR 4 SlsUT

DID #A°lA A5 WS AT 4 AREske B o2 Z<5Yth

4

1. & verificationMethod £/ = 54 A5 A Uikt &4 w=AE glo]Eolojof
s, null gHeE Z7|3gYch

2. g0l AR B, A5 ¥ A=rt ZE ok k. AE gre g AAdTh

3. %ol ALY A, A5 S FaARRE Ebgdynh gk URLelaL 7HgyTh
« URLS I9%x3k1 URLTY #AH verificationMethod 48 AU A5

=01, A=H ZA9 A E0lA verificationMethod £/442 A=At

« A9 id&Ado] #tat YAISHH, 7t AR E WHEolHA ZAiE /AR AAdYH

4. A7) id, type ¥ controller /30| EFER| k2 39 o 35 U5 A=}
TRHA R AE typeo] AFETHH 277 AU

X

p

bl

Example 14 : ZZ 4t Tt 4

o x

{

"authentication": [

// this key is referenced, it may be used with more than one verification
relationship

"did : example : 123456789abcdefghi # keys-1",



//this key is embedded and may *only* be used for authentication
{
"id": "did : example : 123456789abcdefghi # keys-2',
"type": "Ed25519VerificationKey2018",
"controller”: "did : example : 123456789abcdefghi",
"publicKeyBase58":
"H3C2AVvLMv6gmMNam3uVAjZpfkc]CwDwnZn6z3wXmgPV"
}

® 7] 88 U HAl(key types and formats)

£ 4% PHOE NS 5 Yoyt
H

4% PEL o 4% AR $42 TFHME oF Buth oIF Sol, publicKeyJwket
publicKeyBase582 $A0 AH§3IE 4% WHolH 7] 4mE EFsRE A FAFU:
& Aol HEL 43 A5 1548 2OV §16 DID B 3 7] An s

2 At A2, AL} FeloF S 919 A A B B8

Hjzg FAS AHol=es ol A Aolo 43 Bes AdUth A== 54 5%
7] @40 & Ao Uta=lo] lEyth
of7lo] AgE 3 7] = A}%ﬁé tq1 37N 71 FEARE 370 7] AR UEH AT

A & 7N 71 /9 AS oE HS W
TR 2 £ @ s 2*—1 = % [DID-SPEC-REGISTRIES]®] 5-=3fofF ghch.
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Ol 1

DID 97 52 7|5 Q7Y &40 F Base58(Bitcoin) [BASESS], baseb4url [RFC751515
AETA] E= baselOthex) [RECA6481& AREHA] 5] =7 SUUTE ol #9 =2
A4 PEM ¥ Base58(Bitcoiny& AREE o= 7PFsAIRE 7 159 Fojof wet
base64url /%= basel6(hex) 02 HAE & AUHUTh

DID ¥ J&2 secp256kl Schnorr 371 7] g2 ©f AlJollA ApA[3] g 2191,
JEvd 29 9 AFY W2 ofBA & AAA Hisf FA =2lskL sy

o] T DID EAOIAH 27] 7] Tl gt N9 Helghich. 7+ 27 7] ol dis) A
279] A1z Falo] g

7] Q3i(type %) \ xigd

RSA 271 7| %2 JWKIRFC7517]2 QIFYE|7{Lt publicKeyPem

oA L4828 AESI0 JHRIEE R U(PEM) HAC=Z QITFE|0{0F

(RsaVerificationKey2018)

Ed25519 371 7| 4f2 JWK[RFC7517]2 QIFYE|AHLt
publicKeyBaseb8 &2 AIZ5t0 Baseb8 HIEZQI Al
[BASES8]9| #A| 32HI0|E &7H 7[@tQE QIFY:(0{0F FLICH

ed25519
(Ed25519VerificationKey2018)

Secp256k1 Koblitz 27K 71Zt2 JWK [RFC7517]2 Q1FY &Lt

256k 1-koblit _
Secp oot publicKeyBaseb8&8= AtE5t0{ Baseb8 HIEZQ!

(=% ) P ! o )
SIABASESS]Q] &A| 33 HIOIE T 7 (202 QIFAHE|00F STt
seco256r] Secp256r1 &7 7| 22 JWK [RFC7517]2 QIZYELt
(Scf:)norrSec 256k 1Verification publicKeyBase5858S At80101 Base58 HIETR! =4
Key2019) P [BASESS|Z Q1T = 2IA| 32 HIOIE VK 7| ZHOZ QIFLE|0{0F
ey.

2L

Curve25519(X255192t 0= 8 27 7| 42 JWKIRFC7517]2
Curve25519 OIFHE| Lt publicKeyBaseb8 &£42 AR5} Baseb8
(X25519KeyAgreementKey2019) | HIEZ QI &4l [BASES8]Q| Al 32 HIOIE 37 7| @e=
QITFE 00 LY.




Example 15 : C}¥st 371 7|

{

non

"@context": [ "https://www.w3.org/ns/did/v1", "https://w3id.org/security/v1"],

"id": "did : example : 123456789abcdefghi",

"verificationMethod": [{
"id" "did : example : 123 #
_QqOUL2Fq651Q0Fid6TvnYE-faHiOpRIPVQcY _-tA4A",
"type": "JwsVerificationKey2020",
"controller": "did : example : 123",
"publicKeyJwk": {
"crv': "Ed25519",
"x": "VCpo2LMLhn6iWku8MKvSLg2ZAoC-nlOyPVQaO3FxVeQ",
"kty": "OKP",
"kid" "_QqOUL2Fq651Q0Fd6TvnYE-faHiOpRIPVQcY_-tA4A"
}
5o A
"id": "did : example : 123456789abcdefghi # keys-1",
"type": "Ed25519VerificationKey2018",
"controller": "did : example : pqrstuvwxyz0987654321",
"publicKeyBase58":
"H3C2AVvLMv6gmMNam3uVAjZpfkc]CwDwnZn6z3wXmqPV"
5 A
"id": "did : example : 123456789abcdefghi # keys-2',
"type": "Secp256k1VerificationKey2018",
"controller”: "did : example : 123456789abcdefghi’,
"publicKeyHex":"02b97c30de767f084ce3080168ee293053ba33b235d7116a
3263d29f1450936b71"
3,
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DID #40ll 37 717h EA61A] Qe 749, WhEA] 7he FAsu Fego] globdrta Z15hic,
DID EAE= HlEA] AZ IAE ARSI 715 F4soF sttt ZF DID HAE AlRfol=
Aok v 22 8-S 7|&djoF ST

o2k

ol

DID &A1°1A 719] 7i4) ¥ U}EL A& o= DID Edl K resolver) & 7|} E2to]HES]
AAJUct. ZpAIgE 82 § 8. FRI(Resolution) FESHIAIL

(4) 43 A

A5 ¥A= DID A2 A5 WHzte #AE yehdych

DD 41 574 A% IAE Ueliie 42 23 4= syt 224 A deS FoskE
Al 442 [DID-SPEC-REGISTRIES]O] 525 ofof gt

DID #A] W %X+ BIEA] DID 419 A% Bt A5 TAl dis) BARYth 54 4
A A=A g TA AF&EloIA= oF Ut A A
A o= off AAS %‘iﬁwﬂi

_

=
[

=
[}

o
o[N
o+
EFc

rlo
L

m
>,
o,
olX

® ©Q1=(authentication)
Q152 Q= E7} DID FAHYE SHaHAYU DID AEEZA DID FAIE tiileiA E5sk=
e Sk H ARSthe A4S WARYS. A4S Al AR IS SR wae A4S
T2 ANBIAL Al & 11 FAVE 1 A4S0l AAlE A5 875k FAIIA geld
T AFUH A A5 L AR F3ke FofolAY FofolA] gks ok sy 1A
s 5§ T2 g2 Slsyth

050 28

U] 92518 o 3u= £9Y 23S AP AL DID LS £ /1 58
221900] 2 2461k ofE ol 5% DID oIS DD £ YIS ek
= o]



Example 16 : M| 71X| 2t01 diHo| ZakE QI

229] ¥9IZ Holbg DID HAE % $§ ZRIBL o]F AT Folsor T

DID &A1= authentication 4732 ZZUt}. authentication 4782 DID 4 4 374
719} 22 AZ 9 749 #ALQYL DID FAI7E 952 93] 45 A5 W AE
SHO

(authentication <43kl weh

mlm

SALS Jugick

U5

T ZR2 A7 AP8E shdt o] A% HhEelolor Ptk 449 A% W 2Rt AY

HzxE 5 JojoF Pyt

9] BAl= U952 Al=oke= EE7F EAk=A], fa3t Q15 $AE Alok=A] ERlo] Zast
Q%5 AZAIA &3t JEElZl DIDZ 41¥E uf, AFA = Q15" &xog wEold

FAE TIohL YHYF Z=EF T F4]) YR HolsE B, DID 4 i authentication

ol UdH AF W, 37N e AREsl] HSE 5 e AE ERIT & AFUT

DID 419 authentication </l 2l AA|H A5 WHEZ DID FAE 155t Tlofvt
AMEE 4= QIFYT DID ZIEE27} DID FA7L ofd %% DID ZAEEHE U55F| FlsiA

controller(§ 5.2 Control %) 33 A¥E AHEE 2219 DID EA9 HEH UAS A5

WAE ASshor T Eart sy

ol
%

{
"@context”: "https://www.w3.org/ns/did/v1",
"id": "did : example : 123456789abcdefghi’,

“authentication": [
//this method can be used to authenticate as did:-fghi
"did : example : 123456789abcdefghi # keys-1",
//this method can be used to authenticate as did:*fghi
"did : example : 123456789abcdefghi # biometric-1",
// this method is *only* authorized for authentication, it may not

// be used for any other proof purpose, so its full description is
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// embedded here rather than using only a reference

{
"id" "did : example : 123456789abcdefghi # keys-2',
"type": "Ed25519VerificationKey2018',
"controller”: "did : example : 123456789abcdefghi’,
"publicKeyBase58": "H3C2AVVLMv6gmMNam3uVAjZpfkc]JCwDwnZn6z3wXmqPV"

@ assertionMethod
assertionMethod /3= DID FAE 4otttk SAE ASote ol 35 PHES AT
T S Ul A5 WAE 2EEU s 545 A5 A= DID 2419 assertion
Method 43°] Aol A AS ol F4d

SHAl S ARSEIUEA] QA=A HRIT 5+ AU

olN
o
[ &
2,
o=
igﬂg
%0,
rlr
N
i
ok
[-'O
o
b
olN

£ : assertionMethod A2

assertionMethod7} 4 éﬂoi N %, ASARE FEE FAkkE SAE Alscke
AF8E A= 9] 98 £ YSsloF

W% o ] 72 739—4 e BBV B3 75 A 35 ARk S
% wpdo] o DID EAe
Ho

%
g
o
)
=
®
5
@)
o,
¢
2
iy
olN
2
re
r o)
i
9,
0,
Lol
A,

e TS FHoks o AR 4
assertionMethod £/37} A= o] =4 RISt AF: 7Hsst A4 F5go] DID A
olg] M= =R Sl

DID &A% assertionMethod $4S E$HE 4= H5Yth

assertionMethod
A 2 HIEA] ol ol o] £A7F Q= AT W A|lEofof gyt 2] AF w0l
Z3Eo] AU HxEo] lojof Tt



Example 17 : 5 7}X| A& WHS X el6l= assertionMethod &4

{
"@context": "https://www.w3.org/ns/did/v1",
"id": "did : example : 123456789abcdefghi",

"assertionMethod": [
//this method can be used to assert statements as didi:--fhgi
"did : example : 123456789abcdefghi # keys-1",
// this method is *only*authorized for assertion of statements, it may not
//be used for any other verification relationship, so its full description is
//embedded here rather than using only a referance
{
"id": "did : example : 123456789abcdefghi # keys-2",
"type": "Ed25519VerificationKey2018",
"controller”: "did : example : 123456789abcdefghi",
"publicKeyBase58": "H3C2AVvLMvogmMNam3uVAjZptkc] CwDwnZn6z3wXmqPV"

® keyAgreement
keyAgreement £/32 JIEJE|7} DID FAIE ti4lsto] £ Aok T2 EZ0] Fojol= o] ARSS
T Sl TAHSE Eoks ol AREUH. 7] AoF ZE2EZO| JE keyAgreement
IAASS AREoto] 7] o] T2 EZojA ARSH S HHo| Aol 23 keyAgreement
4431 AE]o] Jl=A] ERIste] DID FAIE wi4lsty 7] ] TR ESS dctk= GARPT
<
T

OF
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keyAgreement
T g st ol A7 AHE A 7 AlEcloR gt ZH7ke] A5 WS Ui

SE F2E S5 YUt

£ - keyAgreement ALE

7] Fe] W3 Fol AT A3 Wil SESKY keyAgreement £/97 Ao} QA
Sl AL AN Do stk o S0l 383+ 499 o= DID ZAIS: ThAtste]
TLS AES sk FAUL o] A9 Arige T2 e deHo]=s} DID 24 1

Example 18 : 5 7}X| & WS XSl5k= Key aggrement 24

{
"@context”: "https://www.w3.org/ns/did/v1",
"id": "did : example : 123456789abcdefghi’,

"keyAgreement": [
//this method can be used to perform key agreement as did:-fghi
'did : example : 123456789abcdefghi # keys-1",
//this method is *only* authorized for key agreement usage, it may not
//be used for any other verification relationship, so its full description is
//embedded here rather than using only a reference
{
"id": "did : example : 123 # zC9ByQ8aJs8vrNXyDhPHHNNMSHPcaSgNpjisBY pMM;jsTdS',
"type": "X25519KeyAgreementKey2019",
"controller”: "did : example : 123",
"publicKeyBase58": "9hFgmPVfmBZwRvFEyniQDBkz9LmV7gDEqytWyGZLmDXE"
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@ capabilitylnvocation

capabilitylnvocation £42 dlE|E]7} DID 34 32 DID FAE A5k 7152 258
T UAEE B S-S B o AREY DID FA7F 3 dgto] e 715E
EEFUH. 7|5 &= Al HS5A= DID 419 capabilitylnvocation /0] Z3FH S0l

AR BF PR Feste] 759 RS FAT 5 A5

DID #A+= capabilitylnvocation 482 X3 4= 5T

capabilityInvocation
T FR2 sht 32 s o] A7t A8E A B AlEojof ). Z47ke] HE W
WAEAY &z & 54tk

Z1 : capabilitylnvocation?| At

7152 BAE W ARRE A o] $E 51 capabilitylnvocation 47 A% o]

WA ERlsk= A2 A5AY XHO]?J‘/]E} o] £/4do] -85t A2 9= DID AA7}
AZ WY} StartCar 71529 A3t ARRS Ed] 2F A% 7|52 s&ol7|2 Adst
AUt o] oA A ASATH H 1. HZ "] capabilitylnvocation 4/3°]

ZABIEA SRS T,

Example 19 : 5 7}X| 2101 BitH= TISISk= capabilitylnvocation &4

n n n

"@context”: "https://www.w3.org/ns/did/v1",
"did : example : 123456789abcdefghi’,

"capabilitylnvocation : [
//this method can be used to invoke capability as did:-fghi
"did : example : 123456789abcdefghi # keys-1",
//this method is *only* authorized for capability invocation usage, it may not
//be used for any other verification relationship, so its full description is

//embedded here rather than using only a reference

{
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"id" "did : example : 123456789abcdefghi # keys-2',
"type": "Ed25519VerificationKey2018",
"controller": "did : example : 123456789abcdefghi’",
"publicKeyBase58": "H3C2AVvLMv6gmMNam3uVAjZpfkc]CwDwnZn6z3wXmqPV"
}
1,

® capabilityDelegation

capabilityDelegation &/ ME[E|7} & 7|5 SEA0A DID FAZ E+= DID A
QAR 715= Folshe o AR & Qs B4 85 ®ASh= H ARSEYT. Capability
Delegation A% Al HSA= SAE HSoh= Wl DID #419] capabilityDelegation
&/do] IAEEA IRIFCEZH 75 25T 5 = 7s RS ERIT & AFUT

— -

DID £A1&= capabilityDelegation $42 Z3F3E 4= 5t

capabilityDelegation
T g st ol A7 AAE AT W AlEcloR gt ZH7te] A% WS uiE
SE P2 SE IEUn:

11 : capabilityDelegation AFE

i)
_O|L
T
s %
e
_0|_‘
o
o
IAS)
i
_E

Example 18 : 5= 7X| Q1 BiHO0| Z5HEl capability Delegation &4

{
"@context": "https://www.w3.org/ns/did/v1",

n n n



"did : example : 123456789abcdefghi’,

capabilityDelegation ": [

//this method can be used to perform capability delegation as did:--fghi
"did : example : 123456789abcdefghi # keys-1",

//this method is *only* authorized for granting capability, it may not
//be used for any other verification relationship, so its full description is
//embedded here rather than using only a reference

{

"id" "did : example : 123456789abcdefghi # keys-2',

"type": "Ed25519VerificationKey2018",

"controller": "did : example : 123456789abcdefghi’",

"publicKeyBase58": "H3C2AVvLMvogmMNam3uVAjZpfkc]CwDwnZn6z3wXmqPV"
}

(5) MH|A 2lIE ZQIE

Au]2 Q= ZOIEE DID EA0lA DID F4 E&= o JdlglElQ} BAI5H= 1t
o] ARSEUTE DID EA°] Ydd AHIASE 448 nldo] A, 7]l ¥ ARO|E, o]
S /MR E BE WA AH|A, Ei= 1 oo 35 HE
AARE HE-2 § 10.1 7HY A1 HHPIDE B3/ SRS FRHIAI L. AH]
de}t glojel= AHIAEE tgyth olE S0 dashE A Auaet BAH H[E dlolH
HAAJo] AIRE]7] Ao Azt HAF ofEA X7|3ek=A] EEE 5 IsUH:
AB| A gt ZRIE = service 45 ARSIl EAFUTE ZF AH|A= T A9 B
id ¥ type E4ET oflet AHIAE At 2 $45 AIEY URLE AYE service
Endpoint $/48< AY1L HUT

DID #419] 8 F4] F Shh= AHIA A= IRIES HASR= AJUTh AfHlA = ZRIE=

hined
tlo
= 1y
me gl
4N o
B Tl
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W, 9%, 57} 3 ATAEH] 9% 9 ID W AHAS EHste] FusuA s
DID FA19} o] §89 AHIAE 7R3

DID EAo= service $42 33 4 JHUTH

AJu] A
DID &A17} service £/d5 Z5IaL QLOH, &4 gk ZF AH|A It ARIETV B4 A|EC
ofsf] 7I&eEe A gl AHIA AT ZRIEZE E & Qs ZF AH|A e ZRIEE Bt

id, type Z1#3L serviceEndpoint £/32 7FAaL Qlofof shH, 371 &4 X e QU
id $/83k2 BE=A] URIZ Yok Ut service g6 RIEAl FY idol of2] EEE
ZsiAE F FYt. ©] 4%, DID A4 ZeAM= WA 275 Agsfor gyt
serviceEndpoint £/d352 [RFC3986]°l F-3ok= 83+ URLO|ojof 5} [RFC39806]2] A4
09l 7leH 2 28716t URL 270t Al fal +12] B2 o]F AjR|A dle IQlER
7Ied £S5l wet AgatskEofof

AH|A Qe ZRIE ZREFS /Y EE Aoz AXE Zo= gyt

i
Example 21 : C}5H AMH|A HIE ZQIE

o
N
njc
J
=
ro
N
rz
10
e
>
rot
o

{
"service": [{
"id" "did : example : 123456789abcdefghi # openid’,
"type": "OpenldConnectVersionl.0Service",
"serviceEndpoint”": "https://openid.example.com/"
5o
"id" "did : example : 123456789abcdefghi # vcr',
"type": "CredentialRepositoryService",
"serviceEndpoint": "https://repository.example.com/service/8377464"
5o
"id" "did : example : 123456789abcdefghi # xdi",
"type": "XdiService",
"serviceEndpoint": "https://xdi.example.com/8377464"
5o
"id" "did : example : 123456789abcdefghi # agent’,

S X OOl FHE 2/t W3C 2S5 YID EFHEAM



"type": "AgentService',
"serviceEndpoint™: "https://agent.example.com/8377464"
{
"id" "did : example : 123456789abcdefghi # hub’,
"type": "IdentityHub",
"verificationMethod": "did : example : 123456789abcdefghi # key-1",
"serviceEndpoint”: {
"@context": "https://schema.identity.foundation/hub’,
"type": "UserHubEndpoint",
"instances”: [ "did : example : 456", "did : example : 789']
}
{
"id" "did : example : 123456789abcdefghi # messages',
"type": "MessagingService',
"serviceEndpoint": "https://example.com/messages/8377464"
{
"id": "did : example : 123456789abcdefghi # inbox’,
"type": "SocialWebInboxService",
"serviceEndpoint": "https://social.example.com/83hfh37d;",
"description”: "'my public social inbox’,
"spamCost”: {
"amount”: "0.50",

"currency': "USD"

}

{

"id": "did : example : 123456789abcdefghi # authpush’,

"type": "DidAuthPushModeVersionl",

"serviceEndpoint": "http://auth.example.com/did:example:123456789abcdefg"
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A= FQlE % BeiE Bek 3 Ao] et A S § 7.1 i A4 %

6) @Al H3d(Core Representation)

DID o] 2E A4 HAS YEK o] A1) Ho8 ol 292 72 $A 4
A g ALgsto] Hgatslofo} Thict. BE el e WiEA 24 B oo

O

FIF Aol DID £A1 50l ol Foj=lojof gt Aatdos &= 1 7Ho] Wgke
HIEA] 24 P2E DID BA Rdg L5 BAslo] Saisfol ks 4. glojg 2dl 9 § 5.
4 S50 71€E]0] YU, I3 o2 DID 24 BdE th #d 02 JFsct.
T4 Al HA DID £A4 2dg 3AJ5HA] 231 H ¥ (representations)S 7t H3HA= ot
Huth

JSON, JSON-LD2} CBORS.& & o] AlFEA2k, ofiEeiAold 9 AHjA= XML
E= YAMLYF 22 ol RdS FET 4= Q= 999 v Holg Xd &2 AT

= syt
RAAE BEEA] 2419 g HlolEoA mto] f32 &3l ARRE w4 EHS EA IS}
?:MEP AH[AR= content-type DIDESIA} e} Hlo|8| =S F3 #4171 of" HHIA|
oldflok SHTHS 8.1 DIDESf(resolution)S XA Q). AH|AZ} ZeHI=xTto 2 FEA9]

RS AP o AUk
o] M) AF Bl ] AL Aol BRHQl T Ps) Bk BE o] HEEut
o] Mo HEL GHAEL] gl BSY S8 SIet AGetE FHS mEstel 484
Folsl ERES ST 4 AUt § 43 TP A ARE BRI

(1) JSON

(&=4 et glolElo) Y& application/did+json®] content-type©l] EAE B2} Zo]) Ut
JSON©J| %li= DID #A1E A4t 9 AB[ok= 3%, thaatt 22 32 FHEA] welolehyt),

ORI
DID #A4l+ BF=A] [RFC8259]00 H3tsl= @ JSON 7iA|ojoF gt DID #419 2E
29l &4

&85 RIEA] JSON 7HA HH O]Fo= &4 o5 AR8al jicﬂOHOF Eiie
EE TS Zooto] Al § 4. gloly o] dE HlofE 2 S4ghe ot 2ol

st O1Z 9l ¢jojE FAE st W3C 2HEUID EESIEA



JSON §go &A%k w3Wste] JSON [RFC8259]1F Q1A sk gt

[EEE 7542 E8T 5= U= S SHEA] 22 f-8(number type) 22 FEESof
.

Boolean #2 HIE=A] Boolean #AF J1Hi& g Fojof gty

Al B HEEA] ¥lE f3(array typr) 22 FE@E|OJof yrh

A7 Qe #BEY AEE WEA] WiE R (array type) 2= EAE oJoF Tt
&/ NEw ¥EA] A4 -3 (object type)2= HAEoJof YT

Hl 782 Wk=A] null #4F 192 #dEofof gyt

e FE2 BIEA] 2AHE f3(string type) 282 EAE ofof Tt JSONZ A/dsk=
FEA= darg]Zo] [INFRAI AFFe] JSON AE3t F&at Ax|5H=A] &olsl= A o]

U

DID £49] BE $4& 8heA] RE AjRjo] Zgslolol gt $45L 9 B2 g 15
o] wef 371 dlold s9] 12 AAES AT 4 UsUck
@context HH| o}SL WEA] [SON-LD A7 AAST 4 Gl S0 AL o

gy,

AH

p |

249) 4k WHEA] JSON AAAULh 2439 9] th dlo]e) §9L oFols MEA
7325lolo} Fie}. 2}49) JSON 2Rk DID £42 Uehie] o] j4e) BE 7428 DID
BA9] S A B ol2L 4 olSoln] W ghe Thewt ol SiAEL.

FA @& WIEA] [EEE 754% YER & Qle A ¢1o& sfAlEofof gyt
Boolean &4} 12 WFEA] Boolean #HO-2 A% ojof gt}

HlE §-32 BHEA] o] ghofl thigh £/449] Ao wet AlEA BEe &4 gle AEE
A =]ofof et

MA 78 BIEA] 4 AERE A =fojoF YTt

Null2 HFEA] €l gro g sfjA=fofof gyt

TAE F3B2 HIEA] ZAEE SfA = ofof b, o] Fhofl thigt £/4d9] Aojo whet
URI, Hloje] ARE F= 7|6t g3t 22 Hop A4 <Ql Hlolg fFo= 71 42

JSON AVg3He FHAHE QmelZo] INFRA] Alge] JSON AMg 23} AASH=A] Slste

ol Hojf FHE 3t W3C E=UID EZs|MEM 65
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@context °]5<> JSON-LD 9|2fojo|= 2 A}E5f A= <t HUr},

(2) JSSON-LD

JSON-LD}: #3E Bloei(Linked Data)% 4/ 2sksHs d) ALSEH= JSON 718t #4]giuc
(A wEF glofEfell application/did+ld+ison®] content-type2 & A%H Z3} Zol)
JSON-LDZ DID #AE 4ot AH[ok= 4, thad} 22 7121 WIEA] wejof gt
.« @id 2 @ype?| Y=L id D type?] o], AR o] AJokS TREH 0 JSONOJA]
A 4 s Th.
* JSON-LDi= =5 48A=A [RIF 585HA/% DID #A4= @7 DIDsE A5k
ol BAZ o ARE UL DID A1) 488 1d g WEA] DIDO fasjop afei,
02 79 IRI7} obdytt.
« A%, 9, 24 o9 @ URLY 22 HlolE §3L 0% Wa T sl AR Al
s 4P BAsH| Yaf Aoz YU}

.

@context

@context £J72 YIEA] Sk o]449] URIelofof gyt 7t og2 A WA URIR>
https://www.w3.org/ns/did/v1¥4Ht}. @context £ EE HHE A2 T2 H3HA A%
5= 95l DID A8 HRAE] EAsfioF Ut HH7E DID A% HAAEZ ] gl=
3% DID A= 4 7ol A4S AsEA 54k

@ 2H|
g9 84E WA JSON ZHAojojok et 49 #Pdo] B HlolH f32 /el
HE=A] 7 5= ofof . o] 2/J9] JSON 7IAl= A2lE @contextB= 7120 W} JSON-LD
ZEAIAS ARSSTo] siAEYTh
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@context

@context £/ FH=A] St o4f<] URIeJofoF gyt

A WA URI ZE https://www.w3.org/ns/did/v19Utt. i o)A URIZT Alesle 73S
URL= BHEA] AL AER sid 4= IgUth d9AEQ tigh 7|4 % 7t JAEE
I3l A9 Ao wet 7F URLE 932 4 J=S F4th o2 133 4%
A5 Fste] URLS JSON-LD AHAEES Zxsk= DID AR¥ #HIXAE[DID-SPEC-
REGISTRIES]Ol 5551, JSON-LD ZEAE Zel=9] o535} sfA|e} Ad= ojof it
o] JSON-LD 4H|AHe] AE §j4lo] DID AR} HAIAE[DID-SPEC-REGISTRIES]O]
OjEste tE AHIAY e B0 tiet AT} FUSHEE BARTh

o 4 Qs 2 W] o]BL WEA L 4 Qs S0 FAsolof ik

U

()

(3) CBOR

JSON(Javascript Object Notation) [REC8259]9} vF7FX]2 CBOR(Concise Binary Object
Representation) [RFC70491> 2314 dlo|e9] AF 7Fsdh HAS 3 348 & AEE
gt CBORS Hrt 225k 71A7F 92 4= Sl o] =-&Ql dlolg wet J2os
A Ago] 7hsoh S de= dll ol tlolEY] oulE 71 U 57 Ak
27& B9 CBORZ DID #4] ZE(dlole] =g 9 DID #A° A3E)zt 7et a4 #3
7te] Wghs I8 E= JSON Hlole F3(SON-LD Z3hs AL 4= AsUH:
CDDL(Concise Data Definition Language) [RFC8610]=- CBOR(Concise Binary Object
Representation) ¥ P& JSON tlolg X2 Hdsk= b A= /YU o
H7IHS e A 3E 7He] Z2HEA wjge] gt £ Aok AM8ste] CBOR #&2] DID
A4 2dg EdYct

Example 22 : CDDL E7|HO 2 H3{El CBOR & DID 2A{ HI0[g 2

DID- document = {
? @context : uri
id : did
? publicKey : [* publicKey]
? authenticaion : [* did // * publicKey // * tstr]

? service: [+ service]
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? controller : did / [* did]
? created : time
? updated : time

proof : any

publicKey = {
id : did
type : text

controller : uri

did = tstr .pcre " did \\ : (? {method-name) [a-z0-9] {2,}) \\ : (? {method-specific-id)
[A-Za-20-9 \\. \\-\\ : \\ ] 4)°

did-url = tstr .pcre " did \\ : (? {method-name) [a-z0-9] {2,)) \\ : (? {method-specific-id)
[A-Za-20 -9 \\. \\-\\ : \\ 1 ) \\; (? <path) [A-Za-z0-9 \\ /) (? {query) \\? [a-20- 9
W\ =\ &) # (? {fragment). +) "

service = {
id : did-url
type  text
serviceEndpoint : uri
? description : text

* tstr =) any

2 MOl FHE 23t W3C 2SYUID EEs|LM



@ Aot
CBORZ H&H DID A& BT o, 2482 HyS flote] CBORIRFC7049] AHF A4
3.90] Y2 Ao 7120 & DID £49] AoFE2 HIEA] T3-S utof dhck:
o W 7]= Wl=A] ExlFo]ofof gty
gL Ht=A] 753 3t Zotof syt
34 2-50] 4= o] ¥ Yt A] 7535kt Zolok gyt
o BE HE A F2 HITA] HS gd FRolx 64HER QlFYE ofof gt}

Example 21 : CBOR 2 EAEL Al 42 + U £IH FA ZEZ L|EH DID EA12] of

a7 #map (7)

62 # text (2)
6964 # 'id'

78 40 # text (64)
646964326578616d706c653a31324433 # 'did : example : 12D3"
4b6f6574d4864727263777062626472 # "KooWMHdrzewpijbdr"
5a733547477145524176636771583362 # "7s5GGqERAvcggX3b'
3564707550745061396{743639796577 # "5dpuPtPa9ot69yew’

65 # text (5)

707261666 # "proof"
a4 # map (4)
64 # text (4)
74797065 # "type'
74 # text (20)
656432353531395369676e617475726532303138 # "ed25519Signature2018"
67 #  text (7)
63726561746564 # "created"
74 # text (20)
323032302d30352d30315430333230303a30325a # "2020-05-01T03 : 00 : 02Z'
67 #  text (7)
63726561746f72 # "creator’

T
du
2t
ro
N
re
10
re
2
rot
ro
ofM
»a
g
o
m
M
i
njo
40
rot
=
w
(@)
um
of¥
02
o
fl
HA
OF
——
nx
x
o
©

0 L'AdIRSE S

lyRle RE & B Rlola
‘ieimlelo h



78 8¢
646964326578616d706c653231324433
4b616f574d4864727a6377706a626472
5a733547477145524176636771583362
3564707550745061396{743639796577
3b206578616d706c653a6b65793d6964
3d626166797265696375627478357771
6336e6{73633463617a726b63746668
776436726577657a6770776165347377
69726¢733465626468733269

Ge
7369676e617475726556616¢7565

78 58
6f3972364c78676f474e38466f616565
554136456444637631324776447a4645
6d43676a577a76707572325953517941
3857327230535357554b2b6e4835744d
717a61464c756e3677775a314567433
37616d4744673d3d

67
63726561746564
74
323031382d31322d30315430333230303a30305a
67
75706461746564
74
323032302d30352d30315430333230303a30305a
68
40636f6e74657874
78 1c
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% HiojE FAE flet W3C B

H O OH O H O H OH O W O O O W OH W OH OH OH OH OH OH O H OH O OB OH W W OH W R

text (140)
"did : example : 12D3'
"KooWMHdrzcwpibdr"
"7s5GGqERAvcggX3b"
"5dpuPtPa90t69yew"
", example : key = id"
'= bafyreicubtx5wq"
"03nosc4cazrkctfh'
"wd6rewezgpwoedsw"
"irls4ebdhs2i"

text (14)
"signatureValue"

text (88)
"09r6LxgoGN8Foaee"
"UAGEdDcv12GvDzFE'
"mCgjWzvpur2YSQyA"
"8W2r0SSWUK + nH5tM"
"qzaFLun6wwZ1Eot3"
"7 amGDg=="

text (7)
"created"

text (20)

"2018-12-01T03 : 00 : 00Z'

text (7)
"updated"

text (20)

"2020-05-01T03 : 00 : 00Z'

text (8)
"@context’

text (28)

ID EES|AEAM



69

81

08747470733a2f2£7777772€77332e6f
72672f6e732f64696427631

7075626c69634b6579

a5

02

78

04

6e

05

67

67

74

0964

85
6261667972656963756274783577716f
336e6{73633463617a726b6374666877
0436726577657a6770776£6534737769
726¢7334656264687332693b6578616d
706c65326b65793d6964626166797265
6963756274783577716£336e6736334
63617a726b6374666877643672657765
7a6770776f6534737769726c73346562
6468733269

74797065

45644473615075626c69634b6579

0375727665

65643235353139

05787069726573

323031392d31322d30315430333a30303a30305a

SEHQ 7Hte| etESt 215 Moy FAS

"https :

/[www.w3.0"

'rg / ns / did / v1"

text (9)

"verificationMethod"

array (1)

map (5)

text(2)
e

text (133)
"bafyreicubtx5wqo"

"3nosc4cazrkctfhw'

"d6rewezgpwoedswi"
"rls4ebdhs2i; exam"
"'ple . key = idbafyre"

"icubtx5wqo3nosc4"

"cazrketfthwd6rewe"

"zgpwoedswirls4eb"

"dhs2i'
text (4)

"type”
text(14)

"EdDsaPublicKey"

text(5)

"Curve"

text (7)

"ed25519"

text (7)

"expires"
text(20)
"2019-12-01T03 : 00 : 00Z"

2|t w3C

EF

ZUID ®

iEM 71

0 L'AdIRSE S

IyFle E & BE Blolk
‘ieimlelo h



of

7075626c69634b6579426173653634

78 2¢

716d7a3774704c4e4b4b4b646c376344
375062656a4469425670374t4e706d5a

62666d633763454b396d673d
Ge
61757468656e7469636174696f6e
81
78 83
6469643a6578616d706c¢653a31324433
4b616f574d486472726377706a626472
5a733547477145524176636771583362
3564707550745061396743639796577
3b6b65792d69643d6261667972656963
756274783577716f336e6{7363346361
7a726b63746668776436726577657a67
70776£6534737769726c733465626468
733269

@ 24|

CBORZ EFE]= DID £AE AH[5H=

text (15)
"publicKeyBase64"
text (44)
"qmz7tpLNKKKdI7cD"
"7PbejDiBVp7ONpmZ'
"bfmc7cEK9mg ="
text(14)
"authentication”
array(1)
text (131)
"did : example : 12D3"
"KooWMHdrzcwpibdr"
"7s5GGqERAvcggX3b"
"5dpuPtPa90t69yew
", key-id = bafyreic'
"ubtx5wqo3nosc4ca’
"zrkctthwd6rewezg”
"pwoedswirlsdebdh'
"s2i"

H O H OH OH O H W O O W W W W OH OB OH O H W W W

% F7F4 02 DID A 299 ARt 270] whet

A2 W3PS S5 CBOR [RFC7049] Atgo] AlRtske A3t A7 HIEA] va2 wfof

ek

+ BE Yo 71 7 W olH 71 B Lo Yaslolol Uitk Ee 7] %)

Ho]Eo]A] 4o LM

0 g dhsofof hrt,

W3C 2SS YID BT M



® CBOR &2ty
CBOROJA] &4 9] & A|ZEL- CBOR Ej1E ARESH= AU} [RFC7049]= CBOR Ej1
HRAEE Bl XY= dloy /3 AES AT &= Q= 81 27 wAHYSEYT ofe}
712 dlolg 43 AEE AUt ol B9l Eldx FHoll o= tlolEg] gujE Ay

FPAL % dauh

@ DagCBOR
DagCBOR 37} Aloft &7 ¢Jofl AFSE ti2 CBOR 21793t Directed Acyclic Graph
2492 DID —MF HASP7] Ak CBORS H AlRbe AH HEJUTE. DagCBOR2 F14l
o] QlofoF shH QIFGH FAlol= FE HIEg/AFFoNA
—‘?—A]Qﬂb} AE o U= BT golErt xatEo] A otok FUth DagCBOR®
#HE DID A= thadt 22 122 REEA] wfof hytt
* CID H71(42) ©]9]9] CBOR Ej1E AMEoHA] HIAIAIL

Example 24 : DagCBOR £ DID ZAE M Oi[X|2t SUSIX|2 EA| S + UTSF JSON O Z[H35}

{ "@context": "https://www.w3.org/ns/did/v1",
"authentication": [
"did : example : 12D3KooWMHdrzcwpibdrZs5GGgERAvegqX3b5dpuPtPaot69yew;
key-id = bafyreicubtx5wqo3nosc4cazrkctfhwdbrewezgpwoedswirlsdebdhs2i"
1,
"created”: "2018-12-01T03 : 00 : 00Z',
"id" "did : example : 12D3KooWMHdrzewpibdrZs5GGqERAveggX3b5dpuPtPadot69yew’,
"proof": {

"created”: "2020-05-01T03 : 00 : 027",

"creator”: "did : example :
12D3KooWMHdrzcwpibdrZs5GGqERAveggX3b5dpuPtPa9ot69yew: example : key
= id = bafyreicubtx5wqo3nosc4cazrkctthwd6rewezgpwoedswirls4éebdhs2i",

"signatureValue":
"09r6LxgoGN8FoaeeUAGEdDcv12GvDzFEMCgiWzvpur2 Y SQyA8W2rOSSWUK  +
nH5tMqzaFLun6wwZ1Eot37amGDg ==

SEMQ 7|etef ottt 215 Y HOJH FHS 2/t W3C BSYID EENHHEAM 73
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"type": "ed25519Signature2018"
5,
"verificationMethod": [

{

"curve” "ed25519",

"expires’: "2019-12-01T03 : 00 : 00Z',

"id": "bafyreicubtx5wqo3noscécazrkctthwd6rewezgpwoedswirlsdebdhs2i;
example : key =
idbafyreicubtx5wqo3nosc4cazrkctfhwdbrewezgpwoedswirls4éebdhs2i",

"publicKeyBase64":
"qmz7tpLNKKKd]7cD7PbejDiBVp7ONpmZbfmc7cEK9mg =",

"type": "EdDsaPublicKey"

]Y
"updated”: "2020-05-01T03 : 00 : 00Z'

® COSE A1
DID £4 292 CBOR Object Signing and Encryption(COSE) [REC8152]15 ¢35t €1
983 == CBOR AlWE Ej7Z& AMgstel 794 <= Slsyth

Example 25 : ZITh =M Ao 2 BHE EfT 98 Y 42 E A8t CBOR 2| COSE A|TLIX £ of

D8 62 # tag (98)
67 #  text (7)
706179666164 # "payload"
d8 2a # tag (42)
58 25 #  bytes (37)

00017112206c8fdc5c3d2302dda95034 #'\x0 0\x01q\x12 [\x8f\xdc\\= #\x02\xdd\xa9P4"
f9de5728591918ech7d7789387c547f7 # "\xf9\xdeW\xa8Y\x19\x18\xec\xb7\xd7x\x93\x87\
a89d05e72f # "\xa8\x9d\x05\xe7/"

74 SEHQ 7|gte

e

et 21E % HolH FHE 2% W3C 2FYID EESHEA



09

a0
6a

81

70726£746563746564

7369676e617475726573

a3

69

06

69

78

0b

al

70726£746563746564

613130313236

7369676e6174757265

80
05326165616664343064363964313964
66653665353230373763356437666634
05343038323832636265666235643036
03626634313461663265313964393832
61633435616339386238353434633930
38623435303764653165393062373137
03336433343831366665393236613262
393860635336166643266613066333061

756€70726£746563746564

03
0b6964

78 85
04696432697069643a313244334b6f6f
574d4864727a6377706a6264725a7335

text (9)
"protected"
map (0)
text (10)
"signatures’
array (1)
map (3)
text (9)
"protected"
text (6)
'al10126"
text (9)
"signature”
text (128)
"e2aeafd40d69d19d"
"fe6e52077c5d 74"
"e408282chefb5d06"
"cbf414af2e19d982"
"ac45ac98b8544c90"
"8b4507de1e90b717"
'c3d34816fe926a2b"
'98f53afd2fa0f30a"
text (11)
"unprotected"
map (1)
text (3)
"kid"
text (133)
"did : ipid : 12D3Koo"
"WMHdrzewpjbdrZs5"
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47477145524176636771583362356470  # "GGqERAvcgqX3b5dp”
7550745061396f7436397965773b6970  # "uPtPadotCIyew; ip’
09643a6b65792d69643d626166797265  #  'id : key-id = bafyre’

#

#

#

0963756274783577716f336e6f736334 "icubtx5wqo3nosc4"
63617a726b6374666877643672657765 "cazrkctfhwd6rewe'
7a6770776£6534737769726c73346562 "zgpwoedswirlsdeb"
0468733269 #  "dhs2i"
b # text (11)
756e70726746563746564 # "unprotected'
a0 # tag (0)

7) HAE(Method)

DID Hl&E= st 45 7FsSt Hlol8 AiolM & A8S Fdske eie ASdUh

DID #AE0] tigt 97 ARRS A3ttt

=7 DID #l&=0f 54t DID 240 £4& F71 oleld § 4.3 SPdS A=Al

(1) HIAE A7|0KMethods schemes)
DID HAE Ao = JIEA] Aghs] she] HAL o]Fof osf AEH shfe] E4 wAt
DID 27|ttE AoJsflof FTK§ 3.1 DID 722 method-name T3S HZ3HIAQ).
A& DID HIAE Ao 2Hgake g gAle] iRl B DID HlAE ofF FollA diet
HALE o]F& AREofof Yt

HAE o] oAl &} olstE dfjof T

\l
o
njc
du
=
e
N
rz
10
e
>
s
o
ol
b

2 MOl FHE 23t W3C 2SYUID EEs|LM



o2
[
ron

W7ot DID HIAE OIS

12

DID HIAE o5& oAU Selok= S Aol §17] o], £ DID #lAE o]Eo]
IS RS 1T o] glsUth o] EAIE didstr] s ¢=%l DID #As=
ol 4 & ApFo] H|F2] E=o| [DID-SPEC-REGISTRIES]S] %91 DID #4A=
HAAE oA =T YFUTH

A2 DID HIAE ARFe] 2Hd7l= v e ARUE /44eo] 7]& DID HAE
MeE & 5 U&F DID HIAE FHAAEH HAE o5& F7lsk= Zo| F5UTH

DID "IAE] AR WFEA] DIDQ] method-specific-id 73 845 A dok= 1S X|Asfof
dut.

DID HIAE AR¥E DID9| method-specific-id FEHEZ} of @A BAREAE TrEA
A 7sof .

method-specific-id g+ AA=E S=EeHA I3t g2 7Y HAto] ofs) g€
RE DIDe S&d3 s yfsjof gy

g5t 39 HAEHE DID A7|ok= o3 7H9] method-specific-id F41& Ao =&
IS shte] HAEE DIDAY M= 7Fs3t A2 7H42] method-specific-id 3412 A
= AU,

method-specific-id B4 F2& T TE FE9] A2 BIEA] method-specific-id

ABNF 7#8& FE80g Z48joF ghich

A

0

pa)

a1 : HIACY D2 22

method-specific-ido|A] F£9] Qu|= AFo=E Hitol weh thayth A=
AurH o2 HE DID HIAEEY 28T 4 e S8 AHE YUy 5&% 7HI5HA|

ORe o] &t

1o

HaM 77

njr
Ju
=t
ro
N
rz
10
re
=
O
ro
o[
#a
)
o
m
M
[}
mjo
40
rot
2
I
i

OF

SYID BEE

EER=10]

Hia
‘Iiglelo Rie 07L°A QI B25 'S

Frivhe RHE



(2) HIAE ZA(Method Operations)

o] Mol DID BAIA 44 4+ 9l Aelst Beisto] DID HlAS Aol dhat 87
2ol 4T PAR] WS AR AL Tl we g ofg Sol, DID HlAst

* controller $4& AMESIESE gt

o JHCIE/HZAS} Aol F&EHEA] FE 245t Hl authenticationo] UEH
AF TS ARSI

* capabilitylnvocation®] AH AF WS ARESI] DID #A1E HUllo|Esk= 7 ]gg

522 IAY 4 YEAS B A 22 A9 99 DID 2AY B2 722

ST,
+ olg B3] 943l DID BHE S AFGSH e sl "WE FAL AT
g

O Hd
DID HAE AR BIEA] BAH S-S Ask= ) B4 458 2 E3tsto] DID
ZAEEZ7} o]97 DIDE ald DIDSF T3+ DID BAE A3 7Fset dlolg AAk4o]
AR ol sl=AE HoaoF gt

@ H71/=42l
DID HAE ARF HI=A] DID sAZHDID resolver)7F o124 8 2
x3sto], o|EA DID siAA7F A5 7Fset HlolE AfAa=RE DID
8BS Sh=Alof et F2<= Aofsfiof itk

_L4
mlm
=
(W)
i
o
%

® YHo|IE
DID #lA&E AFE HIEA] Aolg & 4 e 75 S5k duElolE7 7134 ek
Q1A Attt HE AT} Al Tgsto] STOIAETT AF 7hett HlolE A4
DID &A1& YHPIET & U= WHS AFsfoF Fth



DIDY]| i3t YElelE= A4 Z DID £AE A4S 9| ARSER= tlofElo] tigh g ARIRIUL
DID HAE 7/fR= HHO|EE Mok 53 A1F€ DID HAE7} A|¥sk= DID 419

£42 A Aol syt dlE S0 7] A=E W ge ddlelE A2 DID
TAE WA AR raET dHelEY 4 dFUTh

e

DID U5 AGFE ¥HEA] SejoldErL 7% 715 Hlele] Ag4e] DIDES vlZsi:

S S} e, T RS B4R SR MBI At
O AEIQIAE Q7] 99 WAt wE Aus Aejo] EFEY
(3) Ot 2T AfS

DID AT ARFE HFEA] ZFAIO] WOl 112 ARy A '?‘ﬁHOF . o] A2 RIEA]
Atgell 7g9] & DID 2Hioll Hish [RFC355219] A4 50 Ad BE 87 ARFS dL2sfof
et .

Aol =3, Ay, HAIA AR, AAL 4 9 S Hman-in-the-middle)d> SAFEHE
HEEA] usjoR Ut Al AHlA AR FALE REEA] APEsfol T

] AollA= [REC355219] A4 50] wet 91 st sl & 35 23]« ¥ D2 EZ9)
&4, 253E 78 Be 420l Wl =2lshoF Yt

o] MM § 7.2 W AollA aoh= HE Aol dis) A4 B 9 HHolE Q15
A5 sfok T

¢}

71&0] IS EIohe AF, 53] AR SAE Qo] 3 A QF HHY Bk
HestA A sfoF FuTh

DID HlAE4= YIEA] DID7F 161 Ed=he A= 45H A fAUSE =2ldfof Tt
DID+= [RFC814110f AJ2lE URNY| 7|54 42 1 ?JGHOF ?ME} , DID+= g4 g
= tE garo] oA dPER] g G AEARIU o= E4 57t g AEq]

wfeh £ GARHE APHSke o DIDS RS 4 QOB Hok FEAEG S5 Faghict
HACH QIS EQIE BT WHEA] ollojof Fuich. DID vAse] VEYD EEZA
(topology) W2l2} @7 DLTSE 0|83 49, Mzt BR AHY LA Zol7] 919
light nod = 4 SejolQlEz TR |E Tk, DID A4S 780 A8% 4 Y EEZAY
1t 714 WHEA] =ojsjolop Fjch,
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L2EFo| 58}t Ho HAUSS 5ok 4%, DID HIAE AR BIEA] Hlojg|9] ojd
FHo] HoE|y BHo7h F9Q17] HeolA HYefiok of 435t B 571 3okt 439 F2
gt A #E AlFefor Futh g 01 AETE, 7194, IE HZRIE 15 5ol UFHT
YR A" HolE(] Ax, F2A9] AlE B FEetA EAIEfoF itk

DID HlAE+= HE U427 DLTseF 22 moj-F-3jo] AFY AAE AMESH= 4, o
AHAo] ot Het 9 AH|A AR} TRisto] =0]Eojof Fhch

AZE QT AHIA Qe HRIE §3E Tiok= DID HIAEE 5.5 AHIA = ZIE )=

AYEE Q1 Z2EZO] HOl 9 ARFS yasoF stk

==

(@) 7HQIgE 2 A

DID WA ARk WIEA] § 10, ALHH 12 AL 7felr] B9l 4] Aol we)
AR A ok T

DID HAT ARFE] NI EHS 18] ARR; AlHE BITA] HlAT H g4loF 85 4= Q)=
[RFC6973]19] Ax59] o9 AMolA =0lx|ojof gt} drzfsfof & o}9] MAHLS 7HA|
(surveillance), &= dlolg &4 YA %= EFH, Q9l(misattribution), AFRIA|

(correlation), A&, 22} ARZ, Z70(disclosure), A(exclusion)PUth.

80 =EH|Ql 7|gte| ehHst 015 Yl H|O|E FHS 2/t W3C 2ELID EESHEA



8) =5l(Resolution)

o] AlMojAE= DID #3 ¥ DID URL 9= g ¥ &9
FAAQ] Ao ' Aoyt gt 1AL o] A |
2 712 I3 A2 [DID-RESOLUTIONIO|A Ay,
LE 53 DID EalRHresolver)= BI=A] Aoj: slte] DID WA= gt DID £5f] 7]-5°]
TFEE=|ojof o, WIEA] Holk shte] $3F HF O DID RAZ S0kt & AESE ok
Ayt

(1) DID £5l(Resolution)

DID &3] 7152 8- 7Rs3 DID MA=0] “g7)” 29} A83te] DID #A12 DIDE Rlsks
ZAYTHS 7.2.2 ¢71/2R1 ). o] ZRAAT} ofGA] FePE=Alof High AR ARRE o
Ajoye] WolE Mol RE sk 7S wheA hewt g 24 B4 A % 7}
7158 @Bk T,

X

E
]

resolve (did, did-resolution-input-metadata)
-> (did-resolution-metadata, did-document, did-document-metadata)
resolveStream (did, did-resolution-input-metadata)

-> (did-resolution-metadata, did-document-stream, did-document-metadata)

olfat F40] U Wik et Yook Fuck

did
Shte] EAER g A3t DID. o7l &35S et DIDYYH. o] A2 A Ayt

did-resolution-input-metadata

didell F7F202 resolve ¥ resolveStream &0 2 4oz 444 HE Hlolg
TFE2YPYT o] ARefol Aoje £/d2 § 8.1.1 DID &3l A4 e} tlofg &40l AUsHrh
PYE2 Bo|AT, 2= Hlo] & = UsFU:

Hia ®a Blolk

=
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by He



00
N
njc
du
>
e
N
rz
10
e
>
s
ro

ofefat gH40] FeAis Theat Zolok gtk

]
ok

did-resolution-metadata

DID 5l ZEA|A0] Axjet #d FE= M9 HE Hlole F2JUTh o] = daolal
HIQA A= oF Huct. o] e} tlojEls dukxog Rl ZaAlA XA0] tigt HolElE LERYY]
2] resolve % resolveStream 3 2& 7o HAHUTE o] Ao Ao £ §
8.1.2 DID &3}l mle} slofg| &/doll hsUth £al7F 483t resolveStream ¥p7F S5
749- o] F2&= HIEA] Ao typedid-document-stream®] mime 82 E35= content-
type /32 EsfoF yt}. &t Aufishd, o] = WIEA] @FE AY5k: error $48&

EgeloF Fint

did-document
DID Eall7} 453 742 resolve &7t &%= %, o= HIEA] 444 dlolg Zdloj
551 DID EAjojof st Bafoll Alsfabl of gk ¥HEA] Hlojglofof

did-document-stream
DID &3all7} Ad5dk= 4%} resolveStream $r7F SEE= 9ol RIEA] &5
sHE E5E DID #A419] Hio|E AEHo| Qlojof gt} HIo|E AERL T4

A 4= Q= DID 34 dlolg XY= resolveStream S5 S&olE TEAIE

F AsYH. &8t Aduishd o] gk HE=A] |l AEZo]ojof gyt

1
;

1
ek
1o

o
ol

]_

J

~

ot

HE
et

did-document-metadata

B3} 4o, olzke WHEA] wjet Hlole] 7E0iok . o] TR0l did-document
T+ did-document-stream®]| Z3HE DID 410l Tk wet glojg7} 2yt o] HE}
glojel= DID 24 ¥7 {l°l= resolve 2] ©& 7tol| ®70] iUt DID Aol gt
dlolele Uehhe AAYICt ool Asfa o] ehe WAl Hl e} dofe] Fzolof Fick
o] Afyoll o £442 § 8.1.3 DID &4 HE} glojg] Ao QFUth

DID #3*HDID resolver) 78 @ 4|0 &2 of2{gt 9kpr0] AR M sAl= oF HUTh
DID 23} @2 DID 23 Z2AIAE AJYsH=S ke A= & U 2ol resolvet

resolveStream S5 W@ 4 IGUTE DID EaR} a2 of7]ofl A= resolve $10f
2~

S X OOl FHE 2/t W3C 2S5 YID EFHEAM



@ DID =alf &= HEt HIoJH &9

o] £z oA 7Fs3t 43} 7Rs3t g+ [DID-SPEC-REGISTRIESIO] 9J8) Aot o]
A T T2 T S48 FYdYh

accept

TEAPt AEske DID 24 £39] MIME 89Ut DID 2348 Fdsks o, W=
did-document-streame®]| Z3Fe E&-S 24sk= © ol#et Edo| A HEAY o8 7hsgt
9 o] gF= AR89t = sUTh g2 2AUYLE resolveStream T57F S5 7-ofwt

2 T A

o] £
AH&EH resolve 57F TEEW FAIoF I

@ DID 22! ME} HOJH &

o] Fx oA 7Hsdt A3} 7Hs3t 32 [DID-SPEC-REGISTRIES]O] 9J3l Aol o]
A T Z 3 498 YdUTh

content-type

Hi3kE did-document-stream®] MIME 3@ tt. £57} /d85k1L resolveStream <7}
S=H AL o] £A4o] QFEHYLE resolve 7F 5&%E AL HIEA] o] &40 EA|5hA
QFEYTE o] £A449] e HITA] S5 H3 9] sl MIME E}?JOMO]E T} resolveStream
< SEA= HIEA] DID &4 34 dlofg] Zdof o] 3=& HIgElE did-document-
stream= TN A4S Aok WS 28T o o] %k% AREsfioF

error

Bl ZEAIAY @F =YY &) ZRA|A 077 A= A o] £4& Byt
o] £49 2 v 9= EAEYUh o] dr=o) Jhsdt £4 g2 [DID-SPEC-
REGISTRIESO] 9Js] gejgutt. o] AFe o 25F ghe gy

Invalid-did
DID #8] §e0] A1Eke DID7E §a% 82} YAoHA STk 3.1 DID 78 B2)

unauthorized

$24% o] DID £sl42 3% DIDE Fe1g Adto] gk

SEMQ 7|etel ottt 215 Y HOJH FHS 2/t W3C S YID EESHHEA 83
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®

@)

not-found

o] DID ¥axH= 3ol 849] AT DID EAS W 4 giguch

DID 2A et HIojH &M
o] IR YollA 7153t £43} 7153t 22 [DID-SPEC-REGISTRIES]O] 28 A ojHuth. o]

e et 2L BF £4E o

created
DID E_/q e} glo]El= AYAdZteo] ElQ] %‘Eﬁ—' AA[Sl= created £ ZotsoF Uk
o] £42 Zo}7] DID HATS AUk kS 4= Ytk 44 e HEA] W3C XML

Schema Definition Language(XSD) 1.1 Part 2: Datatypes[XMLSCHEMAll-Z A 3.3.79
JoH 8% XML EAF glolofok @itk o] @&t A7t k2 WIEA] Hofl "'Z'= BA|H =
UTC 00:002.& ZJfal=ofof gt}

updated

DID &A1 H[e} Eoeli= 2F FHlolE 219] Bh ARZE Hehih= updated 472 Z3sloF
Ftt. o] £442 ol DID WS AUotA] k& & QU &35 BHEA] created
S5 22 =R el wEfo g

DID URL #= 7152 DID URLE DID W&, Hlat 54 Ap8a, 3=, #zjo} T IHES
Igok= DID URLY AXYEQ] oJ&st= FRIZE 717 glAaAs R o] A2
DID URL= o] Z3t=]o] Ql= DIDC] DID &sfixte]l j&frt. o] ZFgo] ofgA] ZP==A]
ZAGE AFF2 o] 2419 HRlolA Hofut UL BE E48 LEAE e 45k
FAE 7 715 FasfoF gtk

5
d

dereference (did-url, did-url-dereferencing-input-metadata)

- (did-url-dereferencing-metadata, content-stream, content-metadata)

S5H|Q 7|Htel et oI5 S HIO|E FHE 2t W3C BSLID BEESHEAM



(3) MIE} HIOJE] 712

g 9 &9 vg dlojg= 5 DID &9, DID URL ¥%= 9 7|g} DID &3 Z2AA
ol ZUth o] wWEt glo]E7t Aloks H] AREE 2= BIEA] S5 WY
7+ &/ o] 52 RITA] Expgololof . 7 &4 3h2 WIEA] BAE, W, EE, boolean
EE nulle]ojof gt W3t EE 5 B3 dlojg] 2 W9 gk HHEA] o] gt HjojE
F3 F otofor Pt BE vEr HlolH &4 A= WEA] S #tell g 71 34
E= ARRS 2Z3elo] 3 KBS Asok AUthel IR B AR A5 A EX).
&4 o= 7hstt 3ol gt EAES AMgohs Aol AREYL.

shte] oJE Ei= &2 0= He} tlojE L2F AMETlo] fdcke LE 7|62 WIEA] 24
Ao g MyEl= BE HolE |52 45| Yehd 4= Qlofof . WE Hloly 2&

2 o= DID &1 4F wlEt dlojg2 ARSE 4= 9= JSON IZY wEt Hlojg +2E
HojFUrt,

Example 26 : JSON Q1T Y= DID &2l 121 HIE} HIO[E] GiX|

{

"accept”: "application/did+ld+json"

o] o= the FA19] et Hole] Tl st

Example 27 : DID siAe 124 H|E} CI|OJE] of

«[

"accept’ — "application/did+ld+json"

»

2 9Al= DIDE 22 = §l= 4% DID &]l Hg} glo[8z ARE &= = JSON 129
el glojg] L& HoFUtt.

iz
Ju
=t
ro
N
rc
10
re
2
o
ro
ol
bt

ol Ho|f FHE 3t W3C 2=UID EXEs|MdM 85

lyRle RE & B Rlola
‘iiElelo e 0'LAQI BR2E S



Example 28 : JSON QI JE! DID 2! HIE} Ci|O[E{ Of|xi|

{

"error”: "not-found"

o] d& thx B2 HEr Hloly o] gyt
Example 29 : DID 22! HIE} GIO]E] Of

«[

"error’ — "not-found"

»

o= olAl=
< 3= JSO d g Holg F2& Holgyoh

Example 30 : JSON 21ZE DID EA| HIE} HIO[E] 6]

—_

"created”: "2019-03-23T06:35:227",
"updated": "2023-08-10T13:40:06Z"

o] o= th& P49 " o X0 sgEYTh
Example 29 : DID A HIE} H|O|E] O

«[
"created" — "2019-03-23T06:35:227,
"updated" — "2023-08-10T13:40:06Z"
»
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(4) 521 8IX|(Non-Repudiation)
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(7) 7| ohiX| & =5
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11) Ofix|

o] AlAL H|HA YT,
(1) DID M
o] AL H|HAAYTH
AEE] 2 9 e A3 9P 582 did-spec-registriesE FRMIAIL
E
o2 ALY oz EHo = FUT A5 W AMESHA|

oleiat o= Hx AT
Fe o] E4ut

Z

45 4 22| DID 24

Example 32 : 1 7|X]|

{
"@context”: "https://www.w3.org/ns/did/v1",
"id": "did:example:123",
"authentication": [

{
"id": "did:example:123#z6MkecaLyHuYWkayBDLw5ihndi3T1m6zKTGqau3A51G7RBf3",

"type": "Ed25519VerificationKey2018",
"controller”: "did:example:123',
"publicKeyBase58": "AKJP3{7BD6W4iWEQ9jwndVTCBq8ua2Utt8EEjj6Vxsf"

]’
"capabilitylnvocation”: [

{
"id" "did:example:123#z6MkhdmzFu659ZJ4XKj3 1vtEDmjvsi5yDZG5L7Caz630P39K'

"type": "Ed25519VerificationKey2018",
"controller”: "did:example:123',
"publicKeyBase58": "4BWwfeqdplobQptLLMvPNgBw48p70gl1ie6Hf9p5SnTpNN'
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]’
"capabilityDelegation": [
{
"id": "did:example:123#z6Mkw94ByR26zMSkNdCUi6FNRsWnc2DFEeDXyBGJ5KT

zSWyi',
"type": "Ed25519VerificationKey2018",
"controller”: "did:example:123’,
"publicKeyBase58": "Hgo9PAmfeoxHG8Mn2XHXamxnnSwPpkyBHAMNF3VyXJCL'
}
],
"assertionMethod": [

{
"id": "did:example:123#z6MkiukuAuQAE8ozxvmahnQGzApvtW7KT5XXKfojjwb
dEomY",
"type": "Ed25519VerificationKey2018",
"controller”: "did:example:123’,
"publicKeyBase58": "5TVraf9itbKXrRvt2DSS95Gw4vqU3CHAdetoufdcKazA"
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Example 33 : CIYt 245 WS 71 DID 2A]

{

"@context”: "https://www.w3.org/ns/did/v1",

"id": "did:example:123",

"verificationMethod": [

{

"id": "did:example:123#ZC2jXTO6t4R501bfCXv3RxarZyUbdP2w_psLwMuY6ec',
"type": "Ed25519VerificationKey2018",
"controller”: "did:example:123',
"publicKeyBase58": "H3C2AVVLMv6gmMNam3uVAjZpfkc]JCwDwnZn6z3wXmqPV"

"id" "did:example:123#2Q3shP2mWsZYWgvgM11nenXRTx9L1yi]KmkfodfX7NaMKb1pX',
"type": "EcdsaSecp256k1VerificationKey2019',

"controller”: "did:example:123',

"publicKeyBase58": "d5cW2R53NHT Tkv7EQSYR8YxaKx7MVCcchimK5EgCNXxo',

"id": "did:example:123# QqOUL2Fq651Q0Fjd6TvnYE-faHiOpRIPVQcY_-tA4A",
"type": "JsonWebKey2020",
"controller”: "did:example:123',
"publicKeyJwk": {
"kty": "OKP',
"crv': "Ed25519",
X"t "VCpo2LMLhn6iWku8MKvSLg2ZA0oC-nlOyPVQaO3FxVeQ'

"id" "did:example:123#z6LSnjagzhe8Df6gZmroW3wiDd7XQLwAuYfwa4ZeTBCGFoYc',
"type": "JsonWebKey2020",
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"controller”: "did:example:123',
"publicKeyJwk": {
'kty" "OKP',
"crv't "X25519",
X" "pE_mG098rdQjY3MKK2D5SUQ6ZOEW3a676T774SgnzCE"

"id": "did:example:123#4SZ-StXrp5Yd4 4rxHVTCYTHyt4zyPfN1fluYsm6k3A",
"type": "JsonWebKey2020",
"controller”: "did:example:123',
"publicKeyJwk": {
"kty": "BC"
"erv': "secp256k1”,
X" "Z4Y3NNOxv0]6tCgqOBFnHnaZhJF6LdulT728A-2D5_8",
"y "15a2NtJoUKXKLm6q8nOEu9WOkso1Ag6FTUT6k_LMnGk'"

"id": "did:example:123#n4cQ-1_WkHMcwXBJa7IHkYu8CMfdNcZKnKsOrnHLpFs',
"type": "JsonWebKey2020",
"controller”: "did:example:123',

"publicKeyJwk": {

"kty“: "RSA",
uen: “AQAB"’
Hnll:

"omwsC1AqEk6whvxyOltCFWheSQvv1 MExu5RLCMT4jVk9khJKv8]eMXWe3bWHatjPskdf2
dlaGkW5QjtOnUKL742mvr4tCldKS3ULIaT1hJInMHHxj2gcubO6eEegACQ4QSu9LO0H-L
M_L3DsRABB7Qja8HecpyuspW1Tu_DbgxcSnwendamwl.52V17eKhlO4uXwv2HFIxufFHM
OKmCJujIKyAxjD_m3q__ IiHUVHD1tDIEvLPhG9Azsn3j95d-salgZzPLhQFiKluGvsjrSkYU5p
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XVWIsV-B2jtLeeLC14XcYxWDUJOqVopxkBvdIERcNtgF4dvW4X00EHj4vCliFw"
),
{
"id": "did:example:123# TKzHv2jFlyvdTGF1Dsgwngfdg3SH6TpDv0TalaOEkw",
"type": "JsonWebKey2020",
"controller”: "did:example:123',
"publicKeyJwk": {
"kty": "EC"
"crv': "P-256",
X" "38MI1FDts70ea7urmseiugGW7tWce3mLplh6rKe7xINZS8',
"v": "nDQW6XZ7b_u2Sy9slof YLIGO3sOEoug3I0aAPQOexs4"

"id" "did:example:123#8wgRfY3sWmzoeAL-78-0ALNVNj67Z1Qxd1ss_NX1hZY",
"type". "JsonWebKey2020",
"controller”: "did:example:123",
"publicKeyJwk": {
"kty": "EC",
"oy’ "P-384",
"x". "GnLI6mDti7a2VUIZP5w6pcRX8q5nvEIgB3Q_5RI2p9F_QVsaAIDN7IG68]n0dS_F',
"y" "iq4QoAHKilzezDp88s_cxSPXtuXYFliuCGndgU4Qp8191xzD1spCmFIzQgViqveD”

"id": "did-example:123#NjQ6Y_ZMj6IUK_XkgCDwtKHINTUTViEYOWZtxhp1n-E',
"type": "JsonWebKey2020",
"controller”: "did:example:123',
"publicKeyJwk": {
"kty": "EC,
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"crv't "P-521",
X" "AVIZG23LyXYwlbjbGPMxZbHm]pDSu-IvpuKigEN2pzgWtSo--Rwd-n78nrWn
ZzeDc187Ln3qHIW5LRGrX4qglQ-y",
"y". "ANIbFeRdPHf 1WYMCUjcPz-ZhecZFybOqLIJjVOILETH7uPlyGOgEoMWnIZXh
QVypPy_HtUiUzdnSEPAYIYhHBTX?'
}

(2) 3(Proving)
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Example 34 : Ed25519VerificationKey2018 32| &

S Yol A2
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(=]
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X

124

ol¥

3

{

"@context": |
"https://www.w3.0rg/2018/credentials/v1",
"https://w3id.org/citizenship/v1"

l,

"type": [

"VerifiableCredential’,
"PermanentResidentCard"

1,

"credentialSubject": {
"id" "did:example:123",
"type": [

"PermanentResident’,
"Person’
1,
"givenName": "JOHN'",
"familyName": "SMITH’,

"gender": "Male",

"image": "data:image/png;base64,iVBORWOKGgo...kJggg==",

"residentSince”: "2015-01-01",
"lprCategory": "C09",
"IprNumber": "000-000-204",
"commuterClassification”: "C1",
"birthCountry": "Bahamas",
"birthDate" "1958-08-17"
5,
"issuer": "did:example:456",
"issuanceDate": "2020-04-22T10:37:227",
"identifier": "83627465",
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"name": 'Permanent Resident Card’,
"description”: "Government of Example Permanent Resident Card.",
"proof": {

"type": "Ed25519Signature2018",

"created": "2020-04-22T10:37:227",

"proofPurpose”: "assertionMethod',

"verificationMethod": "did:example:456#key-1",

Mws's "eylicml0LpbImI2NGJdLCJiNiQiOmZhbHNILCJhbGeiOiFZERTQS]9.. BhWewOx-
txcroGjgdtK-yBCqoetg9DDISgV4245TmX]i-PmgFzux6CwaphOr-mbqzlE17yLebifqgbRT275U
1AA"

}
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Example 35 : JsonWebKey2020 82| ZZ W0 &= 43 7tsst A1H 59

{

'"@context": [
"https://www.w3.0rg/2018/credentials/v1",
"https://www.w3.0rg/2018/credentials/examples/v1"

],

"id": "http://example.gov/credentials/3732",

"type": ['VerifiableCredential’, "UniversityDegreeCredentiall,

"issuer”: { "id" "did:example:123" },

"issuanceDate": "2020-03-10T04:24:12.164Z",

"credentialSubject": {

"id": "did:example:456',
"degree": {
"type": "BachelorDegree’,

neon

"name": "Bachelor of Science and Arts"

},
"proof": {
"type": "JsonWebSignature2020",
"created”: "2020-02-15T17:13:18Z",
"verificationMethod": "did:example:123#_QqOUL2Fq651Q0Fd6TvnYE-faHiOpRIPVQcY -tA4A",
"proofPurpose”: "assertionMethod’,
ws' eyJINIQIOmZAbHNILGJieml0lipbImI2NCJdLCIhbGCiO FZERTQS9.. YOK qovWCPAee
Fhk]xfQ22pbV143Z7UI-X-1JX32CAIMKFHkmNprcNj9Da4Q4Q0I0cY30bF8cdDRAnKrOIwNrAw'

}
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Example 36 : CIZYE JWT 2 &S 758 X1

ol

H
o

{
"protected": {
'kid": "did:example:123#_QqOUL2Fq651Q0Fd6TvnYE-faHiOpRIPVQcY -tA4A",
"alg": "EADSA’
},
"payload": {
"iss": "did:example:123",
"sub": "did:example:456",
ve' |
"@context": [
"https://www.w3.0rg/2018/credentials/v1",
"https://www.w3.0rg/2018/credentials/examples/v1"
],
"id": "http://example.gov/credentials/3732",
"type": [
"VerifiableCredential’,
"UniversityDegreeCredential"
],
"issuer": {
"id": "did:example:123"
},
"issuanceDate": "2020-03-10T04:24:12.164Z",
"credentialSubject”: {
"id" "did:example:456",
"degree": {
"type": "BachelorDegree”,

"name": "Bachelor of Science and Arts"
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},
"iti": "http://example.gov/credentials/3732",

"nbf": 1583814252
},
"signature”: "qSvodpZJGFybtcifLwGf4ujzlEu-fam_M7HPxinCbVhz9ilJCg70UMeQbPalex

6BmQ2tnSS7F11FHnMB2bJRAW"
}

(3) Y& 3HEncrypting)

o] 4
o
ofFfat o= P AF A0zt ALGE] JWE el BBt Hust T Qs
Sh Zlo] wyl Az 7EREYT
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Example 37 : kid & Soll Z4Z 20| HZE= JWE

{
"ciphertext": "3SHQQJajNH6qOfyAHmw...",
"iv": "QIdSPLVnFf2-VXcNLzabmbyl YwphW57Q",
"protected”: "eyJ]lbmMiOiJYQzIwUCJ9",
"recipients”: [

{

"encrypted_key": "BMJ19zK12YHftJ4sr6Pz1rX1HtYni LIDZvO1cEZfRWDN2vXeOYIwA',

"header": {
"alg": "ECDH-ES+A256KW",
"apu”: "Tx9qG69ZfodhRos-8qfthTPc6ZFnNUcgNDVdHqX1UR3s",
"apv" "ZGlkOmVsZW06cm9wc3RIbjpFa...",
"epk”: {
"erv's "X25519",
"kty": "OKP",
X" "Tx9qG69ZfodhRos-8qfhTPc6ZFnNUcgNDVdHqX1UR3s"
I3
"kid": "did:example:123#zC1Rnuvw9rVa6E5 TKF4uQVRuQuaCpVgB81Um2ul7Fu7UK"

}
1,
"tag": "xbfwwDkzOAJfSVemOjr1bA"
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A. 2l Ols+

ofef olfr HE2 BEs| =2 FolH o] Aol WHEE 7hsgol AFU

Sl g
0|4+ 5 : DID ZIHAELE OfC|of| JASLITF?

DID AEAEE oHof AsUH7H?

jose keys need-special—call 012} Ci7| &
Ol#r 8 : &ts3t YRS X|1H5k= HIXIE{2] RFC7528

A5} g EE A ok= HAE Y RFC7518

O 71 &5
0] 9 : RsaSignature20172 E& JWA MHOZ ulH|

RsaSignature2017< E= JWA Ao 2 thA|

Oz 7| &5
0J#+ 10 : RsaSignature2018 ™

RsaSignature2018 A%

O 71 &
Ol% 14 : 7| 3iX| 22 BEX5}

7] A B2 w5}

=9 T g w2 U =4

Ol+y 23 : ZHIAEN|N 2=l publicKeyJwk, publicKeyHex, publicKeyBase64, publickKeyBase580|

ZEIAEO|A publicKeyJwk, publicKeyHex, publicKeyBase64, publicKeyBase58°]
l,—_
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mE| CR XIX
Ol#r 118 : AJX0] WCAG 2.02 &=oll0} gt
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AN 2
Ols+ 119 : & X ZE : TAGO| ZE 7|3| M3

FHA ZE : TAGO HE 7|3 A%

PR ZXi
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B. IANA 112 Afat

o] AL o] Alefo] W3C Ak W AFgo] @ ) 1ANAS] FE, 5]

(Internet Engineering Steering Group)°l Al&EUYth.

B.1 22 X271 / did +json

Type name:

application

Subtype name :

did + json

Required parameters :

£Q
oo

Optional parameters:

gl

mjo

A3g 17 ARk
RFC 8259, AlA 112 ZZRMIAL.

b 318 AR
RFC 8259, AlA 12 [RFC825912 ZZ3HIAIL.

B 884 78 A
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ofl
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o

AXR AL
http://www.w3.org/TR/did-core/

o ulo] §3L AGIE S8 eI :

| =20
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Magic number:

o 28

sl B4R

.did

Macintosh #¥ #9 IE :

TEXT

371 ARE 99 A AR L oY 4
Ivan Herman <{ivan@w3.org)

|45 .

Q]
=

r

A& ARt :

o] o
A=

AA} -
Drummond Reed, Manu Sporny, Markus Sabadello, Dave Longley, Christopher Allen

AEEY WA -
W3C

application / did + json ¥} 34 AR&ElE T2]THE AHA= DID Core v1.0, Fragment
[DID-CORE]l Aofel 2] wet Azjgych
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B.2 88 T2/ did +Id + json
w3 °IF

application

39l 94 ol :
did + Id + json

A3 13 A7
REC 8259, A4 11& FEHIAIL.

Het 113 AR} :
JSON-LD 1.1, Bt 118 AR} [JSON-LD11] F=sHIAIL.

BT & 18 A7

3 s

ARR AE
http://www.w3.org/TR/did-core/

o] mtlo] $¥S g S8 eI :

AR Aol festz o]l 7hssial s st AEAM B et RE ofEeAeld

ofjZz|Ao] AL YukA o2 o535} D AAH] BAY A YEY T,
TS YFoAY Sk | AIER A4HYTE .

27t 4w
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nhol At
.did

Macintosh I §% FE&

TEXT

371 ARE S8 QAT AP 2 oY Fak

Ivan Herman <{ivan@w3.org)

O oo
T i

=

A+ At

oj o
A=

AR}
Drummond Reed, Manu Sporny, Markus Sabadello, Dave Longley, Christopher Allen

AEE WA !
W3C

application / did + 1d + json ¥ @A AMEE= ZYIHE AEA}= JSON-ID 1.1 ¢
application / 1d + json T|H°o] 8 [JSON-LD11]3 #H &of w2t A2gych
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B.32 m2Z72H / did + cbor

w3 oI5

application

st 79 ol :

did + cbor
G o) W
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e T
ojo.

AT

7Y & AR} :
RFC 7049, AlA 425 ZR3HAAQ

Het 18 AR} :
RFC 7049, A4 10 [REC7049]15 Z=RsHIAQ.

O

N5 984 T AY :
o e

AXE AKF
http://www.w3.org/TR/did-core/
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nhol At
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TEXT

371 ARE S8 QAT AP 2 oY Fak

Ivan Herman <{ivan@w3.org)
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=

AR}
Drummond Reed, Manu Sporny, Markus Sabadello, Dave Longley, Christopher Allen,
Jonathan Holt

HEEY WA -
W3C

application / did + cbor®} | AREEE T2 THE AHAR= DID Core v1.0, Fragment
[DID-COREJ®] ol ol wet A2y
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w3 oI5

application

sk9 13 ol -
did + dag + cbor
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Het 18 AR} :
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http://www.w3.org/TR/did-core/

ol Wrlel 4L A $§ eI :
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F9e WIS 4B 9 AolER T,
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TEXT

371 ARE S8 QAT AP 2 oY Fak

Ivan Herman <{ivan@w3.org)
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Drummond Reed, Manu Sporny, Markus Sabadello, Dave Longley, Christopher Allen,
Jonathan Holt

HEEY WA -
W3C

application / did + cbor®} | AREEE T2 THE AHAR= DID Core v1.0, Fragment
[DID-COREJ®] ol ol wet A2y
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C.1 Normative referances

[BASE58]
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