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<E 1> CVSS Z4: 19l 02 A2 st
CVSSv2.0 CVSSv3.0
Azt (Severity) 7| 2Hs e HZUE(Severity) 7|2dsEe
=S (Low) 0.0-3.9 =4S (Low) 0.1-3.9
St (Medium 4.0-6.9 =2ZHMedium) 4.0-6.9
=a(High) 7.0-10.0 =a(High) 7.0-8.9
23 (Critical) 9.0-10.0
<E 2> CVSS H|EZ| Hig}
= CVSSv2.0 CVSSv3.0
Attack Vector(AV)* Attack Vector(AV)*
Access Complexity(AC)* Attack Complexity(AC)*
Exploitability Metrics
- User Interaction(Ul)
Authentication(Au)* Privileges Required(PR)*
72 de
Confidentiality Impact(C)* Confidentiality Impact(C)*
Impact Metrics Integrity Impact(l)* Integrity Impact(l)*
Availability Impact(A)* Availability Impact(A)*
- Scope(S)*
Exploitability(E) Exploitability(E)
Remediation Level(RL) Remediation Level(RL)
Report Confidence(RC)

Report Confidence(RC)
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Collateral Damage Potential(CDP)
General Modifiers
Target Distribution(TD)
Confidentiality Requirement(CR) Confidentiality Requirement(CR)
Impact Subscore . ) . )
Modifiers Integrity Requirement(IR) Integrity Requirement(IR)
Availability Requirement(AR) Availability Requirement(AR)
Modified Attack Vector(MAV)
oE da Modified Attack Complexity(MAC)
Modified User Interaction(MUI)
Modified Modified Privileges Required(MPR)
Base Metrics Modified Confidentiality Impact(MC)
Modified Integrity Impact(MI)
Modified Availability Impact(MA)
Modified Scope(MS)
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2|AATL S Sl0f| Qle B Y E 32 HE B X H AR2O| CHEH AL
Attack 2 Ao =g
Base Mt Vector(AV) FHE9IT BHRE0| el M(R FoES YHAP || 23t U2 WHo|
ase atnes U2 B2, 52 92 Y2 25 58)
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= 7| ma
St 20k 7| o] Talsts T4 249| £(9FA0| CH2 B0t 7|Ho| &alsts
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2422 2R E HOIHE HEste F2l= w3 (High)2 2 Bt
- B 37K C|O|E{R| 2k 2| A9 2fH0| OFLl T|O|EE A& ote &x|= 52t
Confidentiality (Medium)2.2 -7t
Requirement(CR) - 32 SR 4 Qs Hl0|EE ¥ dots Axle YS(low) 22 FIt
CHEQIR Y| Yetdo 2 Z7to 2 TWIL
- Y& 5 QIo| 201 YEE MEete ARlewS2= Bt
- A el Hl0ofE] = Tl Al FE(PINZH EEHE Axle 5822 It
CHIZRUA EE 2E Hel 2YE Uele ol 21Y AR &= o7 2 EkE &
Security Integrity 2= 2A S EF
Environmental Requirements Requirement(IR) UL 2YE I-HEIE O 218 At &= HIO|E 7 Z&tEl 32| = =822 HIt
Score CHEQIR Y| YetHo 2 F7to 2 TWIL
- USHH2 EA S ULYEZ Qo S22 It
24412t 0[2te] B3 @ AISO 2 SZ20| 0jAZ Y2 |= = S22 HIt
- 1~5Y AtO[Q] £ 27 ALS e 2 S30| 0fAZI Ax|= S7te 2 It
Availability C 5T Q7L AFEH0| 5 0|l Hx e YEo = It
Requirement(AR) - Se{AH E ZH|LE MY 22k0f| cfsH S 240| B2 (full capacity
redundancy)=l= &= S2o 2 Ht
- ERMM S0 2 2 S AZHS 710 ste AR e 5822 Bt
Modified Impact Modified Scope AFALL 752 x (MISS-0.029) - 3.25 x (MISS-0.02)"
Sub Score Changed » 22 AFALL 752 x (MISS - 0.029) - 3.25 x (MISS x 0.9731-0.02)"
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function Roundup (input):
t2~(RoundUp) int_input = round_to_nearest_integer (input * 100000)

D_
U°|'

if (int_input % 10000) ==
return int_input / 1700000.0
else:
return (floor(int_input / 10000) + 1) / 10.0
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[1] Common Vulnerability Scoring System version 3.1: User
Guide

[2] Common Vulnerability Scoring System version 3.0: User
Guide

[3] Common Vulnerability Scoring System version 2.0: User
Guide

[4] Common Vulnerability Scoring System version 3.1:
Specification Document

[5] Common Vulnerability Scoring System version 2.0:
Specification Document
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