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FEE3FBATH3I. (18 112 12NSF Z#| 99}
I2NSF QIEjHjo]AE HojZa Qlr}. 12NSF Z#H Y
$139] F8 HAZUEL= 12NSF User(I2NSF A&
2}, Security Controller(lSF A|o]7]), Developer's
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Network Security Function(NSF, U E$3 =S} 3t
o2 FAEC) 12NSF User: HOF A (Security
Policy)& Z3iA Wele UEHN A FA7) A3t
+ Security Client(}l3F Egfo|dE)o]t}. Security
Controller= I2NSF User®] HQF AL ~A15k0] 1
HQF Ao sigshs HRF Au|2e] thgh NSFE=
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[Tl 2] IETF-105 SH7HE[1]

I2NSF (Interface to Network Security Functions) Framework Project
Champions: Jaehoon Paul Jeong (SKKU) and Jong-Hyun Kim (ETRI)

IETF-105 Hackathon

Professor
= Jaehoon Paul Jeong (SKKU)

Collaborators

= Jong-Hyun Kim (ETRI)
= Young-Soo Kim (ETRI)
= Jong-Geun Park (ETRI)
®  Jung-Tae Kim (ETRI)

= Gu-Min Nam (Wins)

Students

IZNSF Architecture in NFV Reference

ETRI Security on Air Dashboard

Where to get code
* Github - Source Code
¥ https://github.com/ kimjinyong/i2nsf-framework

ey

What to pull down to set up an environment

wx [+ 05: Ubuntu 18.04 LTS
. ¢ ConfD for NETCONF: 6.6 Version

+  JetConf for RESTCONF
*  Apache2: 2.4.7 Version
Vlistrsan *  MySQL: 14.14 Version
= *  Django:1.11.14 Version
+  OpenStack: Mitaka

Manual for Operation Process
Detailed description about operation process in Manual.txt
(It can be found in Open Source Project folder.)

C of Impl ion
12NSF Framework for Network Security Functions (NSFs)
v Registration Interface via NETCONF/YANG
v NSF-Facing Interface via NETCONF/YANG

v 12NSF kin O k NFV
 NSF M via C Facing
Interface

v Interface Data Model Auto-Adoption
Network Security Functions
v Commercial Firewall(Wins) and Web-filter(Suricata)

= Jinyong Tim Kim (SKKU)

= Jinhyuk Yang (SKKU)
= Chaehong Chung (SKKU)

v Security Policy Translation

v Application of Wins commercial Firewall for Network
Security Function (New Feature)

v Integration of Security on Air(SoA) and I12NSF Services

opel.rs-tack. SUR?(ATA

(New Feature)

6M;1mu|cr—| ETR| e
RN

N UNVERSITY

[O2! 3] ] I2NSF =493 sl7{E Z2HE ZAF

& 9J5t HOF MR AS FelSTof|A] Sx3gsic),

3. IETF-105 I2NSF Hackathon Project
2019 7€) IETF 1052} A7)3)e)7} sivel &
Lol A NH=QTH4]. IETF A7]3]e] ol daj=

A E (Hackathon) & 22 WG] HlHEo] 2435}

TTA JOURNAL

of Zp2le] YAF A Hegetar Y= EES) V&
o] th3k POC(Proof of Concept) HojFr] o) 7
Z¥lck o] IETF 1053 siAES 7€ 2045 ¢ 21
W] 297 F =R o, B %“—1%} 28090] %
A, 42709) Ho 2 FL/gdEe] 2L (19 21=
[ETF-105 SHAE B5S HojFa Q| 24 ’E
< g WG 7|3AE POCE $3t 73 9 HAE
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o 3l|AHEoN A I12NSF Framework Z2AEX=
Yl 7x1E 7 ¥ U EE St AR 12NSF Z)|
U 3.2} 12NSF IE|H|o]AE OpenStack 75014
T8t Zo|al, EAlE ETRIQ] SoAzt= 1t Ed
$-Eof|A] 12NSF Security ControllerE T-&3}= 7
o], A= 238 Wins 3Py @ Z A A Suricata
719k S1EEE NSFR o]-g-3h= Aol Bk A% ¥
A7)E B3 apE B S AeE HeE B
0 2 HAFt] A]ZE 7|9t LHE(Time-Based Web
Filte) 2} 313 (Firewall) AR]2E A3t [
2] 4] I2NSF 7= Z2AE 9] [2NSF A|AH] of
T E HoFal Jlrtk. o] 37 EellA] I2NSF =

4o

STHFE0A 12NSF Al25lo] 32 QIElo] A
53l /-8 NSFh QE A A NSFE o83 3}zl

Zeh9E 7] 69k |20 53 E YESIE

4. IETF-105 I2NSF WG #7139

IETF-105 12NSF WG 77]3] 9]¢l A= 12NSF
Applicability #A41[5]¢] fHo]E A}3}, 12NSF
Framework Hackathon Project X3, I2NSF IPsec
2] £A[0], 12NSF 8. e o] Holy 24
FA[7]-(10], I2NSF NSF ZUE] dlo]g] 2d &
A[11], I2NSF Security Policy Translation ¥A[12]
of thgt &3z 7} ATk 12NSF Applicability #4]
+ IESG(Internet Engineer Steering Group)©]l 2]
3} AESo] FAAFE AAEo] s shol
T3 Security Area Director?] Roman Danyliw
7t FF AEE L Y], 20199 118 239

Informational RFCE IESG $91& 1S of|#o]
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o} I2NSF IPsec 2] 4], NSF Capability & &
413] ¥ I2NSF 8 QIEjHo] A Hlo]e Bel -4
[7-[101%= 2019'A 119e]l IESGol| Al&3te] 419} vt
of 12¢ kO 2 RFC $91& B3 2 slaL Yok
QlejH|o] 2ol thet Hlofe] BE FA]9] RFC &7} ©]
% I2NSF WG Recharterings $3l] M2& &
ofolelE: AN Al AW 1F
2243 119 [ETF-106 A7)3] (7 2)0llA] 9
At 4] wE o] =9J3 o Aotk

B o 2NSF YA F 3loJoflA v 7

R

r- 12NSF Applicability[5] —I

« |2NSF Capability Data Model[7]

o }
& FAEA ==

in

A 71AME AT =

¢

« [2NSF Consumer-Facing Interface Data Model[8]
« I2NSF NSF-Facing Interface Data Model[9]

« I2NSF Registration Interface Data Model[10]

+ NSF Monitoring Data Model[11]

I_- Security Policy Translation for I2NSF[12] _I

o 12NSF WG 3|22 9J8l] 12NSF Applicability
FEA[5]% Security Area Director?] Roman
Danyliw®] IFHEES #3131, Transport Area
9] Review Team Member?] Tommy Pauly?] =
HES gt FAAFS wrdste] A=A
Roman Danyliw®] £ FHEE Developer’s
Management System(DMS)3} I3 HF 34
Inside attack3} Supply chain attack) 2 s|Z2%<t
o]t} Inside attack 2.2 to]zel DMS7} ekeolA
9] NSFE Security Controllero]] #|&-3}o] 12NSF
Systemof| 4] =E-%]A] 3O 24 12NSF Systemo] =
F AHIAE ATiZ & 4 giAl Z 4 Utk Supply

chain attack &2 HQF F74L ol ¢lojd oz H

TTA JOURNAL

74 DMS(Compromised DMS)7} % NSF 914
E 27} 12NSF Systemof| ] 2-8-%A] sho] HeF AH]
25 AR AFE 5 9 AU Al ALY Fash
AEE =T 4 ok olegt Het 34 9] 9§
A DMSE EUE RS Ao Fositt HEA
¢l Tommy Pauly®] 32 FHEE HTTP Packet©]
TLS(Transport Layer Security)2 93.3}%32 uf
& 9898 E a3 5 U TS =YsteEke A
o|ck TLS HA 1.3 o]#efli= 154 (Certificate)l]
URL]| i3k IP 471 lEd], o] IP 45 F
3 LS YT 5 Aok EFF TLSE ©]83t
= TCP A Wj7lo] A& 3ke|A] &2 Server Name
Indication(SNI)<& ©]&-3 ujj, SNIof| Z3t=]o] gl

t 1P F4E B3 42HYL AT S ok w2

Resolution I}7¢f] T2 == AH ] URLY g ==
P F28 sotele] of 1P F48 F5 B5PIS F
3 AgElE S 3 5 k.

SDN 7]9F [Psec Z22$ H3E WG £A[6]= NSF
7+e] IPsec Rot Ad A4S sl 71E£9] IKEv2
o]4-3H= WH(IKE Case)¥} Security Controller
B3l IPsec B AHdS ARt H(KEless
Case)& Aotslar k. M2 wHEo] & SPD(Security
Policy Database) Selectorg # 419] 12NSF SDN
715k IPsecoll A o188 4= A TANA Registry S #
Al 23k 21 =23t3itk SDN 7|9k IPsec
< 9J3F YANG tloJe] 2¥ 4% WG Last Call&
20199 493} 5ol M WG| o7& o]
W8T YANG Doctor?] #lHE 1o} YANG d)
ole] BElS $AJ51aL glom, 1] IESGOl AlEs]
o] RFC E3H& 913t A9)E i o Aot
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5

Policy
Translator

Consumer-Facing Interface

High-level Policy

<I2NSF>
<name>block_web</name>
<cond>
<src>Son's_P({</src>
<dest>malicious</dest>
</cond>
<action>block<action>

Data Extractor

Policy Generator

——— v
Data Converter [ g2g = st

</IESNSF>
lTransIation

Low-level policy

<rule-name>block_web</rule-name>
<rules>
<condition>
<packet>
<ipv4>10.0.0.1</ipv4>
<ipv4>10.0.0.3</ipvl>
</packet>
<payload>
<url>harm.com</url>

[32! 5] I2NSF =29t A

tjofe] B FA[71-[1019] 7 Abdro] HRES
t}. 12NSF NSF Capability®} 12NSF Interface2]
YANG Hlo]e] 2&l £A[7]~[10]¢] YANG Module
< YANG Doctor®] 255 #okal, AzE2 2
HE 7I¥e 2 dlojg] Yl #A4E A
I2NSF Capability % tlo]g] 22l A2}E52 YANG
Guidelines F-A4[14]0]] whe} 12NSF Capability Blo]€]
129[7], Consumer-Facing Interface Ho|&] RE[S],
NSF-Facing Interface HjoJE] Z2[9], Registration
Interface ©lo]g] 2H[10], NSF EUEH dloJg] 2
1] FAES $AHAt AAES $4E ol
B 2elof uhel Al 7EA] HQF AH]2e] AHE XML
Configuration Examples 433t} Al 71A] B
oF AH] A% Firewalld} Time-based Firewall, Web
Filter®} VoIP/VOLTE XSk, HTTP Hi= HTTPS
Flood-Attack Mitigatore]c}. IETF-105 A7]3]€] o]
Fol YANG Doctore 712 £ AR A2}

Sl AL, AAES 271 SRS W

NSF-Facing Interface
y

<url>illegal.com</url>
</payload>
</condition>
<action>drop</action>
</rules>
</I2NSF>

= piof7]o| o7 |HIX

o IETF-106 7]3]¢] el 7885 A&t A7}
E2 4719 tlofe] Bdl ZAe]l thigk WG Last Call
I2NSF WG &lgeellAl 83ch IETF-106 47]3]
©] el 1I2NSF Interfacee]] thek vlole] 2l 217}
IESGellA] Adej=le] 2019\ 12 kS & RFCE 54

& BRE s gk

o[ 3lojef A= HeF A WY (Security Policy
Translation) &A1) thgh F8AJ0] ofFE L
WG £4 Afehe =oJatirtiz]. 2ot A3 7]
(Security Policy Translator)= Security Controller
o] I2NSF User23e] 9] 11425 Bk A3 XML 3}
L& NSF7F oJali < Shi= A HeE AH XML
Bd g Hgith (19 Sle BeF A 7] 9] o} 7]
S Holaal gt Jip
Security Policy)o] ¥+ A2 W72 Hde= Het
A7 H7]|= Data Extractors: E3f 14F HOE
Ao AFE Tag FH& FE3L Data Converter

+ NSF DatabaseE #zsle] 145 B HA Tag

2
i
oxl,
2
T
aQ
=
O
3
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| *nsf_id (INT)

| nsf_name (STRING)
| inbound (INT)

| outbound (INT)

| bandwidth (INT)

|

Registration activated (BOOL)

Interface DM Lkl

| *capa_id (INT)

| capa_index (INT)

| capa_name (STRING)

NSF Capability Information

Endpoint Information

has convert 4-------------o-- +
|- fmmm——- ||+ Endpoint |
e T +

| xend_id (INT) |

| keyword (STRING) |

R e T +

Consumer-Facing

|
|
|
|
|
|
| Interface DM

xfield_id (INT) |
field_name (STRING) |
|
|

NSF-Facing
Interface DM

field_index (INT)
mapped_data (STRING)

[T2! 6] I2NSF EoF &= H{o17|o| NSF Database2| ER Diagram

783 Tag o= Wslal A4

= HoF WS T NSFES A3t} Policy
P

TA F8 FAARFO R HE ZA wA7)of Ab
£+ NSF Database?] Entity-Relationship(ER)
Diagram<& X33, 153 Bk A YANG
9F A3 HQF A O] YANGE] viEE 7]&st3ich
(13 6] Ht 4 ¥¥7]9] NSF Database®] ER
Diagram= 7]&3}L 31tk o] ER Diagram-> I2NSF
User2%-¥ $2418F Endpoint X2} Developer’s
Management System(DMS) 2. 25| $2213F NSF
Capability X5 3FAIsto] HF A4 Hde] Qo
3} QIEJE](S NSFE, Capability, Endpoint, Field)E &
oJstar MefE] 7He] IAIE FATSFS] 12NSF System
A} BHeE A WQ7E $387] sl Al
ARE FAFHE 12NSF WG| Charteroll 2t A4

#iojo] ZghElo] g ob £ B BHE WG

TTA JOURNAL

Adoptione] 2] AT 11€ IETF-106 %7]35]9]
oA I2NSF WG 2J7get3} =2fsto] 12NSF WG]
CharterE 7i7ate] HQF 44 S WG ofolsl&
3R] =03 of Aotk

2019\ 11€ IETF-106 Z§7]3]2]of| 4] 12NSF WG
RecharteringS $J3ll Security Policy Translator &
AEERE ohz} NFV 8740l 12NSF System 78
skl -8517] $I3F BASIE =2 ook w3t
I2NSF Security Controller®} SFC(Service Function
Chaining) Classifier 7+9] %3} 12NSF Security
Controller} SDN Controller ZF2] ¢1%5-& 913t ¢
o] RAL: WG ofo]dlo g =o]d oFelct. of
<] I2NSF Security Controller®]] Security Policy
Translatorg +-8317] $J5f 23+ NSF Database
£ AA37] $I8k 12NSF User®t 12NSF Security
Controller 7+2] %<& $8F Consumer-Facing
Interface TJoJE] BT WG ofo]el o 2 =9]3 o
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