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Internal

Network Body DC
Chassis DC

DC: Drive Components

TMS : Telematics

ADAS : Advanced Driver Assistance System
AVN : Audio, Visual & Navigation

IVI: In-Vehicle Infotainment

NIC : Network Interface Controller
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« Crypto library

S4.Secure
Platform
[ J

$3. Secure Internal
Communication

« Controls traffic flow

+ Secure boot & Remote Attestation
+ Secure Update
* HW trust anchor(HTA)

« Authentication, Confidentiality & Integrity of Messages
+ Key Management

« Detects malicious traffic
« Data Security & Privacy

S1. Secure
External
Communication

+ Secure communication to anything

A

External

Device, Infrastructure, Vehicle, Network
Cloud, Diagnostics,
Person(Owner, Driver, Pedestrian), etc.
[O3RE

- Control Keys

- Control Vehicle Maintenance Diagnostic Access
- Control Access to Firmware

- Limit Ability to Modify Firmware

- Control Proliferation of Network Ports, Protocols and
services

« Use Segmentation and Isolation Techniques in Vehicle
Architecture Design

- Control Internal Vehicle Communications
- Log Events
- Control Communication to Back-End Servers

- Control Wireless Interfaces
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« V2X(Vehicle-to-Everything, XI2EAIE EAl): R2M EAS Sdff

Rt ol 717] B2 AlAte] GBS U= B3
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